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1. Introduction 
The continuous and enormous digital data creation due to the use of enterprise systems, healthcare databases 
[1], financial record operations, and web-based systems has tremendously enhanced the need to have 
sophisticated analytical frameworks that can provide actionable knowledge. Data Mining (DM) enables the 
automatic identification of concealed patterns, correlations and structural regularities of large quantities of 
data. The important mining capabilities consist of classification, clustering, association rule mining, anomaly 
detection and dependency modelling [2]. The clustering is one of them which plays a central role in exploratory 
data analysis where the unclassified data is grouped into homogenous parts that are similar to each other in 
some measure. Clustering, in contrast to supervised learning, does not use available labeling of individuals into 
classes, and normally uses distance measures that meet metric space properties. To measure the intra-cluster 
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compactness and inter-cluster separation, cluster features are usually measured by centroid, radius, and 
diameter [3]. 
Although it has the benefits mentioned above, data mining raises substantial privacy issues where sensitive 
attributes are revealed in the process of data sharing or outsourcing. Organizations often have to publish 
datasets to third-party analysts or research communities but direct publication of microdata can result in 
confidentiality breaches [4]. Privacy-Preserving Data Mining (PPDM) has been created to overcome this 
difficulty and preserve sensitive information whilst maintaining the utility of data to perform analytical 
functions. Privacy preserving methods that are currently in use are such as randomization, k-anonymity, 
perturbation, sampling, as well as transformation-based masking. The major challenge is to produce a 
transformed dataset M01 of the original dataset Msuch that has similar statistical features and mining 
performance and the sensitive attributes are not revealed, as much as possible [5]. 
This study assumes continuous numerical properties as being kept confidential using transformation based 
masking schemes that take the form of M'=AMB+C wherein the transformations of matrices and regulated noise 
inclusion are executed to alter concealed values. Three masking strategies based on crossover and one of them, 
N-Point Crossover (NPC), are suggested and compared to currently used Genetic Algorithm based Masking 
Technique (GAMT). The efficacy of these methodologies is determined based on the accuracy of the statistical 
method, accuracy of privacy protection, and accuracy of clustering based on various algorithms of clustering 
methods. The test-based system shows that crossover-based masking methods are able to maintain the 
analytical consistency as well as provide a high level of confidentiality thus facilitating the publication of data 
in a secure way in distributed and collaborative mining systems. 
 

2. Related works 
Recent Privacy-Preserving Data Mining (PPDM) literature has examined a variety of approaches, such as 
synthetic data, cryptography, anonymization, and federated learning mechanisms, to preserve confidentiality 
in the data analysis process. Kostopoulos et al. have discussed, benchmarking methods of privacy-preserving 
synthetic data generation and compared both statistical models and deep generative models of generating 
synthetic student data that could be used to perform educational data mining tasks. Their empirical analysis 
showed that generative models can share the same statistics and minimise the risk of disclosure, thus 
permitting safe processing on data without revealing original documents [6]. 
Information exchange models that are aimed at secure analytics have become popular. Konda et al. offered an 
in-depth introduction to privacy-saving technologies that facilitate the exchange of data in the age of artificial 
intelligence and data science safety. Their publication talks about cryptography, anonymization, and 
differential privacy technologies that can be incorporated in the large-scale data ecosystem to guarantee 
confidentiality in the large knowledge discovery [7]. In the health care sector, Sakthidevi and Fathima came up 
with a threat intelligence model that incorporates privacy enhancing strategies to allow sharing of healthcare 
information in the cloud. Their structure integrates encryption, anomaly detection, and secure data exchange 
protocols to ensure unauthorized access and at the same time ensuring their analytics to be useful on medical 
datasets [8]. 
Distributed aggregation (only privacy preserving) has been explored in the context of distributed settings, 
including smart grids with IoT connections. The scheme of Lightweight Certificateless and Escrow-Free 
Privacy-Preserving Data Aggregation (LCE-PPDA) during the UAV-assisted smart grid systems was introduced 
by Chang et al. The protocol suggested is more efficient in computation and removes the overhead of handling 
certificates but ensures a high privacy level to distributed sensor data [9]. The concept of federated learning 
has become a promising paradigm of privacy-controlled collaborative learning. Zhou et al. introduced FairGFL, 
a federated learning framework focused on fairness, which ensures the privacy of the users and biasing in a 
multi-graph structure. They combine fairness constraints with graph-based federated optimization into their 
model which enhances both model equity and privacy preservation in distributed learning systems [10]. 
Classical data mining algorithms have also been processed using cryptographic secure computation techniques. 
Cooper et al. created cryptographic protocols that allow privacy keeping k-nearest neighbor (KNN) 
classification of outsourced data. Their approach will make sure that the training data and query inputs are 
encrypted throughout the computation, thus avoiding information leakage in the third-party cloud settings 
[11]. Moreover, dynamic privacy models have also been suggested to deal with new security threats. Priya and 
Kumari came up with quantum resilient privacy-preserving system using anonymization methods and adaptive 
security measures. They combine post-quantum cryptographic primitive and dynamical anonymization 

http://www.svedbergopen.com/


www.svedbergopen.com                                 International Journal of Artificial Intelligence and Machine Learning 

 

Vol.6, No.5s, 2026                                                                                                                                                                      300 

techniques in order to increase resistance against future quantum-based threats in secure data mining 
processes [12]. 
 

 3. Methodology - Hybrid Crossover-based transformation 
The proposed Privacy-Preserving Data Mining (PPDM) framework is formally defined over a structured dataset 
D ∈ ℝn×m, where each record ri = (a1, a2, … , am)contains both categorical and numerical attributes. Let A =
{a1, a2, … , am}denote the attribute space and Ac ⊆ Arepresent the subset of confidential continuous numerical 
attributes subject to masking. The objective is to construct a transformation function T:ℝn×m → ℝn×msuch that 
the transformed dataset D′ = T(D)preserves analytical utility while minimizing disclosure risk. Formally, 

D = {r1, r2, … , rn}, ri ∈ ℝm 
Ac = {aj ∣ aj ∈ A,  aj is confidential and continuous} 

The transformation process operates exclusively on the projection of Dover Ac, denoted as X ∈ ℝn×k, where 
k =∣ Ac ∣. Thus, 

X = πAc(D) 

The transformed confidential data X′is generated using a composite transformation combining crossover-
based perturbation and linear transformation. The general transformation model is expressed as 

X′ = AXB + C 
where A ∈ ℝn×nand B ∈ ℝk×kare transformation matrices controlling structural distortion, and C ∈ ℝn×kis a 
stochastic perturbation matrix. The transformation is constrained to preserve first-order statistical properties, 
ensuring 

∣ μ(X) − μ(X′) ∣≤ ϵ 
where 

μ(X) =
1

nk
∑∑Xij

k

j=1

n

i=1

 

and ϵis a predefined tolerance threshold. Variance preservation is similarly constrained as 
∣ σ2(X) − σ2(X′) ∣≤ δ 

ensuring distributional similarity. 
To model privacy protection formally, a probabilistic indistinguishability constraint is imposed. Let Xijand 

Xij
′ denote original and masked values, respectively. The privacy condition is defined as 

P(Xij = Xij
′ ) ≈ 0 

and extended to an adversarial inference setting as 
I(X; X′) ≤ γ 

where I(⋅)denotes mutual information and γis a minimal leakage threshold. 
The masking mechanism is driven by crossover operations derived from evolutionary computation. Let each 
confidential value x ∈ Xbe represented as a digit sequence 

x = (d1, d2, … , dL), dl ∈ {0,1, … ,9} 
 
For two selected values xpand xq, an N-point crossover operation is defined as 

x′ = (d1
(p)
, … , dc

(p)
, dc+1

(q)
, … , dL

(q)
) 

where c ∈ {1,2, … , L − 1}is the crossover point. The generalized multi-point crossover can be expressed as 

x′ =∑αl

L

l=1

dl
(p)

+ (1 − αl)dl
(q)

 

where αl ∈ {0,1}defines the crossover mask. 
For the MinMax strategy, let 

xmin = min(X), xmax = max(X) 
The crossover transformation is defined as 

x′ = fmm(xmin, xmax) = (d1
(min⁡ )

, d2
(max⁡ )

, d3
(min⁡ )

, d4
(max⁡ )

, …  ) 

ensuring maximal dispersion between paired values. 
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For the Hybrid crossover mechanism, a sequential composition of crossover operators is applied. Let 𝒞kdenote 
a crossover operator with kcrossover points. The hybrid transformation is defined as 

x′ = 𝒞1 ∘ 𝒞2 ∘ ⋯ ∘ 𝒞L−1(xp, xq) 

This sequential composition increases transformation entropy and reduces reconstruction probability. 
To ensure non-trivial transformation, a mutation operator M(⋅)is applied when x′ = x. The mutation is defined 
as a digit permutation function 

x′′ = M(x′) = π(x′) 
where πis a permutation over digit positions. 
The effectiveness of masking is quantified through privacy accuracy defined as 

PA =
1

nk
∑∑𝕀(

k

j=1

n

i=1

Xij ≠ Xij
′ ) × 100 

where 𝕀(⋅)is the indicator function. 
Statistical utility is measured using normalized mean preservation 

SA = (1−
∣ μ(X) − μ(X′) ∣

μ(X)
) × 100 

 
Clustering consistency is evaluated by comparing cluster assignments from original and masked datasets. Let 
Coand Cmdenote cluster label sets. The clustering accuracy is defined as 

CA =
1

n
∑𝕀(

n

i=1

Co(i) = Cm(i)) × 100 

To further quantify structural preservation, the distortion between datasets is measured using Frobenius norm 
ℒ𝑑𝑖𝑠𝑡 =∥ 𝑋 − 𝑋′ ∥𝐹  

and minimized under privacy constraints. 
Finally, the optimization objective of the proposed framework is formulated as a multi-objective problem 

𝑚𝑖𝑛
𝑇

  ℒ𝑑𝑖𝑠𝑡 − 𝜆1𝑃𝐴 − 𝜆2𝐶𝐴 

subject to 
𝐼(𝑋; 𝑋′) ≤ 𝛾, ∣ 𝜇(𝑋) − 𝜇(𝑋′) ∣≤ 𝜖 

where 𝜆1and 𝜆2are trade-off parameters controlling privacy-utility balance. 
This formalization establishes the crossover-based masking framework as a constrained optimization problem 
that simultaneously maximizes privacy preservation, maintains statistical fidelity, and ensures consistency of 
downstream data mining tasks. 
 

Algorithm 1: Proposed Hybrid Crossover-based transformation 
Input: 
Dataset 𝐷 ∈ ℝ𝑛×𝑚, confidential attribute index set 𝐴𝑐 ⊆ {1,2, … ,𝑚}, digit length 𝐿, tolerance parameters 
𝜖, 𝛿 
Output: 
Masked dataset 𝐷′ 
Step 1: Extract confidential attributes 
X = projection of D on Ac 
Step 2: Initialize masked dataset 
X′ = empty matrix of same size as X 
Step 3: For each attribute column j = 1 to k 
Step 4: Form value set 
S = {X1j, X2j, …, Xnj} 
Step 5: Convert each value into digit sequence of length L 
Step 6: Sort S in ascending order 
Step 7: Set t = 1 
Step 8: While t ≤ n 
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Step 9:  Select pair 
xp = S(t) 
xq = S(n − t + 1) 
Step 10:  Initialize masked value 
x′ = xp 
Step 11:  For c = 1 to L − 1 
Step 12:   Perform crossover 
Replace digits after position c in x′ using digits of xq 
Step 13:  End For 
Step 14:  If x′ equals xp or xq 
Step 15:   Apply mutation 
Swap digit positions in x′ 
Step 16:  End If 
Step 17:  Store masked value 
X′(t, j) = x′ 
Step 18:  t = t + 1 
Step 19: End While 
Step 20: End For 
Step 21: Apply statistical correction 
Adjust X′ to preserve mean and variance 
Step 22: Validate constraints 
Ensure mean difference ≤ ε 
Ensure variance difference ≤ δ 
Step 23: Construct final dataset 
Replace confidential attributes in D with X′ 
Step 24: Return D′ 
 

 

3. Experimental Results 
The performance measures of gauging the effectiveness of the proposed protection techniques are the 
statistical accuracy, privacy protection accuracy and clustering accuracy. The suggested method of protection 
is provided under the help of Visual Studio and MATLAB.  The experiment was undertaken in the Intel core 2 
duo processor having the CPU clock speed of 2.4 GHz., Hard disk capacity of 320GB and RAM of 3GB of windows 
operating system. The means of percentages of these confidential attributes will be presented in the 
performance factors presented below. In order to identify the statistical accuracy, the average of the data items 
of the confidential attribute(s) is taken into consideration. The first one is that the mean value of original 
database D is first calculated and then mean value of modified database D i.e. after applying modification using 
the protection techniques that have been proposed are calculated. The average D and D' are compared. Based 
on the findings of Table 1, it is observed that there is not much greater accuracy of Hybrid and GAMT compared 
to MinMax and N point crossover. 
 
Table 1: Statistical accuracy of GAMT, MinMax N point crossover and Hybrid 
 

Dataset GAMT 
(%) 

MinMax 
(%) 

N Point Crossover (%) Hybrid 
(%) N-1 N-2 N-3 N-4 

3000 100 99.999 99.996 99.996 99.995 99.999 100 

5000 100 99.999 99.998 99.998 99.999 99.999 100 

10000 100 99.999 99.997 99.997 99.997 99.999 100 

20000 100 100 99.999 99.999 99.999 99.996 100 
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Figure 1: Statistical accuracy of GAMT, MinMax, N Point Crossover and Hybrid 
 
The accuracy of privacy protection retrieves that all the data items of the confidential attribute of the original 
database are altered by the suggested protection methods MinMax, N Point Crossover, Hybrid Crossover and 
the current method GAMT. This is the primary performance aspect, which is primarily applied to determine 
whether the protection techniques have adjusted the confidential data items in the proper way or not. There is 
a comparison of the original confidential data items to the modified data items to confirm whether they both 
have the same value. Privacy protection is commendable in case the data items are dissimilar. According to the 
findings in Table 2, MinMax, Hybrid and N Point Crossover technique are identified to be accurate in privacy 
protection to 100 percent. 
 
Table 2: Privacy accuracy of GAMT, MinMax N Point Crossover and Hybrid 
 

Dataset GAMT 
(%) 

MinMax 
(%) 

N point Crossover (%) Hybrid 
(%) 

N-1 N-2 N-3 N-4 

3000 99.93 100 100 100 100 100 100 

5000 99.98 100 100 100 100 100 99.96 

10000 99.99 100 100 100 100 100 100 

20000 99.99 100 100 100 100 100 100 
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Figure 2: Privacy accuracy of GAMT, MinMax, N Point Crossover and Hybrid 
 
In order to assess how the masking methods suggested do not alter the analytical attributes of the dataset, 
clustering experiments on the original dataset (D) and the masked dataset (D') were conducted. Five clustering 
algorithms were used on datasets of various sizes (K-means, X-means, Filtered clustering, Expectation-
Maximization (EM), and Make Density-Based Clustering (MDBC)) 3000, 5000, 10000, and 20000 records. The 
clustering accuracy was determined by the comparison of the cluster assignment generated using the original 
and masked datasets. The findings show that the methods of masking which are proposed are very high in 
degree of clustering consistency. As an example, the accuracy of clustering with the help of GAMT was 98.90% 
with 3000 records in the dataset, and the MinMax, N-Point Crossover, and Hybrid Crossover methods showed 
99.30%, 99.65, and 99.72, respectively. The same applies to the 5000-record data where the clustering rates 
were 99.02% (GAMT), 99.40% (MinMax), 99.72% (NPC) and 99.81% (Hybrid). The clustering accuracies also 
went up to 99.10, 99.45, 99.78 and 99.86 respectively when the dataset size was brought to 10000 records. The 
20000-record dataset showed the best performance with the clustering accuracies obtained as 99.15% 
(GAMT), 99.50% (MinMax), 99.82% (NPC) and 99.91% (Hybrid). These findings indicate that the 
recommended crossover-based masking methods do not alter the cluster structure of the original dataset by 
much. 
As the results of the experiments show, the privacy-preservation methods proposed promise a high balance 
rate between privacy of the data and utility of the mining process. According to the statistical accuracy results 
presented in Table 1, the mean values of the confidential attribute do not differ significantly between them 
after masking, and the accuracy values are 100% in GAMT and Hybrid methods and 99.996-99.999 percent in 
MinMax and N-Point Crossover when the size of the dataset is varied. This proves that the statistical features 
of the data are very well maintained. Moreover, in Table 2, the results of privacy protection accuracy suggest 
that MinMax, N-Point Crossover, and Hybrid methods scored almost 100 percent change in the confidential 
data values, with GAMT scoring slightly lower values including 99.93 percent change in values with the 3000 
instances and 99.98 percent change in values with the 5000 instances. These findings indicate that the 
suggested methods provide a greater level of defense against direct transfer of confidential properties. 
The clustering test also supports the fact that the suggested masking measures do not cause any substantial 
changes in structural relationships between data records. The clustering accuracies are also over 99% even 
after masking most dataset sizes, indicating that the transformed dataset is still useful in terms of analysis to 
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perform clustering-based mining tasks. The Hybrid Crossover technique is the most accurate of all the methods 
of clustering data with a maximum accuracy of 99.91, meaning that sequential crossover operations create 
more balanced perturbations without losing similarity relationships among the records. The suggested 
crossover-based masking framework, therefore, is an effective system of securing data publication that allows 
organizations to publish datasets with other external analysts and also guarantees good privacy and great data 
utility. 
 

4. Conclusion 
This article envisioned the significance of privacy-preserving data mining while publishing sensitive numerical 
items for the public are considered in protecting every individual data. MinMax, Hybrid and N Point Crossover 
algorithms are introduced to exchange the original items in the confidential attributes. The proposed 
techniques are compared with the existing algorithm GAMT based on the experiments such as statistical, 
privacy and clustering accuracy. The N Point Crossover provides better results compare to MinMax, Hybrid and 
existing GAMT. But at the stage of real-time protecting information Hybrid is more sophisticated compare to N 
Point Crossover and MinMax. After all, it will consider these kinds of techniques for categorical data in the 
future. 
Future work will extend the proposed crossover-based privacy-preserving masking framework to handle 
categorical and mixed-type attributes in large-scale datasets. The methodology can also be integrated with 
distributed and federated data mining environments to enhance secure collaborative analytics. Additionally, 
future research will investigate robustness against inference, reconstruction, and linkage attacks while 
improving computational efficiency for real-time privacy-preserving data publishing applications. 
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