
www.svedbergopen.com                          International Journal of Artificial Intelligence and Machine Learning 

Vol.6, No.4s, 2026                                                                                                                                                                        192 

 

 
DISSEMINATION OF KNOWLEDGE   

 

Real-Time Risk Assessment In Business Operations Using 

Bayesian Networks 

Mayank Srivastava1*, Dr.R. Sankar Ganesh2, S. Pugazhendhi3, Dr.T.S. Suganya4, Ranga Jarabala5,  
Dr.M. Suganthi6 
 

1*Department of Computer Engineering & Applications, GLA University, Mathura, India. E-mail: mayank.shrivastava@gla.ac.in, 

https://orcid.org/0009-0008-1802-1922 

2Associate Professor (Gr II), Department of Management Studies, R.M.K Engineering College, Kavaraipettai, Gummidipoondi (TK), 

Tiruvallur District, India. E-mail: sankarganeshphd@gmail.com, https://orcid.org/0000-0003-0708-8327 

3Associate Professor, Pharmacology, Meenakshi College of Pharmacy, Meenakshi Academy of Higher Education and Research, 

Chennai, India. E-mail: pugazh@maher.ac.in, https://orcid.org/0009-0006-3309-4172 

4Assistant Professor, Computer Applications, SRM Institution of Science and Technology, Ramapuram, Chennai, Tamil Nadu, India. 

E-mail: tssuganya07@gmail.com, Orcid: https://orcid.org/0000-0003-1685-2032 

5Department of CSE(CS), Ramachandra College of Engineering, Eluru, India. E-mail: jarabalaranga@rcee.ac.in, 

https://orcid.org/0000-0001-6147-8778 

6Assistant Professor, Civil Engineering, Mahendra Engineering College, Namakkal, India. E-mail: suganthim@mahendra.org, 

https://orcid.org/0000-0002-7148-7886 

*Corresponding author: Email: mayank.shrivastava@gla.ac.in 

 

1. Introduction 

The modern needs for businesses have been getting increasingly complicated and demanding, which means that 

decision-making processes should take place as fast as possible. Nowadays, real-time risk management has 

become vital to avoid interruptions and other problems that may happen anytime, particularly regarding supply 

chains, financial markets, and operations. For instance, any interruption in the supply chain process or an 

unstable situation in the market or any unexpected changes in it can result in severe delays or even losses. Real-

time risk management enables organizations to find out about such risks instantly and adapt to new conditions 

beforehand to prevent potential threats. 
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In the face of globalizing trends and constant evolution of the economic system, it becomes crucial to use real-

time risk management to make informed decisions and achieve long-term success. Traditional risk management 

approaches are not enough to address the modern requirements because of their inefficiency. 

Challenges 

Real-time risk assessment in business operations is essential, but it has several challenges: 

• Uncertainty: Business environments are inherently unpredictable, subject to a myriad of unpredictable 

and hard-to-quantify factors, including political changes, economic crises, or natural disasters.  

• Incomplete Data: Data streams in real-time may not contain complete and/or clear information that is 

necessary for making accurate predictions and, therefore, making decisions.  

• Evolving Risk Patterns: Risk patterns are continually changing as businesses become more complex and 

are digitalizing their operations, and require models that can learn and adapt over time. 

Role of AI/Bayesian Reasoning 

Bayesian Networks and, indeed, Artificial Intelligence can be a very strong approach when addressing such 

problems. Probabilistic models based on Bayesian reasoning can cope with uncertainties, build relationships 

between factors that influence risk, and adaptively evaluate the risk levels according to new information [15] 

[16] [19]. Dynamic risk management through the use of Bayesian Networks can allow modeling uncertainties as 

well as help businesses make risk estimations depending on how the situation changes in time [1] [5] [9]. 

Bayesian Networks provide an excellent means of building a model where data is limited or uncertain, as well as 

allowing the dynamic reconsideration of beliefs on the basis of new data that puts a context into causal 

connections between various business risk factors [2] [17] [18]. 

Objectives 

1. Building a system for evaluating the risk in real time based on Bayesian Networks for estimating the risk 

level from dynamic risk factors in business activities. 

2. Building a model that will continuously adjust the predictions of risk in accordance with new real-time 

data. 

3. Analyze the performance of the suggested Bayesian Network model compared to the traditional risk 

management methods. 

The paper consists of five main parts. Section 1 explains the problems of today's business environments and the 

importance of real-time risk management. In Section II, traditional approaches to risk assessment are discussed, 

along with the use of AI and Bayesian Networks. The Bayesian network design, real-time inference, and decision 

support system are described in Section III. A detailed description of the data used is provided, and the model is 

compared with baseline approaches in Section IV. Finally, in Section V, the performance and improvements of the 

model over the baseline are presented, while Section VI shows the contributions, limitations, and future work. 

2. Related Work 

Traditional Risk Assessment Methods 

There are many traditional risk assessment techniques that have been used in business operations, e.g., Risk 

Matrix and Failure Modes and Effects Analysis (FMEA) [14]. These approaches are based on expert opinion and 

pre-defined risk factors and are static as they do not take into account change. They are useful in a structured 

setting, but they are not adaptable to real-time changes and new risks, which could be crucial in today's fast-

changing business environment. These algorithms will also fail to be successful in dynamic environments where 

data changes frequently because they will not be able to deal with real-time data, thus failing when fast decision 

making is required [20] [21]. 

AI/ML-based Approaches for Risk Evaluation and Prediction 

Artificial Intelligence (AI) and Machine Learning (ML) have been applied increasingly in recent years to risk 

analysis and predictions to improve the process of understanding risks [8]. Support Vector Machines (SVMs), 

random forest, and neural networks are some of the popular techniques used in analyzing past data in order to 
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understand the possible risks. These algorithms are employed in assessing credit risk in the finance sector and 

predictive maintenance in the manufacturing sector [4] [6] [12]. Most models for AI/ML lack dynamic nature as 

they cannot be updated constantly due to changing business conditions. 

Prior Uses of Bayesian Networks in Risk Contexts 

Bayesian Networks (BNs) are beneficial when it comes to uncertainty and probabilistic relations, and have been 

applied in many sectors such as risk assessment [7] [11] [13]. For instance, Kanes et al. (2017) proposed a 

dynamic risk assessment model that involved the use of BNs together with reliability data for process industry 

decisions [1] [3] [22]. Cowell et al. (2007) applied BNs in operational risk assessment in the insurance sector, 

thereby highlighting its ability to express uncertainty and analyze risk scenarios [5] [10]. Moreover, Ashrafi & 

Anzabi Zadeh (2017) presented the application of DBNs in lifecycle risk assessment in technological systems, 

and in doing so, the use of DBNs in capturing and updating risks during the lifecycle of the system [9]. 

Although Bayesian Networks have many interesting applications, there are a number of missing components in 

the literature. One notable lack is the failure to have inference available online in real time. Most models, such as 

those using Bayesian Networks, work in batch mode and are not designed to update on the fly, which is important 

when business changes rapidly and demands real-time risk assessments. In addition, little research has been 

carried out on scalability, as the Bayesian Networks must process large, complex data sets from multiple sources 

for real-time risk analysis. Last but not least, there is not much integration of risk models and decision support 

systems. Current models are not very useful for operational decision-making because they are not able to provide 

predictions that are translated into action. 

3. Proposed Methodology 

Bayesian Network Model Design 

In this context, Bayesian Networks (BNs) are employed to model the intricate risk factors associated with 

business operations. The nodes within the network are indicative of different risks in the supply chain, including 

financial risk, operational risk, or supply chain disruption. Based on historic data and expert opinion, these 

factors can be defined, and a comprehensive picture of the possible risks created. The links between the nodes 

indicate the causal relationships or dependencies between these factors. For instance, if there is a disruption in 

the supply chain operations, there might be higher operational costs or delays, which can cause a directed edge 

from disrupting supply chain operations to operational costs. The dependency structure should mimic the real-

world context of risks being interrelated, so that information can be transmitted and risks at the downstream 

side of the dependency chain can be assessed. 

Real-Time Inference Mechanism 

The proposed framework is based on real-time inference and updating the risk assessments when new data 

comes in. As new observations (e.g., new financial information, supply chain information, etc.) become available, 

they lead to Bayesian updates of the model. This is done by a process known as belief updating, in which the 

model updates the probability of each of the risk nodes based on the data that comes in. The model uses online 

parameter estimation methods, including incremental learning, to perform in real-time. These techniques enable 

the model to tune its parameters (in other words, its conditional probabilities in the network) without training 

from scratch. This allows the Bayesian network to continue to learn with the new data without incurring 

excessive computation. 

Risk Scoring & Decision Support 

After performing the updates, the Bayesian network provides risk scores that estimate the risk level and severity 

of different risks. The scores of these risk nodes are computed as the posterior probabilities of the risk nodes, 

given the belief update. Therefore, if there is a high likelihood of disturbances in a supply chain network, then the 

associated risk score will definitely be high. The risk scores are then compared with pre-defined threshold values 

so as to determine the appropriate response to the identified risks. In cases where the risk score exceeds the 

predefined threshold value, an alert system triggers a warning to the concerned decision maker. The alert may 
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include mitigation strategies or recommendations for operational changes such as redirecting material flows, 

adjusting financial forecasts, etc., to mitigate against the identified risks. 

 
Figure 1: System Architecture for Real-Time Risk Assessment Using Bayesian Networks 

As can be seen from Figure 1, real-time risk assessment using the modular method has been shown, starting with 

the input phase, which incorporates business telemetry and operational logging. The next step is that of selecting 

features and processing data. A Bayesian Network Model, with inference on real-time risks, has been discussed 

further. 

4. Experimental Setup 
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data. Synthetic data means the data that is generated under theoretical conditions, where the risks and 
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the synthetic data is used to test the efficiency of the model under certain conditions, the real-life operational 

business data is necessary to validate its practicality in real-life business settings. 

Baselines 

For evaluating the efficiency of the Bayesian Network model, it will be tested against some other baseline models. 

These will include testing the Bayesian network against other probability models such as Naï ve Bayes and Hidden 

Data Ingestion 

Pipeline 

Business 

Telemetry 

(Sensors, IoT, 
Transactions) 

Operational Logs 

Operational Logs 

(System Logs, 
Events) 

APIs / External 

Sources 

(Market Data, 
Weather, etc.) 

Enterprise 

Applications 

(ERP, SCM, 

CRM, etc.) 

Historical 

Databases 

Real-time / Streaming 

Data 

Data Storage Layer 

•  

Data Lake 

(Raw Data) 

Processed Data Store 

(Cleaned & Transformed Data) 

 

Model Repository 

(BN Structure, Parameters, Versioning) 

Data Processing & 

Preprocessing 

Data Cleaning 

(Missing values, 

Outliers, Noise) 

Data Integration 

(Merge multi-

source data) 

Data 

Transformation 

(Normalization, 

Encoding, 

Aggregation) 

Time 

Synchronization 

(Align 

timestamps, 
windowing) 

Quality Check 

(Completeness, 

Consistency) 

Feature Selection / 

Preprocessing 

Feature Extraction 

(Domain indicators, 

KPIs, Ratios) 

Feature Selection 

(Correlation, 
Mutual 

Information, 

Domain 

Knowledge) 

Dimensionality 

Reduction 

(PCA, Information 

Gain) 

Feature Store 

(Store selected 
features for real-

time use) 

Bayesian Network Model 

& Inference 

Bayesian Network 
Model 

(Structure & 

Parameters) 

Real-time Inference 

Engine 

(Evidence Update & 

Probability Update) 

Model Update / 
Incremental Learning 

(Parameter learning 

from new data) 

Risk Scoring 
(Compute risk 

probabilities / scores) 

Outputs & Alerts 

Risk Score / Risk 

Level 

(Low / Medium / 

High / Critical) 

Alerts & 

Notifications 

(Email, SMS, 

Dashboard) 

Visualization 

Dashboard 

(Real-time risk 

insights) 

Reports 

(Automated reports, 
audit logs) 

Decision Support 
Recommendations 

(Actionable 
suggestions) 

Users & Integration 

Risk Managers Operations Team Executives Enterprise Systems 
(API Integration) 

External Stakeholders 
(Regulators, Partners) 

http://www.svedbergopen.com/


www.svedbergopen.com                          International Journal of Artificial Intelligence and Machine Learning 

Vol.6, No.4s, 2026                                                                                                                                                                        196 

 

Markov Model (HMM), which have been used extensively in similar risk evaluation applications. The logistic 

regression model will also be used to test its efficiency, which is a classical statistics model used for solving binary 

classification problems. 

Evaluation Metrics 

These measurements are applied in evaluating the model’s performance: 

• Accuracy: 

Accuracy =
True Positives + True Negatives

Total Instances
   (𝟏) 

It represents the percentage of correct predictions made in equation 1. 

• Precision: 

Precision =
True Positives

True Positives + False Positives
    (𝟐) 

It represents the percentage of true positives among all positive predictions in equation 2. 

• Recall: 

Recall =
True Positives

True Positives + False Negatives
      (𝟑) 

This indicator specifies the proportion of actual positives that have been detected successfully using equation 3. 

• Real-Time Responsiveness: This is measured depending on how long the model takes to analyze data 

and generate new risk scores. Response time is a critical aspect in the case of applications that require 

real-time processing. 

• Computational Time: This is measured by the time taken to perform risk assessment and decision-

making processes. 

 
Algorithm: Real-Time Bayesian Network-Based Risk Assessment (RT-BNRA) 

1. Data Ingestion and Preprocessing: 

Collect real-time data (e.g., operational logs, business telemetry) and preprocess it by handling missing 

values and normalizing features.  

2. Bayesian Network Inference: 

For each new data point, update the Bayesian Network using Bayesian updating to revise risk factor 

probabilities.  

3. Risk Scoring and Decision Support: 

Compute the risk score based on updated network probabilities. If the score exceeds the threshold, trigger 

an alert and recommend actions.  

 
Pseudo Code: 

# Step 1: Data Ingestion and Preprocessing 

data =  collect_real_time_data()  # Ingest real-time data 

preprocessed_data =  preprocess_data(data)  # Preprocess data 

# Step 2: Bayesian Network Inference 

for observation in preprocessed_data: 

    risk_factors =  update_bayesian_network(observation)  # Bayesian Update 

    risk_scores =  compute_risk_scores(risk_factors) # Compute Risk Score 

 

# Step 3: Decision Support 

for risk in risk_scores: 

    if risk > threshold:  # If risk exceeds threshold 

        trigger_alert(risk)  # Trigger alert 

        recommend_action(risk)  # Recommend action to mitigate risk 
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The Real-Time Bayesian Network-Based Risk Assessment (RT-BNRA) approach facilitates the continuous 

evaluation of risks through the real-time prediction of risks through the use of real-time data. This process 

involves the following steps: Data Acquisition and Preprocessing, where the real-time data is acquired, processed, 

and normalized; Bayesian Network Inference, which entails the continuous prediction of the probabilities of risk 

factors; and finally, Risk Scoring and Decision Support, which entails computing the risk score and comparing it 

to the set threshold. When the risk score exceeds the threshold level, an alert will be issued together with risk 

reduction measures. 

5. Results and Discussion 

Quantitative Results 

The performance of the proposed RT-BNRA framework is compared to the current methods such as logistic 

regression, Naï ve Bayes, and SVM. The following metrics are taken into consideration for evaluation: 

• Accuracy over time: The RT-BNRA model shows some significant advantages in accuracy over time 

compared to other baseline models, especially in real-time risk updates, as illustrated in the graph below. 

Table 1: Performance Metrics Comparison of RT-BNRA and Baseline Models 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

RT-BNRA 92.5 91.3 93.2 92.3 

Logistic Regression 84.6 83.2 85.1 84.1 

Naive Bayes 81.2 79.8 80.4 80.1 

SVM 88.7 86.5 89.2 87.8 

The performance of the RT-BNRA algorithm concerning accuracy, precision, recall, and F1-score is compared to 

other baseline algorithms including Logistic Regression, Naive Bayes, and SVMs in Table 1 below. From the results 

presented in Table 1, it is evident that the RT-BNRA algorithm outperforms other algorithms in all aspects, 

especially when considering precision and recall measures. 

 
Figure 2: Predictive Accuracy Over Time: RT-BNRA vs Baselines 

Figure 2 depicts the prediction accuracy comparison among RT-BNRA method and other methods such as DBN, 

Logistic Regression, Random Forest, and Naive Bayes at various time intervals. The rings represent each of the 

methods, while the level of colors of rings represents their level of prediction accuracy. Figure 2 emphasizes that 
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the RT-BNRA framework demonstrates stable high accuracy and reliability, which makes it suitable for real-time 

decision-making systems. 

Qualitative Interpretation 

The probability estimations that are made by using the RT-BNRA model provide important insights about how 

businesses run and the connections among different risk factors. For instance, the probability of having a greater 

number of disruptions in the supply chain network can create a situation where there will be more expenses. 

This, when combined with economic troubles, will lead to a higher risk of losses. Through the use of the Bayesian 

Network, the probability factors are continually being updated, making them very important for decision-

makers. 

Micro Case Analysis 

The use of the RT-BNRA Model has been illustrated through a specific example below in order to establish its 

efficiency in practice. In the case where a disruption in the supply chain arose as a result of unforeseen weather 

conditions, the risk scores were updated immediately by the Bayesian Network. The risk score for the disruption 

in the supply chain was raised by 45% as soon as the occurrence was reported. An immediate reaction from the 

operations team occurred to reroute the shipment in order to avoid any costs incurred. There was a need to 

redistribute finances as well. 

Comparison with Baseline Methods 

In comparison with conventional logistic regression analysis and other probabilistic models such as Naive Bayes, 

RT-BNRA performed much better in terms of timely risk assessment. Even though logistic regression analysis 

and Naive Bayes had been working well enough in developing static risk models, they took too much time to 

adjust to new data, which slowed down the process of making a prediction. On the contrary, RT-BNRA allowed 

for continuous predictions according to data flows, thus enabling quicker decision-making and analysis. 

Furthermore, the proposed RT-BNRA algorithm produced higher precision and recall in comparison with base 

algorithms, which can be regarded as yet another proof of the model's effectiveness. Thus, the comparison of 

predictive performance indicates that RT-BNRA's capability to analyze dynamic data makes it a more efficient 

model. 

6. Conclusion 

Consequently, the current research managed to develop the RT-BNRA model, which is expected to help in 

conducting the dynamic risk assessment in the operational activities of companies. Applying the Bayesian 

network for making real-time inference, the system will automatically update its predictions concerning risk 

based on data flow, which would contribute to the improvement of decision-making in the process of managing 

business risks. As compared to conventional risk assessment approaches, including logistic regression and Naive 

Bayes, the suggested model performs much better and is characterized by a high level of accuracy (92.5%), 

precision (91.3%), and recall (93.2%). Thus, it proves that the model can be used for working with stream data 

and making up-to-date risk assessments. The solution is also flexible in dealing with uncertain situations with 

inadequate information. There are, however, several limitations that exist in the research. Scalability in dealing 

with huge amounts of data collected from various sources is one of them. Another problem is dealing with 

integration of multiple source data into the Bayesian Networks. It is essential, therefore, to make improvements 

by focusing on making the Bayesian Networks more dynamic, including incorporation of multiple sources of data 

and increasing the real time scalability of the system. This will increase the significance of the Bayesian Networks 

in real time risk management processes. 
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