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Abstract

Real-time video surveillance systems deployed on resource-constrained Internet of Things (IoT) edge devices face a continuous trade-off
between strict security requirements and real-time performance constraints. Standard cryptographic protocols often introduce high
computational overhead and latency, making them unfeasible for streaming high-definition video in resource-limited environments. To
address these challenges, this paper proposes a lightweight adaptive encryption scheme tailored specifically for secure real-time video
surveillance. The proposed framework dynamically adjusts its cryptographic intensity based on real-time network conditions, frame
regions of interest (ROI), and motion sensitivity. By selectively encrypting sensitive visual features while applying lightweight operations
to non-critical regions, the system substantially reduces processing overhead and latency without compromising data confidentiality.
Experimental evaluation demonstrates that the proposed approach achieves high encryption efficiency, robust defense against common
cryptographic attacks, and minimal frame delay, making it an ideal candidate for low-power, real-time smart surveillance deployments.

Keywords: Lightweight Cryptography, Adaptive Encryption, Video Surveillance, Real-Time Streaming, [oT Security, Region of Interest
(ROD).
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1. Introduction

In recent years, smart video surveillance systems have become an essential component of modern public safety,
industrial monitoring, traffic management, and smart city infrastructures. Powered by advancements in the
Internet of Things (IoT) [1] and edge computing, modern surveillance networks rely on lightweight cameras
and edge nodes to continuously capture, process, and transmit high-definition (HD) video streams over wireless
networks [2].

However, real-time video surveillance streams frequently carry highly sensitive personal and security-critical
information. When transmitted over public or insecure communication channels, these video streams are
susceptible to unauthorized interception, eavesdropping, man-in-the-middle (MitM) attacks [3], and data
tampering. Consequently, ensuring data confidentiality, integrity, and privacy protection has emerged as a
fundamental requirement for edge-based video surveillance networks[4]. Securing real-time video streaming
poses unique technical challenges due to high data volume, resource-constrained edge environments, and
fluctuating dynamic network conditions.

Conventional video encryption techniques often force an unacceptable trade-off: either prioritizing robust
security at the expense of severe processing delays, or sacrificing cryptographic protection to maintain real-
time frame rates. Standard cryptographic protocols such as RSA and full-frame AES introduce high
computational overhead and latency, making them unfeasible for resource-limited IoT edge devices [5]. Early
attempts to resolve this led to basic ROI extraction and layered cellular automata for IoT surveillance, as well
as early chaos-based AVI format chaotic masking and digital chaotic system implementations like the LZUC
lightweight cipher[6].

More recently, research has explored advanced chaos-based block permutation and dynamic sequence
multiplexing[7], lyrebird-optimized chaotic logistic maps (LO-CLM)[8], and selective encryption mechanisms
tailored for continuous onboard video streams and satellite networks[5]. Furthermore, recent developments
have introduced diverse hybrid paradigms, including Hill cipher combined with DWT steganography[7], multi-
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chaotic cascaded maps, cloud-integrated AES with Lorenz maps and AWS KMS, and Al-driven YOLOv11
architectures coupled with bi-neuron chaotic neural networks (DBHNN) [9].

Despite these advancements, many existing schemes either remain too computationally heavy for low-power
edge nodes or fail to dynamically adapt to shifting network and motion constraints. To resolve this trade-off,
this paper introduces a lightweight adaptive encryption scheme explicitly designed for secure real-time video
surveillance on edge-constrained platforms. Our approach utilizes dynamic Region-of-Interest (ROI)
segmentation to identify motion-heavy regions and privacy-sensitive areas, applying high-intensity, matrix-
based lightweight encryption selectively.

Recent advancements in video encryption have prioritized balancing security with the computational
constraints of edge devices. Lightweight encryption approaches are often devised to encrypt limited privacy-
sensitive areas (ROI) rather than the entire video, which is crucial for resource-tightened IoT devices where
standard AES or RSA algorithms fail to meet real-time requirements. For example, layered cellular automata
(LCA) have been utilized to independently and synchronously encrypt extracted ROIs, allowing the background
to be viewed in real-time.

Chaos-based encryption has gained massive traction as an efficient way to achieve secure image and video
encryption due to its high initial sensitivity, pseudorandomness, and reduced computational complexity. A
recent study introduced a hybird-optimized chaotic logistic map (LO-CLM) framework for remote monitoring,
optimizing the logistic map parameters to achieve extremely fast encryption times of roughly 0.0004 seconds
per frame. Similarly, chaos-based block permutation schemes have been developed utilizing polar
decomposition to process video frames dynamically; however, applying complete spatial permutations across
full frames remains computationally heavy for basic edge nodes[10] .

Further research into real-time streaming for satellite [11] and [oT environments has demonstrated that
integrating selective ROI encryption with a lightweight permutation-diffusion mechanism can significantly
reduce computational overhead.

Our proposed method builds upon these paradigms by applying the mathematical rigor of polar decomposition
specifically adapted for spatial block permutation in an ROI-selective surveillance context combined with
localized chaotic diffusion to ensure both ultra-low latency and robust cryptographic security.

2. Proposed Lightweight Adaptive Video Encryption Scheme
2.1 Adaptive Video Architecture & Pre-processing
A video stream V = {F,, F,, ..., F} consists of sequential frames. To enable real-time processing, our scheme
introduces two adaptation layers:

1. Macroblock Partitioning: Each frame F, is partitioned into non-overlapping square blocks A% of size
b X b. This reduces SVD transformation complexity [12].

2. Adaptive Mode Selector (ROI): Level 1 (Full Algebraic Pipeline) is applied exclusively to Intra-frames and
detected ROI. Level 2 is applied to background blocks.

2.2. Encryption Procedure
LetA = [ai]-] be a target b X b block from the sensitive area. The encryption proceeds as follows:

Step 1: Inter-pixel Dynamic Diffusion
To break adjacent pixel correlations, the diffusion operation incorporates a temporal seed derived from the
frame index t:

¢ = (ay + cioeg) @ ki
yielding the pre-diffused block A, = [ci]-].

Step 2: Localized Polar Decomposition
Compute the Singular Value Decomposition (SVD) of the block A,:

A, = USVT
The polar factors P (positive semi-definite symmetric matrix) and Q (orthogonal matrix) are constructed as:
P=UsUT, Q=uvT

such that A, = PQ.

Step 3: Video-Synchronized Chaotic Parameter Generation
A 1D Logistic Map generates dynamically evolving masks:

Xm+1 = M- Xm(l - Xm)
where p = 3.57. The chaotic sequence forms a diagonal scaling matrix D and a circulant perturbing matrix C.
Step 4: Non-Linear Algebraic Mixing
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A, =DP QT +¢C
Step 5: Spatial Permutation via Orthogonal Matrix

AZ = MA]_MT

2.2.3. Decryption Procedure
The decryption process precisely mirrors the encryption pipeline in reverse, taking advantage of the algebraic
properties of orthogonal and symmetric matrices to ensure minimal computational overhead at the receiving
edge node or monitoring station. Given a ciphertext block A,, the reconstruction of the original plaintext
macroblock A proceeds through five exact inverse steps:
Step 1: Inverse Spatial Permutation
The inverse spatial permutation undoes the structural mixing introduced by the orthogonal permutation
matrix M:
A, =MTA,M
Because M is strictly orthogonal, its inverse is identically equal to its transpose (M~! = MT), eliminating the
need for matrix inversion calculations.
Step 2: Inverse Non-Linear Algebraic Mixing
Using the dynamically regenerated chaotic diagonal matrix D and perturbing matrix C synchronized via the
shared secret key and frame timestamp, the intermediate polar factors are isolated:
PQ=(A,—C)D!
Step 3: Recovery of Polar Factors
Using the recovered polar factors P and Q, the intermediate block A, is reconstructed via matrix
multiplication:
A, =PQ
Step 4: Inverse Localized Polar SVD Reversal
The original SVD-derived factors are inverted without complex algebraic solvers. Since P = USUT and Q =
UVT, the singular values and orthogonal rotation components are seamlessly inverted back to the pre-diffused
state.
Step 5: Inter-pixel Reverse Dynamic Diffusion
Finally, the temporal chaotic sequence is subtracted and decrypted using the reverse bitwise XOR operation
®,
j

synchronized with the temporal seed k;;”:

®
ajj = (Cij ® kij — Ci—1,j
recovering the exact plaintext macroblock A = [ai]-] with zero data loss (oo PSNR under correct key conditions).

In ordre to visualize the adaptive execution flow of the proposed scheme, Figure 1 illustrates the bifurcated
processing pipeline. The diagram highlights the separation between the heavy algebraic Level-1 pipeline
applied to Regions of Interest (ROI) and the lightweight Level-2 diffusion applied to static backgrounds.
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Figure 1. flowchart of the proposed video encryption scheme

3. Experimental Evaluation

The proposed algorithm was evaluated on standard surveillance datasets (1080p resolution) using an edge
simulation environment (Raspberry Pi 4 Model B, 4GB RAM).

3.1. Benchmark Surveillance Datasets & Visual Pipeline Demonstration

To rigorously validate the proposed framework, evaluation was conducted across standard benchmark images
and video sequences frequently utilized in cryptographic and computer vision literature. The visual
demonstration leverages the universally recognized "Cameraman" benchmark image to simulate an outdoor
CCTV stream [13]. This ensures standard, highly reproducible conditions for evaluating localized cryptographic
obfuscation and spatial correlations.

3.2. Security Metrics (NPCR and UACI)

To evaluate the algorithm’s resilience against differential attacks, the Number of Pixels Change Rate (NPCR) and
Unified Average Changing Intensity (UACI) were calculated. As shown in Table 1, the proposed scheme achieves
an NPCR 0f99.63% and a UACI of 33.46%, closely approaching the theoretical ideals 0f 99.609% and 33.463%,
respectively. Furthermore, it accomplishes this while maintaining a real-time throughput of 35 fps,
demonstrating a superior security-to-performance ratio compared to both Random Selective (RSCU) [14] and
Lyrebird Chaotic (LO-CLM) models [15].

Table 1. Differential Attack Resilience and Throughput Comparison

Algorithm NPCR (%) | UACI (%) | Throughput (fps)
Random Selective (RSCU) [14] 99.51 33.20 29
Lyrebird Chaotic (LO-CLM) [15] | 99.60 33.42 31
Proposed Scheme 99.63 33.46 35

3.3. Information Entropy & Correlation Coefficient Analysis

Information entropy measures the randomness of the encrypted pixel distribution, with an ideal value of 8 for
a perfectly random 8-bit image. Table 2 illustrates that the proposed scheme achieves an entropy of 7.9991,
significantly masking any statistical predictability. Additionally, adjacent pixel correlation in the horizontal,
vertical, and diagonal directions drops effectively to zero. This outperforms competitive edge-oriented methods
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like PriSE and Chaos-IAES, ensuring that attackers cannot exploit spatial redundancy to reconstruct the original
frames.

Table 2. Adjacent Pixel Correlation and Information Entropy Comparison

Method Entropy | Horizontal Corr. Vertical Corr. Diagonal Corr.
Plainframe (Raw) 7.3104 0.9854 0.9782 0.9610
Fitwi et al. (PriSE) [16] 7.9912 0.0315 0.0422 0.0289
Hafsa et al. (Chaos-1AES) [17] 7.9950 0.0021 0.0034 -0.0015
Proposed Scheme 7.9991 0.0004 -0.0012 0.0008

3.4. Structural Quality Metrics and Latency

Effective video encryption requires destroying the visual structure of the original footage to prevent
unauthorized viewing. Table 3 records the Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index
Measure (SSIM) of the encrypted frames. The proposed scheme achieves the lowest PSNR (7.84 dB) and an SSIM
nearly equivalent to zero (0.0042), indicating complete structural obfuscation. More importantly, it
accomplishes this high-level confusion with a total latency of only 56.7 ms per frame, decisively beating out the
processing delays of existing benchmark models.

Table 3. Visual Obfuscation Quality and Execution Speed

Algorithm PSNR (dB) SSIM Total Latency (ms) Throughput (fps)
Fitwi et al. (PriSE) [16] 12.45 0.0854 | 83.7 24
Hafsa et al. (Chaos-1AES) [17] 8.32 0.0121 | 71.7 28
Proposed Scheme 7.84 0.0042 | 56.7 35

3.5. Key Sensitivity Analysis

A robust cryptographic algorithm must exhibit extreme sensitivity to its secret key to thwart brute-force and
related-key attacks. Table 4 demonstrates the outcome of decrypting identical ciphertexts with a key perturbed
by a marginal bit flip (1071*) in the initial chaotic condition. In all tested video sequences, the minor
perturbation results in a completely undecipherable output resembling pure white noise (with PSNR values
hovering around 8 dB), whereas the exact correct key reconstructs the frame losslessly.

Table 4. Key Sensitivity Test (Bit Flip of 10~* in Initial Condition x,)

Video Sequence Correct Key PSNR | Perturbed Key PSNR | Visual Output

Cameraman (Benchmark) | o (Lossless) 8.12dB Pure White Noise
Akiyo (Dataset) oo (Lossless) 7.95dB Pure White Noise
Traffic (Dataset) oo (Lossless) 8.34 dB Pure White Noise

3.6. Robustness Against Noise and Data Loss

Given that 10T edge devices often transmit data over unstable wireless channels, the proposed scheme’s
robustness against data corruption was tested. As depicted in Table 5, the macroblock-based architecture
ensures that errors do not propagate globally. Even with 5% Salt & Pepper noise, the decrypted frame maintains
a recognizable SSIM of 0.812. Similarly, severe data cropping attacks up to 25% still allow for partial visual
recovery, proving the scheme’s viability for lossy loT environments.

Table 5. Resilience to Channel Noise and Data Loss (Simulated Environment)

Channel Impairment | Severity Level | Decrypted PSNR | SSIM | Visual State

Salt & Pepper Noise 1% 34.52 dB 0.941 | Clear / Identifiable
Salt & Pepper Noise 5% 28.14 dB 0.812 | Recognizable

Data Cropping Attack | 12.5% (Corner) | 26.85dB 0.765 | ROI Preserved

Data Cropping Attack | 25.0% (Quarter) | 21.33 dB 0.598 | Degraded but Visible

4. Comparative Evaluation

Finally, the proposed architecture is benchmarked against the most recent state-of-the-art literature. Table 6
reveals that while complex hybrid methods (such as Multi-Chaotic Cascades or YOLOv11-integrated systems)
achieve strong differential resistance, they heavily compromise on processing speed, rendering them unsuitable
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for continuous edge deployment. The proposed Polar SVD scheme uniquely balances optimal cryptographic
strength (99.63% NPCR) with an unparalleled edge throughput of 35 fps.

Table 6. Benchmark Comparison with State-of-the-Art Video Encryption Methods

NPCR Speed
Reference / Model Year | Core Methodology (%) (fps) Target Deployment
Elsayed [20] 2025 | Hill Cipher + DWT N/A ~18 Secret Message
Hiding
Multi-Chaotic Cascade | 2026 | Cascaded Chaotic Maps | >99.50 0.09 Offline / Batch Video
[21]
Hybrid AES + RSA [22] | 2026 | AES + Lorenz Maps >99.00 ~22 Cloud IPaaS Systems
YOLOv11 + DBHNN 2026 | YOLOv11 ROI + HNN 99.60 ~26 Al-Driven Edge
[23] Cameras
Proposed Scheme 2026 | Polar SVD + 99.63 35 Autonomous IoT
Macroblocks Edge

4.1. Extended Resource and Hardware Efficiency Analysis

Beyond standard cryptographic and structural metrics, evaluating an encryption scheme’s footprint on physical
hardware is critical for IoT edge deployments. Surveillance cameras and edge nodes often operate under strict
power budgets and limited Random Access Memory (RAM). Table 7 extends the comparative analysis to include
memory overhead, energy consumption per frame, and theoretical key space.

The proposed scheme leverages localized macroblock processing, which significantly reduces the working
memory required during active encryption compared to full-frame buffering methods. As shown in Table 7, the
proposed scheme requires only 12 MB of dynamic memory overhead, making it highly suitable for constrained
edge devices. Furthermore, by restricting intensive algebraic operations (like SVD) exclusively to the Region of
Interest (ROI) and applying simple XOR diffusion to the background, the energy consumed per frame is reduced
to roughly 24 m]. This represents a substantial power saving over standard AES-256 and global chaotic models
(such as Chaos-IAES), directly extending the operational lifespan of battery-backed or solar-powered IoT
surveillance nodes. Finally, the chaotic logistic map provides an expansive key space of approximately 1054,
easily exceeding the minimum threshold required to thwart modern brute-force computing capabilities while
maintaining scalability for future high-resolution (e.g., 4K) deployments.

Table 7. Extended Hardware Metrics and Resource Consumption Comparison

Algorithm Memory (MB) | Energy/Frame (m]) Key Space | 4K Scalability
Standard AES-256 45.0 120.5 2256 Unfeasible
Fitwi et al. (PriSE) [16] 18.5 45.2 > 2128 Limited

Hafsa et al. (Chaos-IAES) [17] 22.1 58.7 10150 Unfeasible
Proposed Scheme 12.0 24.3 10154 Adaptive / Yes

4.2. Computational Complexity and Mathematical Proof of Lightweight Operation
To definitively classify the proposed scheme as “lightweight” and suitable for resource-constrained IoT edge
devices, its computational complexity must be evaluated both asymptotically and architecturally against
traditional full-frame encryption standards. The efficiency of the proposed framework is derived
mathematically from two primary mechanisms: macroblock SVD partitioning and selective ROI execution [18].
4.3. Asymptotic Complexity Reduction (Macroblock Partitioning)
The most computationally expensive operation in the proposed pipeline is the Singular Value Decomposition
(SVD) required for the Polar Decomposition step (4, = USVT). For a standard video frame treated as a single
uniform matrix of size N X N, the algebraic complexity of SVD is cubic:

CoStstandara = O(N?)
Applying this to a standard 1080p High-Definition frame natively would overwhelm the CPU and memory
bandwidth of an edge IP camera, resulting in latency measured in seconds per frame rather than milliseconds
[19].
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The proposed scheme mitigates this by partitioning the frame into non-overlapping macroblocks of size b X b
(where b € {8,16}). The number of blocks per frame is (N/b)?2. The complexity of performing SVD on a single

block is O(b?). Therefore, the total computational cost for the entire frame becomes:
2

N 3 2
COStpartitioned = (E) -0(b°) =0(N*-b)

Because b is a highly restricted constant (b < N), the mathematical complexity is reduced from a cubic order
O(N?) to alinear order with respect to the total number of pixels O (N?2).
4.4. Execution Cost Amortization (Adaptive ROI)
The scheme further minimizes overhead by restricting the O(N? - b) polar transformations strictly to the
Region of Interest (ROI). Let a represent the spatial area ratio of the detected ROI relative to the full frame,
where a € [0,1]. Typically, in surveillance footage, human targets occupy a minor fraction of the visual space
(e.g, @ = 0.15).
The background blocks (1 — &) bypass SVD and orthogonal matrix multiplications completely, undergoing only
Level-2 stream diffusion (XOR with the chaotic logistic map), which requires exactly one operation per pixel,
yielding a strict 0(1) localized complexity. The final asymptotic complexity of the proposed adaptive scheme is
expressed as:

CoStying = a-O(N?-b) + (1 —a) - O(N?)
This adaptive amortization ensures that the CPU expends heavy cryptographic cycles solely on privacy-sensitive
pixels, effectively ignoring the static background.
4.5. Hardware-Level Architectural Proof
Beyond theoretical Big-O reductions, the algorithm is structurally optimized for [oT architectures (such as the
ARM Cortex-A72 processor used in the Raspberry Pi 4 edge node simulation):
e Avoidance of Matrix Inversions: Standard asymmetric cryptography (like RSA) and advanced modes of
AES require heavy mathematical inversions and complex finite field arithmetic. The proposed scheme relies on
orthogonal matrices (M and Q), where the inverse is simply the transpose (M~! = MT). Matrix transposition is
a zero-computation memory-mapping operation, making decryption exceptionally fast.
e Cache-Friendly Block Processing: Processing 8 X 8 or 16 X 16 macroblocks fits perfectly within the L1/L2
cache lines of standard embedded ARM processors. This prevents the frequent RAM fetch-and-store bottlenecks
that plague full-frame chaotic matrix scramblers.
o Empirical Validation: As demonstrated previously, this mathematically proven reduction in overhead
translates directly to empirical performance: the scheme processes complete 1080p HD frames with an end-to-
end latency of just 56.7 ms (yielding 35 fps), remaining well within the strict bounds of real-time video
streaming requirements.
4.6. Comparative Algorithmic Complexity
To contextualize the efficiency of the proposed framework, it is necessary to benchmark its theoretical
algorithmic complexity against established cryptographic paradigms frequently applied to video encryption.
Let N X N represent the dimensions of a high-definition video frame.

Note: a represents the fractional area of the ROI (a € [0,1]), and b is the fixed macroblock dimension (b = 8 or
16).
4.7. ROI Extraction and Computational Overhead
A common vulnerability in adaptive selective encryption frameworks is the computational bottleneck
introduced by the Region of Interest (ROI) detection phase. Complex Al-driven object detection (e.g., deep
CNNSs) can consume more CPU cycles than the encryption itself, defeating the purpose of a lightweight edge
architecture [24].
To maintain strict real-time performance, the proposed scheme avoids deep learning overhead by
implementing a localized frame differencing and background subtraction algorithm. Let F; be the current frame
and B; be the dynamically updated background model. The foreground mask M, is computed via a simple
thresholding operation 7:
— 1, "f |Ft(x:)’)—3t(x:)’)|>f

Me(x,y) = {0, otherwise
Because this operation has a strict linear complexity of O(N?2) (where N is the frame dimension) and requires
no complex matrix multiplications, the ROI extraction overhead was empirically measured at only 2.1 ms per
frame on the Raspberry Pi 4 environment. When combined with the 56.7 ms encryption latency, the total
pipeline execution remains under 60 ms, comfortably sustaining the target 35 fps.
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4.8. Statistical Histogram Analysis

To verify resilience against statistical frequency attacks, histogram distribution analysis was conducted on the
plaintext and encrypted video frames. A secure cryptographic scheme must eliminate any statistical correlation
between pixel intensities and visually recognizable features, resulting in a perfectly uniform ("flat") histogram.
While the plaintext "Cameraman" benchmark exhibits distinct geometric peaks corresponding to background
and subject lighting, the histogram of the encrypted frame demonstrates an entirely uniform distribution of

pixel values across the 0 to 255 intensity spectrum. The variance of the histogram Z is calculated as:
256

1 2
Var(Z) = RZ(ZL- - Z#)
i=1

The proposed scheme yields a variance drastically lower than the raw frame, confirming that an attacker cannot
deduce any meaningful information regarding the original footage through frequency distribution analysis [25].
4.9. NIST SP 800-22 Statistical Randomness Testing

The core strength of the localized chaotic diffusion and mixing stages relies on the cryptographically secure
pseudorandomness of the 1D Logistic Map generator. To definitively validate this, binary sequences generated
by the chaotic mapping phase were subjected to the standard NIST SP 800-22 statistical test suite [26].

A sequence successfully passes a test if the computed P-value is strictly greater than the standard significance
level of 0.01. As shown in Table 8, the proposed chaotic generator easily passes all core tests, confirming that
the spatial permutations and diffusion masks lack any predictable algorithmic bias.

Table 8. NIST SP 800-22 Statistical Test Results for Chaotic Sequence

Statistical Test Average P-value | Threshold | Result
Frequency (Monobit) 0.6712 > 0.01 Pass
Block Frequency 0.8144 > 0.01 Pass
Runs Test 0.5931 > 0.01 Pass
Longest Run of Ones 0.7290 > 0.01 Pass
Cumulative Sums (Forward) | 0.6845 > 0.01 Pass
Approximate Entropy 0.9102 > 0.01 Pass

4.10. Compression Pipeline Compatibility (H.264/HEVC)

A critical challenge for pre-compression spatial video encryption is the potential destruction of spatial
redundancies, which forces standard H.264 or HEVC (H.265) encoders to drastically increase the output bitrate
to preserve quality.

The proposed bifurcated architecture natively mitigates this phenomenon. Because the heavy non-linear
algebraic mixing (Level 1) is strictly confined to the dynamically moving ROI blocks, the vast majority of the
frame (the static background) undergoes only lightweight chaotic Level-2 diffusion. This allows standard H.264
intra-prediction and inter-frame motion estimation algorithms to function effectively on the background
macroblocks. Experimental trials confirmed that encoding the encrypted output stream resulted in merely a
4.8% increase in the final network bitrate compared to the raw plaintext stream, ensuring the protocol remains
highly bandwidth-efficient for IoT wireless transmission [27].

5. Conclusion

This paper presented a lightweight adaptive encryption scheme tailored specifically for real-time video
surveillance on resource-constrained Internet of Things (IoT) edge devices. By shifting away from heavy, full-
frame cryptographic transformations toward a selective block-based polar decomposition and chaotic masking
framework, the proposed methodology drastically minimizes core computational complexity without
sacrificing data confidentiality or integrity.

Extensive experimental evaluations validate that the approach achieves robust resilience against differential
attacks (attaining 99.63% NPCR and 33.46% UACI), maintains optimal information entropy (= 7.9991), passes
NIST SP 800-22 randomness standards, and tolerates wireless channel impairments. Furthermore, by
dynamically restricting heavy algebraic SVD operations solely to detected Regions of Interest (ROI) while
utilizing lightweight localized diffusion for static backgrounds, the system achieves a high processing
throughput of 35 fps on standard edge hardware (Raspberry Pi 4). These findings confirm that the proposed
framework successfully resolves the traditional trade-off between strict security and real-time performance,
making it an ideal candidate for secure, low-power smart surveillance deployments.
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