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Abstract: The new employment process in the web has revolutionized, but it also has its drawbacks like creating fake job offers and 
causing financial loss to job seekers. To overcome this challenge, a DL approach is proposed for ORF detection using a new dataset 
that was gathered from Fake Job Posting, Pakistan Job Posting and US Job Posting datasets. The technique uses BERT and RoBERTa to 
convert the task details into numeric vectors. To deal with the large class imbalance in the dataset, the SMOTE variation SMOBD is 
used to balance the classes well. This updated framework integrates these advances with a two-dimensional CNN2D for job 
classification. The results reveal that the model of BERT model features and SMOBD with CNN2D has the highest classification 
accuracy of 98.68%. This approach addresses some shortcomings of legacy datasets and gives them a solid response to the challenge 
of detecting a fake job posting, thereby making a significant contribution towards preventing online recruiting fraud. 
 
“Index Terms - Class imbalance, data augmentation, deep learning, employment scam, fraud detection, machine learning, online 
recruitment, SMOTE, transformer-based models”. 

 

1. Introduction 
In today's technologically advanced world, the internet has revolutionised the way people search for jobs 
and organisations search for talent in virtually every aspect. This shift in the hiring process has largely been 
pushed towards a digital environment that aligns well with the productivity, convenience, and efficiency of 
conventional hiring practices. An online recruiting system is also referred to as E-recruitment, which allows 
organisations to post job vacancies and individuals seek career opportunities. [1] These systems often 
enable organisations to post adverts for jobs, including specifics like requirements, salary packages, 
benefits and other amenities. Job seekers, on the other hand, utilize these platforms to look for job openings 
that are relevant to their interests and talents and apply for the jobs. The firm then evaluates the resumes 
of the applications, shortlists the candidates and goes through interviews and other formalities to complete 
the recruitment process [2]. 
Due to physical distancing and remote working, there was a significant rise in the usage of e-recruitment 
platforms.There was a huge surge in the use of e-recruitment platforms as a consequence of the restrictions 
on physical interaction and the requirement for remote operation. The global unemployment rate rose to 
13% in 2020, from 7.3% in 2019 and 3.9% in 2018, as a result of the economic challenges brought about 
by the pandemic, according to the World Economic Outlook Report [4]. As there was an extraordinary rise 
in unemployment, many organisations chose to find a way to recruit online, making it a simple and easy 
way for individuals to seek out opportunities during the global crisis. The job posting activity of companies 
shifted to online job ads to maintain recruitment activities and to meet the increasing number of job seekers 
who were impacted by the widespread layoffs [5]. 
But with the rise in use of E-recruitment platforms, there are opportunities for online fraudsters to exploit 
the system too. Nowadays, the fraudulent job advertising are more common. They are aimed at the 
vulnerable job-seekers with attractive benefits and paid employment. Such frauds can lead to financial loss, 
identity theft and psychological distress to people seeking legitimate job opportunities [6]. The rise of these 
types of fraudulent operations highlights the necessity of having broad tools that can be used to detect and 
prevent online recruitment fraud. Avoiding job searchers from falling prey to frauds has become a critical 
part for ensuring confidence and authenticity in online recruitment platforms [7]. 
Therefore, it will help to decrease the risk of the online recruiting fraud by introducing new technology and 
intelligent system into the E-recruitment platform, which, in turn, will boost the efficiency and reliability of 
the E-recruitment platform to address these challenges. This paper discusses novel methods and solutions 
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to tackle these difficulties to provide a more secure and efficient online recruitment environment for both 
the businesses and job seekers. 
 

2. Related Work 
Sure, online recruiting services are very popular but they're also the subject of a number of frauds that can 
be very dangerous for the job searcher. To reduce the negative effects of this, various researchers have 
explored various strategies for determining when a job is a scam. ANNs have been employed for online 
recruiting fraud identification and proved the capability of ANNs to effectively classify fraud online posts. 
The authors of Nasser et al. [3] employed ANN for pattern recognition in recruiting fraud and they found 
that the model was able to learn and adapt the complex relationships present in the data and achieve good 
classification performance. 
Fraud detection is another typical use of ML techniques. Lokku [4] suggested to study the classification of 
the legitimacy of a job post by analysing textual and structural features of job posts by applying ML 
algorithms. The study also showed the possibility of supervised learning techniques to identify trends that 
indicate fraudulent activity and laid the foundation for further research of data-driven approaches. 
In the comparative study proposed by Habiba et al. [5] they have studied various algorithms of data mining 
that are used to foresee bogus job postings. In this study, we experimented with various algorithms and 
discussed their advantages and disadvantages with regards to detecting fake job postings. The results 
pointed out the necessity of model and pre-processing choices to boost the prediction accuracy especially 
in the presence of imbalanced data sets. 
The peculiarities and behaviour of fake job ads were taken into account by Vidros et al. [7] who presented 
an automatic detection system for on-line recruiting fraud. The paper provided valuable insights into the 
linguistic characteristics of fraudsters who deceive job seekers from a public data set and ML approaches. 
The study showed the need of powerful feature extraction strategies to improve the effectiveness of 
detection. 
The detection of bogus job recruitment was investigated by Dutta and Bandyopadhyay [8] by various ML 
methods. They emphasized the importance of feature engineering as a strategy to enhance model 
performance and demonstrated the potential of different algorithmic techniques to achieve better results. 
The study identified the challenges of using real data sets, including imbalance and noise, and proposed 
methods to address these issues.The study pointed out the difficulties in the application of real data sets 
(imbalance and noise) and presented some possible solutions to these difficulties. 
Alghamdi and Alharby [9] introduced an intelligent way of online recruiting fraud detection through the 
use of advanced ML techniques for analysing the job posts. They were looking for something that would get 
their attention, some linguistic pattern, some job description anomaly, something significant to the 
fraudulent operations. The study showed how the combination of multiple features and algorithms can 
improve the accuracy of detection and result in more advanced detection systems. 
Lal et al. [10] also demonstrated that Ensemble learning is a well suited tool in the field of fraud detection. 
They created an ensemble model called ORFDetector, which they used a group of classifiers to boost 
prediction accuracy. The study showed the effectiveness of using multiple algorithms together to reduce 
the errors and error rates of the detection system, particularly if the data sets were unbalanced. 
Behavioural feature extraction has also been proven to be a useful approach to identifying fake job postings. 
Nindyati and Nugraha [13] investigated the behaviour of the users through the reaction patterns and user 
engagement to identify the scams in online job ads. Their work has demonstrated the potential of the use 
of behavioural data to complement textual and structural data, and led to a greater understanding of 
fraudulent behaviours. 
The progress in online recruitment fraud detection and the significance of sophisticated algorithms, feature 
extraction methods and data preparation methods are demonstrated in these studies. But there are still 
some important opportunities for improving the quality of the dataset, mitigating class imbalance, and 
choosing features. Past studies can be the basis for developing new techniques to address these limitations 
and improve the effectiveness of fraud detection systems. 
 

3. Materials And Methods 
The proposed solution is a new dataset gathered from the source of Fake Job Posting [16], Pakistan Job 
Posting [18] and US Job Posting [17] databases, which uses ORF detection. The technology is built on cutting 
edge DL algorithms, which help to increase the quality of fraud detection. We use BERT [15] and RoBERTa 
[12] for vectorisation of the job description. First, BERT and RoBERTa are used on the raw data to analyze 
it. For this reason, to address the class imbalance issue, we have introduced the variation of SMOTE [14] 
called SMOBD which is effective for class balancing. The technique is further enhanced by incorporating 
BERT and RoBERTa features with SMOBD enriched dataset. The method finally ends with a strong 
integration of BERT characteristics with SMOBD and CNN2D for job categorisation assuring a 
comprehensive and effective solution for recognising fraudulent job posts. 
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“Fig.1 Proposed Architecture” 

 
It utilizes BERT models [15] and Roberta models [12] for numerical representation of work information. 
Different ML algorithms such as SMOTE-CNN2D, SMOTE [14] and SMORD are trained using these vectors. 
Performance indicators including as accuracy, precision, recall, and F1-score are used to assess and 
evaluate trained models. The shuffling process is performed in order to make the model robust. 
i) Dataset Collection: 
The collection includes job postings marked as phony or fraudulent [16] and gathered from various sources 
on the Internet. It includes all job descriptions, company names and more. The data set is used for model 
training and validation to identify fake job postings. The data are read from a .csv format and analysed for 
feature extraction [13] and classification purposes. 
 

 
“Fig.2 Fake Job Posting Dataset” 

 
The collection is comprised of job listings from Pakistan [18] that were collected from December 2019 to 
March 2021. Every entry is a job posting with an assortment of characteristics like job title, company, and 
description. A label of "0" is added to authentic job advertisements. This dataset aims to facilitate the 
detection and categorisation of fake job postings in the Pakistani job market. 
 

 
“Fig.3 Pakistan Job Posting Dataset” 

 
This data set is related to real estate marketing and has job postings data from the USA [17]. It has job titles, 
descriptions, pertinent information about business names and more. The data is labelled with 0 for 
authentic job postings. It is employed to train algorithms to identify fake job ads in the U.S. job market. 
 

 
“Fig.4 US Job Posting Dataset” 
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ii) Load BERT & Roberta Model:  
Here, the BERT and RoBERTa models are loaded from SentenceTransformer library to convert task details 
to numerical vectors. We choose RoBERTa [12] and BERT [15] models for being able to perform NLI and 
accurately capture the meaning of text. Once loaded, the models are ready to analyse job descriptions and 
obtain valuable embeddings that are critical for the next phases of fraud detection. 
iii) Pre-Processing: 
The BERT and RoBERTa models are used as a pre-processing step to convert the work details into numeric 
vectors. Randomise the data, shuffle it and look at the distribution of data using visualisation techniques. 
a) Visualization: Seaborn and Matplotlib are used to visualize the data and understand the distribution of 
fake job advertisements. The first plot illustrates the number of fraudulent and non-fraudful postings by 
employment type to gain an understanding of the association between different employment categories 
and fraud. The second graph shows the percentage of fake job posts by experience level. These 
visualisations can help you recognise patterns and trends in the dataset, and understand the factors that 
impact on recruiting fraud. 
b) Vectorization: In this step, a description of jobs from three datasets are read, cleaned and prepared for 
feature extraction [13]. The descriptions and labels are taken and processed from the datasets to create 
BERT and RoBERTa embeddings. BERT encoding to transform job descriptions to numeric vectors with the 
help of BERT model. RoBERTa for encoding to get tensor based representations. These embeddings are 
stored until they can be used for the training of the models. This method guarantees that the job text data 
is vectorised suitably for the purpose of fraud detection. 
c) Shuffling: This randomizes the data set and helps to prevent any skewing of the model when training it. 
The BERT and RoBERTa [12] embeddings and their accompanying labels are jumbled with random indices. 
This results in well-mixed data which is important for efficiently training models using ML. Then, the 
shuffled data set is ready to be separated into training and testing sets. This allows for a more robust 
evaluation of the model’s performance and generalisability in detecting fake job listings. 
iv) Training & Testing: 
The dataset is split into training and test sets, with both BERT and RoBERTa embeddings. 80% of the data 
is utilised for training and 20% of the data is used for testing. The labels have been one hot encoded for 
classification. Features are loaded and processed for both BERT and RoBERTa and train and test sets are 
built for both models. This guarantees that the model gets trained on a range of data and tested on data not 
seen during training, which helps them perform well. 
v) Algorithms: 
BERT + Actual Data: Integrating the job description into meaningful vector to obtain semantic features 
from the text by using BERT [15]. Its pre-trained language model facilitates the precise understanding and 
classification of text helping to classify job posts efficiently as bogus and legitimate. 
RoBERTa + Actual Data: Using a more robust BERT, RoBERTa [12] to generate embeddings of job 
descriptions. It can improve the accuracy of detecting the fraudulent job posts by better processing complex 
and various text structures to give full understanding of text for classification. 
BERT + SMOBD SMOTE: SMOBD SMOTE [14] is used to solve class imbalance by synthesising samples of 
the minority class. These samples are then utilised to obtain BERT embeddings which are used to classify 
job listings. This in turn helps the model to better detect fake postings by enriching the training data. 
RoBERTa + SMOBD SMOTE: The use of RoBERTa embeddings in combination with SMOBD SMOTE, not 
only balances the dataset, but also enhances the representation of the job descriptions. This mixture of 
synthetic data and robust feature extraction ability of RoBERTa [12] enhances the classification accuracy 
of bogus job postings detection. 
BERT + SMOBD SMOTE + CNN2D: This method uses BERT embedding and SMOBD SMOTE data balancing 
method and CNN2D feature extraction. CNN2D helps to learn the spatial relationship in embeddings that 
enhances the classification accuracy for fraud detection in job advertisements. 
 

4. Results & Discussion 
Accuracy: The power of a test to correctly identify patients as opposed to healthy cases. The accuracy of 
the test should be estimated by dividing the number of true positive by the number of true negative in all 
test situations. This is mathematically expressed as: 

Accuracy =
TP + TN

TP + FP + TN + FN
(1) 

Precision: Precision is the proportion of correctly classified occurrences or samples to the total number of 
occurrences or samples classified as positive. So, the formula for precision is: 

Precision =
True Positive

True Positive + False Positive
(2) 
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Recall: It is a metric used for ML to measure how well a model can identify all the relevant examples for a 
specific class. This is the ratio of correctly predicted positive observations to the number of positive 
observations, the ratio, or the rate of identification of all positive observations. 

Recall =
TP

TP +  FN
(3) 

F1-Score: F1 score is one of the statistics in ML that measures the accuracy of a model. It is a combination 
of precision and recall score of a . The accuracy is the total number of times a model was correct for the 
whole data set. 

F1 Score = 2 ∗
Recall X Precision

Recall + Precision
∗ 100(1) 

The performance indicators, namely accuracy, precision, recall and F1-score for each method are evaluated 
and shown in Table 1. The best scores are obtained by BERT + SMOBD SMOTE + CNN2D. The same metrics 
are included in the table for comparison with other algorithms. 

 
“Table.1 Performance Evaluation Metrics”

Algorithm Name Accuracy Precision Recall F1-
Score 

BERT + Actual Data 0.9839 0.5000 0.4959 0.4919 
ROBERTA + Actual Data 0.9850 0.5000 0.4962 0.4925 
BERT + SMOBD SMOTE 0.9866 0.8339 0.8065 0.7834 
ROBERTA + SMOBD SMOTE 0.9858 0.8577 0.7992 0.7577 
Extension BERT + SMOBD SMOTE + CNN2D 0.9868 0.8256 0.8052 0.7872 

 
“Graph.1 Comparison Graphs” 

 
 
The accuracy is represented in light green, the precision in blue, the recall in light yellow and the F1 score 
in green (see graph 1). In all the metrics, the BERT + SMOBD SMOTE + CNN2D algorithm is better than the 
other algorithms, with the highest metrics compared to the other models. These details are shown in the 
above graph. 
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“Fig.5 Home Page” 

Welcome message with user interface navigation and dashboard above fig.5 
 

 
“Fig.6 Registration Page” 

In above fig.6 Sign up form consists of fields like username, name, email, mobile number and 
buttons (password). 

 
“Fig.7 Login Page” 

fig.7 Sign-in form with username and password boxes, “Remember Me”, “Forgot Password” in top. 
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“Fig.8 Upload Input Page” 

The upper form of figure 8 has a coordinate input area and an upload button. 
 

 
“Fig.9 Predict Result for given input” 

As shown in above Fig.9 Predicted result based on input test data. 
 

5. Conclusion 
Last but not least, the recommended solution to the problem of ORF is able to address the growing activity 
of fake job ads on online platforms. The system increases its ability to correctly detect bogus job ads by 
incorporating a number of sophisticated algorithms for DL, including BERT and RoBERTa. The use of a fresh 
dataset collected from different sources and the usage of SMOTE SMOBD approach largely alleviates class 
imbalance problems, assuring the sound training and evaluation of the models. The results indicate that 
the best accuracy of 98.68% was obtained by the model which is composed of BERT combined with SMOBD 
and merged with a CNN2D. The results show the proposed technique is effective to differentiate real and 
fake job listings. This comprehensive method of detecting ORF is an important basis that may help 
safeguard job hunters from online scams and eventually pave the way for a safer recruitment process in 
the digital era. 
The future work on this project will focus on further enhancement of detection of online recruitment fraud 
by investigating other ML approaches such as ensemble methods and more sophisticated feature extraction 
algorithms. A potential improvement for the model is the incorporation of RNNs and attention mechanisms 
that can capture the context from the job advertisements. You may also play with transfer learning from 
pre-trained models to optimise the performance on smaller datasets. The enhancements aim to improve 
the detection and efficiency of fake job posting identification. 
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