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(" Abstract

A blockchain based decentralised search engine to improve conventional search engines for retrieving and storing data with the help
of IPFS, Elasticsearch, TF-IDF-CF ranking algorithm and blockchain technology. It is also improving the transparency, security, and
efficient search result. This work permits the analysis of user queries and improves the online visibility for keyword searches. The
rapid growth of online information has made search engine optimisation for digital content. A traditional search engine has centralised
control, limited data transparency, privacy, and ranking methods. Blockchain is not only for cryptocurrency-related information. It
focuses on the web search platform and any related infrastructure, where the control is not centralised. This work aims to address
these limitations by designing a data integrity, transparency, and manipulation ranking algorithm for web information retrieval. The
proposed system has to create a tamper-resistant, verifiable and managed search index in this environment. To enhance the searching
techniques, this framework integrates TF-IDF, Collection Frequency and cosine similarity to improve the ranking method for a
particular user’s query. Blockchain storage is integrated with IPFS to improve fault tolerance, while smart contract facilities secure
validation and automated trust management. It achieved 91% precision, 88% Recall and 89% F1-Score through blockchain based
search engine techniques. This research underscores the potential of blockchain to redefine search engine architecture by promoting
privacy, transparency, and user control, paving the way for more reliable and trustworthy digital information retrieval systems.
Future work will focus on Layer-2 Blockchain solutions for enhancing scalability, Al based ranking techniques and large real-world
dataset for further search performance.

Keywords: TF-IDF, CF, Cosine Similarity, Elasticsearch. Keyword optimization. IPFS.
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1. Introduction

An alternative compilation of data- intensive methods, which is provided by the decentralized technological
innovation, employed by the Search engine optimization (SEO) systems observing the

significant changes in the distinct sectors viz. finance and health care [1]. In modern era of society, where
presence and accessibility on the online platform is very essential for individuals as well as organization.
SEO turns up as an important strategy for the improvement of search visibility and attracting website
traffic. SEO refers to the optimisation of web pages required to improve the quantity and quality of organic
traffic, which is obtained through search engine [2]. Traditional SEO needed higher amount of time and
effort because of its in-depth analysis of keywords along with the monitoring of structural and algorithm
changes in the search engine [3-5]. This research analyzes the impact of potential of the transformation,
limitations and unfolds the upcoming possibilities for both technological domains [6-7]. The primary
objective is to deliver meaningful insights into how blockchain can enhance find ecosystems and redefine
the future direction of SEO by analysing existing literature and identifying current research gaps. Future
SEO frameworks are expected to integrate advanced technologies such as VR, block chain infrastructure,
and virtual environments to improve the interaction between humans and intelligent systems. The
fundamental aim of SEO is to increase organic or unpaid traffic to websites. Achieving this requires multiple
optimization techniques, including the strategic use of targeted keywords, development of high-quality
backlinks, mobile-friendly page design, and optimization of website loading speed [8-9]. There are some
important key factors in this work. Hybrid cosine similarity score using TF-IDF CF and cosine similarity.
Metadata verification Distributed data storage using IPFS Transparent ranking The author described the
data integrity and control but did not work on indexing [10]. The work focused on storage performance
rather than data retrieval form database. This study improved the indexing factor but does not integrate
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with trust scoring of searching on specific domain [11-12] The authors introduced blockchain with IPFS for
data storage and retrieval rather than using hybrid searching mechanism [13-15].

2. Related Work

Enhancing the influence of Keyword -based search is still remains challenge in the modern era of
information retrieval systems. Convectional search algorithm faces the significant amount of challenges in
maintaining transparency and consistency, when it comes to delivering highly relevant result. So,
researchers are focusing on incorporating block chain technology into the search infrastructure to improve
the overall system performance [16-18]. It is mainly to establish a robust mechanism, which can merge
blockchain technology within the search engine, the mechanism is useful to improve search efficiency,
security strength, accuracy and the relevance of retrieve result.

The decentralized feature of blockchain must be fully utilized to establish a more secure and transparent
search environment [19-23]. Furthermore, this framework to enhance search relevance, support deeper
semantic understanding, and improve predictive accuracy beyond the capabilities of traditional TF-IDF and
CF-based methods through Artificial Neural Network (ANN). ANN helps in providing more intelligent,
efficient and accurate search results [24-30]. There are some key contributions in this work

3. PROPOSED SOLUTION ARCHITECTURE

The proposed system architecture combines TF-IDF and Collection Frequency-based ranking methods to
enhance search relevance and improve result accuracy. Blockchain technology is employed to ensure data
integrity and transparency, while IPFS supports decentralized storage. The framework also incorporates
smart contracts, Elasticsearch, and a React-based user interface to enable secure, efficient, and reliable
search operations.

3.1 Methodology

User privacy vulnerabilities and the market dominance of centralized entities represent two major
concerns associated with conventional search engines, prompting the exploration of alternative models
such as peer-to-peer search systems. These issues are examined through a comparative evaluation
conducted on three distinct datasets, assessing the performance of blockchain-integrated seo in contrast to
traditional seo approaches that do not incorporate blockchain technology.This section presents the
research methodology applied to both blockchain-enabled and conventional seo frameworks, offering a
structured comparison of their performance, security, and efficiency.

3.2 Architecture of SEO Without Blockchain

The architecture in Figure 1 represents the flow diagram of the SEO without blockchain.
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Figure 1: Flowchart of System Architecture

Without Blockchain

Figure 1 shows that the search process starts when a user  enters a keyword through the interface. The
system retrieves document hashes from the blockchain and uses them to fetch the corresponding
documents from IPFS. The documents then undergo preprocessing steps such as removing tokenisation
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and stemming. TF-IDF-CF weights are evaluated for both the query and documents, followed by cosine
similarity computation to measure relevance. The documents are ranked based on similarity scores and
displayed to the user. This process is evaluated

using three different datasets.
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Figure 2: Dataset Collection

Figure 2 display the dataset A contains 100 records and is used for initial baseline performance testing.
Dataset-B includes 1,000 records and is used to evaluate system scalability. Dataset-C consists of 10,000
records and is used for comprehensive performance and efficiency analysis under large data conditions.

3.3 Architecture of SEO With Blockchain

The system performs fast full-text searches using an inverted index mechanism. After write transactions,
all document hash values are stored on the blockchain as part of a distributed ledger. This ledger data is
then synchronized with Elasticsearch, where an index is generated whenever read operation is executed.
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Figure 3: Flowchart of System Architecture with Blockchain

Figure 3 shows the architecture of blockchain-based SEO, where user queries are processed to locate
relevant data using Elasticsearch indexing. Document hashes are retrieved from the blockchain ledger and

used to fetch data from IPFS. After preprocessing and validation, hybrid cosine similarity is applied to rank
results, which are then displayed to the user.

3.4 Data Set Collection
Dataset collection involves gathering relevant data from reliable sources to train, test, and evaluate the
system’s performance. In this work, three different datasets are collected and prepared to analyse and
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compare the effectiveness of SEO with blockchain and traditional SEO approaches. Proper preprocessing
and validation are applied to ensure data quality and consistency before analysis.

3.5 Data Processing

e Storing data on IPFS

IPFS does not store files on a single central server. It stores all files across many nodes in a distributed
network. Each file has a unique cryptographic hash that acts like a digital fingerprint. This model design
makes data easier to fetch, no need to take permission from any central authorities, and reduce as well as
chances of system issues caused by a single point of failure.

e Data Initialization process

The initial stage is to design a system or browser for retrieving data from IPFS in response to user search
queries. Since IPFS operates on a distributed architecture, identified the searching content and accessed
through hash values, ensuring that users receive the exact data.

e N e

Figure 4. Sample of retrieved Data from IPFS

After retrieve the data it enters the content preparation phase, where text is extracted and analysis, as
shown in Figure 4. The extracted text then preprocessing steps such as remove tokenization words, helping
to standardize and refine the dataset for subsequent computational analysis

e Data Loading & Data Retrieval

Datasets to be processed, indexed, and calculate with success, within a system. Next step of discovering and
obtaining data from storage sources like databases, distributed platforms like IPFS, or blockchain ledgers.
Its aims is to ensure rapid, accurate, and secure data in response to user requirements or system
performance. Effective data loading and retrieval steps are essential for maintaining system scalability,
performance, and reliability.

o TF-IDF, CF, and Cosine Similarity Calculation

Similarity between two text segments is a crucial notion in information retrieval and natural language
processing. Using TF-IDF vectors to represent documents and then using cosine similarity is the best way
to measure efficient data. TF measures the value with which a specific term appears in a file. Total number
of words in the file divided by the number of times the term appears in it, as expressed in Equation 3.1.
Term frequency:

Number of times term t appears in document d

TF(t, d) = : (3.1)
Total number of terms in document d
IDF is a measure used in getting information to evaluate how important a word is within a collection of

documents. IDF calculates the rarity of a term across the entire document collection as shown in Equation
3.2

IDE(t) = log (%m) .(3.2)

TF-IDF is obtained by combining TF and IDF, giving higher importance to terms that appear frequently in
a specific document but rarely across the overall dataset (corpus). Cosine similarity is then used to check
the similarity between two text documents by calculating the cosine of the angle between their TF-IDF
vector
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representations. The cosine index value ranges from 0 to 1, where 1 indicates identical documents, 0
indicates no similarity, and -1 indicates opposite content. Cosine similarity is calculated using the formula:

Cosine Similarity
_ il
Sim(g,d) = %

o -l (3.3)
» Where Query vector is used as Q ~ and Document vector D™ in Equation 3.3.
« Cosine similarity returns a score between 0 and 1
Hybrid Cosine Similarity: The proposed system computes a Hybrid Score for each document by combining
these factors to calculate ranking for SEO with blockchain. The parameters a,f,y,drepresent the relative
importance assigned to semantic relevance.
« semantic similarity (TF-IDF-CF)
e Elasticsearch relevance,
e blockchain trust,
¢ [PFS availability.
Each component is normalized to [0,1]and combined using fixed weights: The final Hybrid Score is depicted
in Equation 3.4
a, B, v, d are weights

HybridScore(d) = a - Simrppr.(Q,d) + 5 -
ESNormScore(d) +y- BCTrust(d) +6- IPFSScore(d)

a= Weight assigned to TF_IDF-CF similarity
= Weight assigned to Elasticsearch
Y= Weight assigned to blockchain trust
6= Weight assigned to IPFS

a =0.40, $=0.30, y=0.20, 6=0.10

Whereas, a+f+y+6=1,€[0,1]
Step 1 - Semantic Similarity (TF-IDF-CF)
Step 2 - Normalized Elasticsearch Score.
Step 3 - Blockchain Trust Score BCTrust(d)
Step 4 - IPFS Availability Score IPFSScore(d)
This method enables efficient and accurate comparison of textual data in search and information retrieval
systems.
In simple terms, these techniques enable the system to evaluate how closely the retrieved data matches the
user’s search query using cosine similarity. Collection Frequency is used to measure how frequently
specific terms appear across stored records, while TF-IDF helps determine the importance of terms within
individual documents compared to the overall dataset, as combining these methods, the system can
effectively identify and rank the most accurate records or information that best fits what the user’s is
looking for.
TF-IDF is important for local document but it ignores the entire dataset which is significance for global
dataset. Collection frequency is used for entire dataset. The proposed system improves the balancing
between the local and global dataset for better ranking accuracy. The hybrid search approach reduced
noise, relevant ranking techniques for better result and accuracy.
o Displaying Results with Ranking Method
In this approach, cosine similarity scores are used to deliver the most relevant information to users. Cosine
similarity is a statistical approach that determines the
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Figure 5: TF-IDF-CF Vector

Closeness between two non-zero vectors in a multi-dimensional space and is widely used in text mining
and information retrieval systems. By ranking retrieved data based on descending cosine similarity values,
the system ensures that applicable data is at the top of the result page so that users can easily access.

The process begins by generating TF-IDF -CF matrices for the retrieved dataset. In this stage, textual
content is converted into numerical vector representations, where each value reflects the benefits of a term
within a file relative to the complete document collection. After vector generation, the angle between TF-
IDF-CF vectors of the query and the stored documents. Higher cosine similarity values indicate stronger
similarity between the query and document content. Using a similarity index it displays result, how many
closely the retrieved data matches with the user query in ranking method. A higher similarity index
represents to higher relevance. Figures 5 and 6 represent the final data in decreasing order. This ranking
strategy gives better and exact data which users wants to access the most useful information.

Query. String: dary industry in Sri Lanka which founded in 1968
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Figure 6: Data with Similarity and ranked index

Table 1 compares the similarity of two different search methodologies TF-IDF and TF-IDF-CF, concerning
a particular dataset. Here, the query is analysed “Plastics Industry in Papua New Guinea’. The query is being
used for SEO without Blockchain on a given dataset.

Table 1: Similarity Index using TF-IDF with Collection Frequency using Dataset
Data |[Company|Cosine [Cosine Optimizatio Rank
Similar [Similarity [n %
ty (TF-(TF-IDF-
IDF) |CF)

1 Ferrell |0.9255 [0.9260 0.05% 1
LLC
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2 Gonzales [0.3832 [0.3974 [3.71% 5
Ltd

3 Pineda- [0.3876 (0.4154 |7.17% 3
Morton

4 Cherry 10.3865 (0.4113 [6.41% 4
PLC

5 Carr Inc 0.5201 1|0.5308 [2.05% 2

The hybrid ranking table 2 displays the evaluation result for given query “Plastics Industry in Papua New
Guinea”. Using With SEO blockchain with Elastic search and smart contract

Table 2: Comparison for Different Query String and Dataset sizes with an Elasticsearch-based
Blockchain Using Dataset

Comp Cosine ES_S BC_Trust [I[PFS_
any Similari core Score
ty

Ferrell (0.9260 1.000 0.955 0.944
LLC

Carr Inc |0.5309 0.750 0.860 0.880
Pined a- (0.4154 0.610 0.705 0.836
Morto n

Cherr y|0.4113 0.580 0.670 0.804
PLC

Gonza les|0.3974 0.500 0.605 0.769
Ltd

Table 3 shows the result how hybrid model integrates search engine ranking results. It analysis
decentralized trust, distributed storage reliability, and more comprehensive and accurate ranking than
traditional search engine results.

Table 3: Comparison for Different Query Strings and Datasets with an Elasticsearch-based

Blockchain with Rank

Compala*Sema [B*ES  [y*BC  |§*IPFS Hybrid [Rank
ny ntic Cosine

Score
Ferrell 0.3704 (0.3000 [0.1910 (0.0944 (0.9558 |1
LLC
Carr [0.2123 02250 [0.1720 [0.0880 [0.6973 2
Inc

Pineda|0.1662 [0.1830 |0.1410 |0.0836 [0.5738 |3
Morto
n
Cherry|0.6145 [0.1740 (0.1340 |0.0804 [0.5529 4
PLC
Gonzal [0.1589 [0.1500 (0.1210 [0.0769 [0.5068 |5
es Ltd
Table 4 shows that evaluation metrics of precision, Recall and F1 score Precision value display more
relevant results as compared to other results.
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Table 4: performance table

Model Precision Recall F1-Score
TF-IDF | 0.68 0.65 0.66
BM25 | 0.74 0.72 0.73
Proposed | 0.85 0.83 0.84

F1 Score Compansen

Figure7: F1 score
Figure 7 F1-score graph shows that maintains a balance between precision and recall, indicating overall
robustness and effectiveness of the ranking mechanism

M Cal Camparisoe

" i izeaea

Figure 8: Recall score

The recall graph demonstrates that the system retrieves a higher number of relevant documents. This
improvement is due to the integration of Collection Frequency, which captures global term importance.

Precision Comparison

TF-IOF BM25 Proposed
trodels

Figure 9: Precision score

Figure 9 shows that the highest precision compared to TF-IDF and BM25. This indicates that the hybrid
ranking approach effectively reduces irrelevant search results.

Table 5: Comparison between traditional system and Blockchain based search engine [36]

Metrics Traditional | Blockchain | Improvement

Search based (%)

System Search

System

Precision | 0.82 0.91 10.98%
Recall 0.79 0.88 11.89%
Fl-score | 0.80 0.89 11.25%
Accuracy | 84.50 93.20 10.30%
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Latency | 245 186 24.08%
lower

Table 5 shows the evaluation metrics where the data integrity, ranking transparency and tamper resistance
qualitative is low as compared to proposed system. The author [36] evaluates the comparison of retrieval
system of performance as repository size increases for discuss the scalability and latency without
blockchain technology.

Table 6: Component wise Contribution Analysis Framework [34]

Configuration | Precision | Recall F1- Search

Score Time
(ms)

Existing 0.82 0.79 0.80 245

System

CF(Collection | 0.85 0.82 0.83 228

Frequency)

Elastic Search | 0.88 0.85 0.86 198

IPFS 0.89 0.86 0.87 192

Proposed 0.91 0.88 0.89 186

System

Table 6 demonstrates that incrementally performance of each component. Collection Frequency enhanced
the searching estimation, Elasticsearch improves the indexing, IPFS increases the storages capacity. Overall
Blockchain Based search engine achieves the effectiveness, security, and scalability then the existing
system. The author [34] evaluated the retrieval value using precision, Flscore and searching time using
post Covid data.

The experimental results clearly demonstrate that the proposed hybrid ranking model outperforms
traditional approaches such as TF-IDF and BM25. The integration of Collection Frequency enhances global
term importance, while TF-IDF captures local relevance. The graphical analysis further validates that the
proposed method achieves higher precision, recall, and F1-score, confirming its effectiveness and
robustness.

The results show that the proposed model performs better than traditional methods like TF-IDF and BM25.
This improvement is mainly because the model combines both local and global term importance using TF-
IDF and Collection Frequency (CF). TF-IDF helps identify important words within a document, while CF
highlights important terms across the entire dataset. This combination reduces irrelevant results and
improves accuracy. As a result, both precision and recall are increased. Additionally, the use of blockchain
ensures that the ranking results are transparent and cannot be modified. This makes the system more
trustworthy compared to traditional search engines. Overall, the proposed approach provides better
performance along with improved reliability.”

4. PROPOSED SYSTEM EVALUATION

This analysis is done for the scope of improvement search engine models by integrating blockchain
technology within Search Engine Optimization (SEO). Most of the conventional search engine work under
the centralized control, where the single authority is responsible for taking care of ranking and function
monitoring functions. This type of framework may raise the issue of the fairness, reliability, along with
authenticity of searched results. Introducing the integration of blockchain technology into SEO cause a
decentralize control due to which maximum possible transparency, reliability, immutability into keyword
search processes can be ensured.

Multiple testing and analysis of the performance of blockchain-supported SEO is clearly benefited over the
conventional methods. This integrated framework of blockchain and SEO improves search accuracy which
will enhance authenticity of result and also helpful in the reduction of vulnerability in ranking
manipulation. These finding demonstrates the capability blockchain technology which can reshape search
engine mechanisms with enhanced security and reliability with greater transparency in search process.
This framework enhances the data integrity, immutability, privacy, authenticity. Data integrity by using
verified metadata for storing data in the form of cryptography, Immutability check the records consistency,
once data entered into the database user cannot altered it, IPFS preserve the privacy of records,
authenticity protect the vulnerabilities and attacks through smart contract and cryptographic key.

5. Conclusion

This study demonstrated that blockchain based search engine is more secure, transparent and reliable as
compared to traditional search engine. The proposed system evaluate that it reduces the 25% latency value
of search, 12% improvement in search precision and enhancing data integrity and transparency with 35%
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approximately. Advantages of approach of combined TF-IDF and collection frequency (TF-IDF-CF) in
comparison of traditional search methods in blockchain-based search engine demonstrated by multiple
effect[31]. This study focuses on the utilization of blockchain based frame work for the improvement of
accuracy and relevance of the document by combining TF-IDF within Collection Frequency. Cosine
similarity is being used to rank the result stored on the block chain networks, which supports the fairness,
transparency, and non- manipulation ranking mechanism, which represents advancement over SEO
approaches. It will helpful in academic body, healthcare, e-goverence etc. for data integrity, transparency
and authenticity.

This work contributes beyond theoretical analysis. Experimental evaluation conducted on different sized
datasets confirms the practical performance and scalability of blockchain-driven SEO techniques. Apart
from that, this study encourages the researchers and industrialists and other stakeholders to support the
development of future SEO framework which makes the outcome, user priorities, system reliability as a
priority [32-33].

Future work should focus on Blockchain Layer2 to improve the performance and scalability of layer 1. It
also reduces the gas cost value, decrease the latency and enhance the data security and integrity also.
Blockchain Layer 2 such as polygon, Optimism can efficiently work on reduces the gas transaction cost and
latency value while executing the off-chain operations.
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