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ABSTRACT

The convergence of artificial intelligence, edge-cloud computing, and Internet of Things technologies provide new opportunities
for developing responsive, secure, and resource-efficient intelligent communication systems. This study developed a secure edge-
cloud Al framework integrating computer vision, signal processing, [oT analytics, adaptive workload allocation, and cybersecurity.
The framework was evaluated using 1,200 multimodal observations across cloud-only, edge-only, and adaptive edge-cloud
configurations. Statistical, correlation, security, and machine-learning analyses were performed to assess communication latency,
throughput, energy consumption, quality of service (QoS), task success, and threat detection. Adaptive edge-cloud processing
achieved the lowest mean latency (49.19 ms) and a 92.22% task-success rate while requiring substantially less energy than edge-
only processing. Packet loss was negatively associated with QoS (p = -0.503), whereas signal quality showed a positive association
(p = 0.489). The security mechanism achieved 93.42% detection accuracy and an F1-score of 86.77% across multiple cyberattack
scenarios. Random Forest predicted QoS with an R? of 0.708, although task-success discrimination remained limited despite high
classification accuracy. Overall, the findings demonstrate that security-aware adaptive edge-cloud intelligence can effectively
balance latency, resource efficiency, communication quality, and cyber resilience, providing a scalable foundation for next-
generation intelligent communication infrastructures and future Al-enabled network applications.

Keywords: Edge-cloud Al intelligent communication systems, Internet of Things, signal processing, cybersecurity
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Introduction

Distributed computing, Internet of Things (IoT), and Artificial Intelligence (AI) are changing the face of
communication systems into intelligent infrastructures that can process heterogeneous information and make
decisions in real time. They continuously produce visual, sensor, network and operational data that demand
reliable processing to be able to assist automated services. Accuracy is crucial for the data generated from the
IoT because inaccurate data could have a negative impact on downstream analytics and decision making (Liu
et al.,, 2018). Predictive and prescriptive analytics also illustrate the shift from descriptive data analysis to
predictive analysis and the identification of appropriate action steps based on these predictions (Rukh et al,,
2023; Putri & Ainindhira, 2025). These capabilities offer a valuable basis for the intelligent communication
environment, which demands quick and context-oriented reactions.

However, traditional cloud computing solutions offer significant computing power but are limited in that they
are network dependent, can suffer delays as data is sent to and from distributed devices, and can require large
bandwidth to transfer massive amounts of data from dispersed locations. To overcome these challenges, edge
computing places computational resources closer to the data sources, thereby allowing for faster processing
and reducing reliance on cloud-based resources with high latency (Khan et al., 2019). The new loT-edge-cloud
continuum also allows for the distribution of computational workloads between devices, edge and cloud
resources as needed by applications and networks (Gkonis et al., 2023). Allocation of resources is still difficult
due to the energy constraints, memory and computing power constraints of edge devices. Thus, it is crucial to
have energy-aware hierarchical optimization across the device, edge, and cloud layers for efficient distributed
computing (Cong et al,, 2020). A hybrid fog-edge architecture has also been shown to enhance latency while
ensuring resilience in real-time loT applications (Islam et al., 2025).
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Edge-cloud communication systems can be further enhanced by combining complementary information
sources and thereby boosting multimodal intelligence. The computer vision can be used to extract contextual
information from images and video, and the signal processing can be used to extract properties of
communication conditions, such as signal strength, noise, packet loss, etc. The sensor, traffic, device and
resource information, is now combined in IoT analytics to enable system-level decisions. The deep-learning
architectures for heterogeneous IoT sensors show that there is potential to fuse information from various
sensing modalities to enhance intelligent inference at resource-limited devices (Yao etal., 2019). When coupled
with the ability to adapt edge-cloud workload allocation, these features could help make decisions about
processing that adapt to computational need and communication conditions.

Security is also paramount as the attack surface in distributed edge-cloud environments stretches from the loT
devices, communications, edge nodes and cloud infrastructure. Edge-assisted IoT architectures (Alwarafy et
al,, 2020) therefore, require fundamental security properties such as authentication, privacy, access control,
data integrity, and secure communication. Coordinated cybersecurity mechanisms and secure communications
are also required to support the operation of resilient distributed infrastructures under cyber threats that are
continuously changing (Ayele et al.,, 2024).

However, due to these improvements, there has been a lack of research that has integrated computer vision,
signal processing, IoT analytics, adaptive edge-cloud allocation, and cybersecurity in a single intelligent
communication framework. The objective of this research is thus to (1) design a secure edge-cloud Al
architecture that combines computer vision, signal processing and IoT analytics; (2) study the benefit of
adaptive workload sharing for latency, communication efficiency and resource utilization; and (3) assess the
performance of predictive, QOS and security under heterogeneous network and cyberattack settings. Finally,
the proposed approach is integrated, which can be used as a basis for developing responsive, efficient, and
resilient intelligent communication systems.

2. Materials and Methods

2.1 Research Design and Edge-Cloud Architecture

A quantitative experimental framework was designed to assess the security of artificial intelligence-based
communication between 10T, edge, and cloud. The system comprised edge, cloud and a layer of devices that
facilitated distributed data processing and intelligent workload management. The three configurations: cloud-
only, edge-only, and adaptive edge-cloud were tested in heterogeneous network conditions. The adaptive
architecture chose to distribute computational loads based on quality of communication, computational
requirements, and available resources. This design allowed for the assessment of intelligence, communication
efficiency, resource utilization and security to be evaluated simultaneously.

2.2 Dataset and Data Preprocessing

The experimental data set included 1200 observations and 33 variables including computer vision,
communication signals, [oT activity, computational resources, cybersecurity conditions, and system outcomes.
The image characteristics, processing time, inference confidence, SNR, RSSI, packet loss, jitter, and signal
quality were considered in the visual and signal variables, respectively. We defined attributes of sensors as [oT
and attributes of networks as data rate, workload allocation, throughput, bandwidth, and resource utilization.
Screening for missing values, inconsistent observation and extreme values were done on the data. Categorical
attributes were coded and continuous variables were normalized, when necessary, for statistical and machine-
learning analyses.

2.3 Computer Vision, Signal Processing, and IoT Analytics

The performance of computer vision was evaluated using visual workload, inference confidence and inference
time, and the performance of communication was evaluated using the signal-quality index, SNR, RSSI, packet
loss, and jitter. These features were combined with measure of sensor activities and IoT data rate to build a
multimodal model of system conditions. The relationship between signal quality, visual inference and
communication performance was then investigated. A key advantage of the integrated feature space was that
it allowed the framework to consider heterogeneous information when deciding on workload and system-
performance.

2.4 Adaptive Edge-Cloud and Security Framework

The evaluation of adaptive workload management was done with the edge-cloud offload ratio and in addition,
CPU utilization, memory usage, bandwidth utilization, throughput, energy usage, latency, and QoS were
measured. Security analysis was done with normal traffic, DDoS attack scenarios, spoofing attack scenarios,
man in the middle attack scenarios, and various levels of severity of the malware attack scenarios. Security
performance was quantified with attack-detection status, detection confidence and encryption overhead. The
adaptive framework was evaluated against the cloud-based and edge-based configurations and compared to
see if the intelligent allocation reduced the communication and computational costs while still being threat
resilient.
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2.5 Statistical and Machine-Learning Analysis

The variables were characterized using descriptive statistics, and relationships among the variables of
communication, resources, security and performance indicators were determined using correlation analysis.
ANOVA and appropriate post-hoc analysis were used to assess the differences between the three computational
configurations; otherwise, non-parametric statistics were used. Predictions of latency, QoS, task success, and
security outcomes were made using regression and classification models. The accuracy, precision, recall, F1
score, ROC-AUC were applied to assess the predictive performance, and relevant error metrics were applied.
The contribution of the vision, signal, IoT, security and adaptive-allocation components was quantified using
ablation analysis, which was considered statistically significant at p < 0.05.

3. Discussion

Results show the proposed secure edge-cloud Al framework achieved a balanced solution for communication
efficiency, computational performance and intelligent system operation. The adaptive edge-cloud processing
results in the minimum communication latency (49.19ms), while edge-only processing and cloud-only
processing results in 51.27ms and 69.67ms, respectively. The computed placement of the modules had
significant impacts on communication responsiveness, with 42.8% of the latency variation explained by the
framework mode (Xu et al,2019). Next-generation communication networks, where Al-driven resource
allocation and self-managed networks are anticipated to meet progressively demanding latency and service
levels requirements are expected to be of particular interest (Raihan, 2023). Adaptive allocation distributes
processing resources based on the operational conditions, rather than putting all resources in the cloud.

In the architecture comparison, it was also evident that there was a clear trade-off between performance and
efficiency. The highest value for throughput (32.68 Mbps) and QoS (89.10) were achieved by the edge-only
processing, which used an energy of 10.22 ], while the adaptive edge-cloud processing used an energy of 6.99
J. Cloud-only operation used less energy, but had significantly higher latency, and lower QoS. The adaptive
architecture was thus one that struck a balance between responsiveness, service quality, throughput and
energy use, instead of optimizing any one of these four metrics (Zhao et al,, 2024). The optimization of multi-
objectives is significant for 6G networks using Al, as future intelligent networks will require dynamically
optimising the allocation of computational and communication resources in face of heterogeneous operating
conditions (Raihan, 2023).

Signals processing results also confirmed the significance of the quality of communication. The signal quality
had a positive correlation with QoS (p = 0.489) while the packet loss had a negative correlation with QoS (p =
-0.503). An increase in jitters was correlated with an increase in latency (p = 0.405) and an increase in signal
quality was correlated with a decrease in latency (p = -0.393). The results suggest that the real-time
communication conditions must be taken into consideration in the edge-cloud workload allocation.
Interestingly, there were very few relationships between the signal indicators and the vision confidence as well
as the inference time, indicating that vision confidence and inference time were relatively stable across
different communication quality. This separation may be useful for an edge based visual application that needs
to have local intelligence even during temporary outages of the network.

The security component also performed well with an accuracy of 93.42%, precision of 87.80%, recall of
85.76%, an F1 score of 86.77%. The detection rate was more than 82% with each attack type evaluated, and
the highest attack-severity level (Sirapangi & Gopikrishnan, 2024) achieved a detection rate of 95.39%. The
results, however, show a correlation between attack severity and latency (p = 0.346) and attack severity and
reduced QoS (p = -0.199), indicating that cybersecurity threats can have a direct impact on the performance of
communications. Thus, it is essential to consider security analytics in the context of intelligent resource
management in Al-native future networks, where resilience is to go hand in hand with computational efficiency
increases (Raihan, 2023).

The mixed but informative results of predictive modeling were found. Random Forest had the best task-success
accuracy with 91.74%, but the ROC-AUC value of 0.590 meant that it had poor discrimination power because
of the high degree of imbalance. Thus, a high classification accuracy must be evaluated in conjunction with the
class distribution. The performance of the QOS prediction, however, was much better, as the Random Forest
model accounted for 70.76% of the variance in the test set. The conditions of communication were the most
observed tasksuccess discriminators, with packet loss and signal quality being the biggest observed factors.
The overall results demonstrate the viability of the integration of signal processing, IoT analytics, computer
vision, cybersecurity and adaptive edge-cloud allocation in intelligent communication systems. The framework
is especially relevant for emerging architectures for 6G, which are driven by Al (Raihan, 2023). However,
physical edge devices, real communications traffic, multimodal sensor streams, and experimentally generated
cyberattacks must be used for validation. In addition, future research could explore federated learning, privacy-
aware Al, mobility considerations in resource management, and large-scale deployments of 6G networks.

4. Conclusion
The current work aims at the design and assessment of a secure edge-cloud Al framework combining computer
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vision, signal processing, [oT analytics, adaptive workload allocation and cybersecurity, for intelligent
communication systems. The results showed that adaptive edge-cloud processing offered a good balance
between responsiveness to communication, resource efficiency, and service quality, with communication
latency significantly reduced compared with cloud-only processing and energy consumption considerably less
than with edge-only processing. System performance metrics were important factors, where packet loss had a
negative impact on the QoS, and higher signal quality improved the QoS and reduced the communication
latency. The performance of the computer-vision inference was robust in the face of changes in network
environment, which suggests that multimodal intelligence is feasible in distributed environments. The security
mechanism showed high overall accuracy of attacks detection, and it kept the attacks detection good in DDoS,
MITM, malware and spoofing scenarios, while the attacks severity raised negatively affected the
communication performance. In addition, it was demonstrated that predictive modeling of QoS was effective
while the classification of task-success should be interpreted with caution, due to class imbalance and limited
discriminative power. Overall, the results show the benefits of integrated, intelligent, secure edge-cloud based
communication infrastructures for responsive and resilient communication infrastructure. Future validation
efforts should also include physical edge devices, real multimodal IoT traffic, variable wireless environments
and large-scale deployments to create generalizability and bring communication systems into the realm of
practical use in the future.
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