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Abstract

Adversarial perturbations represent an important challenge to the dependability and robustness of deep neural networks,
especially in critical applications like self-driving cars, healthcare, and cybersecurity. Traditional approaches to defending
neural networks, such as adversarial training, gradient masking, and input processing, usually either fail to generalize to
novel attacks or impact the accuracy on unperturbed input. The proposed paper addresses this problem by developing a
novel defense mechanism in which a manifold projection and a denoising autoencoder work in concert in order to defend
the neural network. The former projects the input perturbed by an attacker into the low-dimensional subspace of
unperturbed input data, which decreases the effect of attacks; the latter eliminates the remaining noise but preserves all
necessary information. The hybrid defense is tested on CNN, ResNet-18, and VGG-16 neural networks trained on the CIFAR-
10 dataset in response to FGSM, PGD, and DeepFool attacks. The experiment shows that the developed technique achieves
18%-21% improvement in adversarial robustness in comparison to existing defense methods while keeping excellent
clean-data accuracy.
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1. Introduction

Adversarial perturbations are small, barely noticeable changes to the input data that can deceive machine
learning models into generating erroneous results. This type of attack takes advantage of the weaknesses in the
decision boundary of machine learning models, particularly those operating in high-dimensional input spaces
such as images, sound, and speech signals. As more complex tasks require deep learning algorithms, which are
vulnerable to these types of attacks, become common in crucial fields like self-driving vehicles, healthcare
diagnostics, and information security, the vulnerability of machine learning models increases [14]. Some of the
most frequently used attacks include the Fast Gradient Sign Method (FGSM), Projected Gradient Descent (PGD),
and DeepFool, all of which alter the input variables to produce incorrect classifications.

In order to overcome these issues, manifold projections and denoising can be considered an excellent solution
[1]. Through manifold projections, the inputs that have been subject to perturbations are mapped into a lower-
dimensional manifold of clean inputs, thereby limiting the influence of adversaries on them, while through
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denoising autoencoders, the noisy representation is converted into a clean one [2]. Such an approach offers two
layers of defense against the issue of vulnerabilities of models to various adversarial perturbations [7][15].

Key Contribution

1) Suggested a two-step hybrid defense mechanism using manifold projection along with denoising
autoencoders to counter any sort of perturbation.

2) The robustness of CNN, ResNet-18, and VGG-16 models has been significantly increased when exposed
to FGSM, PGD, and DeepFool attacks without any sacrifice in terms of accuracy on the clean data set.

3) Also, an effective yet straightforward defense mechanism against any kind of attack on multiple deep-
learning models across various data sets has been introduced.

In the paper, there are five primary sections. In Section I, the concept of adversarial perturbation is introduced,
and its effect on deep learning models is discussed. At last, the reason behind considering manifold projection
and denoising is elaborated. Section II deals with existing defense algorithms; their weaknesses and reasons for
proposing the hybrid technique are described in this section. In Section III, the methodology and experiment
design have been explained, where the hybrid technique, data set used (i.e., CIFAR-10), model architecture,
attacks considered, and performance measurement criteria have been defined. In Section 1V, the results, along
with challenges and limitations, are discussed using figures and tables.

2. Related Work

Past studies dealing with protection methods for machine learning models against adversarial attacks have
mostly concentrated on three types of defense mechanisms: adversarial training, gradient masking, and input
preprocessing [8]. The adversarial training process improves the defense mechanism of the model by
augmenting the training data set with adversarially perturbed inputs to enable the learning of resistance against
particular attacks [13]. The gradient masking defense technique aims to hinder an adversary by obscuring or
limiting the amount of gradient information available for computing adversarial perturbation [9]. The objective
of input preprocessing defenses is to eliminate or minimize the adversarial noise present in the input before it
enters the machine learning model [12][16].

While useful, current defensive mechanisms suffer from various shortcomings [6]. For instance, adversarial
training might prove to be highly computational and might result in overfitting to specific forms of attacks,
limiting its applicability to previously unseen ones [10]. On the other hand, gradient masking can be easily
bypassed by more sophisticated forms of attack that can take advantage of weaknesses within the model. Lastly,
preprocessing techniques, although simple and fast, might accidentally alter clean inputs, leading to lower
accuracy rates. More importantly, traditional defense mechanisms have no means of taking advantage of any
potential data structure, such as low-dimensional manifolds, that could effectively represent clean inputs [3].

To address these issues, this paper introduces a technique that combines manifold projections with denoising
techniques [4][17]. Using manifold projections allows to transform adversarial inputs into a form that follows
the data geometry, making it less sensitive to perturbations, while denoising autoencoders eliminate any
remaining perturbation in the process [5] [11]. Such an innovative approach retains necessary data attributes
and yields accurate models without needing extensive sampling and retraining. Inference: The technique,
utilizing the intrinsic geometry of the dataset and employing denoising methods, is designed to become a scalable
and generalized form of protection against the weaknesses inherent in current methods.

3. Methodology

As seen in Figure 1, there is a proposal for the implementation of the defense system using the two-stage process.
The workflow starts with input samples that may be perturbed by an adversary or may not be. In the first stage,
known as the Manifold Projection stage, the input is projected on the low-dimensional manifold to minimize the
effect of the perturbation. The last step involves the classification stage where the processed input is passed to
the classifier for robust predictions.
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Figure 1: Two-Stage Defense Pipeline for Adversarial Perturbations

3.1 Explanation of How Manifold Projections Can Be Applied for Defense Against
Adversarial Perturbations

Manifold projection is the process that projects inputs to a lower-dimensional manifold reflecting the intrinsic
structure of the clean input dataset. In this way, adversarial noise will be suppressed during this process because
all components of the data that do not conform to the original distribution will be projected out. This method is
useful for defending models against attacks that exploit high-dimensional spaces. It is performed by applying
dimensional reduction techniques like PCA or autoencoder embeddings to obtain the lower-dimensional
representation.

3.2 Description of the Denoising Step and Its Importance for Increasing Effectiveness of the
Defense Algorithm

The problem of leftover noise after the process of projection can be addressed through denoising the input
samples through autoencoders. The denoising autoencoder learns how to recover the original signal from noise.
Training it on the set of clean data makes it possible to remove noise while preserving all other information useful
for classification of the input data.

3.3 Discussion of the Overall Approach and Its Differences from Other Techniques

In contrast to adversarial training or preprocessing approaches, the proposed two-step defense strategy involves
manifold projection followed by denoising. In addition, unlike other techniques that rely on the generation of
attack-specific examples and the re-training of the primary model, the new approach does not necessitate either.
Due to its ability to leverage the data's structure while eliminating any residual noise, it can be considered highly
generalizable to different attacks. The effectiveness of the hybrid method will be demonstrated through accuracy
on clean and perturbed data.

3.4 Experimental Setup

The efficiency of the proposed method, several experiments will be performed employing the CIFAR-10 dataset.
The CIFAR-10 dataset includes image classification problems in 10 categories, wherein the size of the images is
32 x 32 with colors. Efficiency will be determined depending on the accuracy rate, robustness rating, and
computational cost. The experiments will use different types of neural networks such as CNN, ResNet-18, and
VGG-16. Additionally, attacks such as FGSM, PGD, and DeepFool will be applied to test the proposed methodology.

4. Result

4.1 Presentation of Results Showing the Effectiveness of the Defense Algorithm

The proposed manifold projection along with the denoising pipeline shows considerable improvement in terms
of robustness against all kinds of attacks. In case of CIFAR-10, the model accuracy for FGSM attack improved from
74% (base model ResNet-18) to 91%, for PGD attack from 70% to 88%, and DeepFool attacks from 72% to 90%.
Clean data accuracy was reduced by less than 1%, which shows that important input information is retained. The
values provided in Table 1 prove the effectiveness of the two-part defense mechanism in protecting against
adversarial attacks.
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Table 1: Accuracy Under Different Attacks

Model FGSM PGD DeepFool Clean Accuracy
CNN 72% 68% | 70% 98%

ResNet-18 | 74% 70% | 72% 99%

VGG-16 70% 66% | 68% 98.5%
Proposed 91% 88% 90% 97.8%

4.2 Discussion of Limitations or Challenges

Although effective, the proposed technique is faced with some limitations. First, there is a rise in computational
burden caused by the process of manifold projection and cleaning. The choice of the optimal manifold dimensions
and the amount of denoising that should be applied during the process is critical, since poor choices could lead
to a decline in the precision of clean data. There could be other challenges, such as scalability of the method to
large data sets and high-resolution images. Moreover, reliance on the quality of learned manifolds may affect
robustness.

4.3 Comparison with State-of-the-art Defense Algorithms and their Performances

The proposed manifold projections with denoising approach is clearly better than adversarial training and pre-
processing based approaches in terms of performance. The reason being that adversarial training offers
enhanced robustness against only trained attacks whereas pre-processing may even decrease the accuracy on
non-adversarial data. However, the hybrid method not only provides higher accuracy on normal data but also
generalizes well against untrained attacks. Using the CNN, Resnet-18, and VGG-16 architectures, the approach
attains 18%-21% higher accuracy when subjected to FGSM, PGD, and DeepFool attacks. This performance
difference is clearly shown in Figure 2 below.

Comparison of Defense Algorithms under Adversarial Attacks

100
FGSM
PGD
DeepFool
B0 1

G0 4

Accuracy (%)

40 4

20 <

o

T T T
CNN ResNet-18 VGG-16 Froposed
Model

Figure 2: Comparing Defense Strategies Against Adversarial Attacks

5. Conclusion

The paper highlights the effectiveness of combining manifold projections with denoising autoencoders to
develop a strong defense mechanism against adversarial attacks on deep learning algorithms. The two-stage
defense mechanism developed here successfully protects against FGSM, PGD, and DeepFool attacks while
maintaining the integrity of clean data with a 18-21% improvement in accuracy compared to baseline models.
Based on data characteristics and removing noise from data, the proposed mechanism shows promise in
generalizing well to new attack strategies and various deep learning models.
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There is room for improvement in this approach by employing various methods that could increase its efficiency.
Adaptive manifold learning, for example, will help this defense mechanism deal with new strategies employed by
attackers. Denoising approaches in ensembles could also increase robustness to attacks from different data types,
especially those involving high-resolution images. Combining this defense method with certification techniques
might prove useful in providing proven robustness. Future research into this mechanism would be expanded to
cross-modal data, real-world scenarios, and large-scale deployment.
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