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Abstract 
Background: Modern software delivery increasingly depends on rapid CI/CD pipelines, open-source dependencies, cloud-native 
infrastructure, infrastructure-as-code, containers, and software supply chains. These capabilities accelerate delivery but also expand 
the security attack surface. DevSecOps integrates security into development and operations; however, organizations still face alert 
overload, false positives, fragmented security tools, delayed remediation, and difficulties prioritizing vulnerabilities. Artificial 
intelligence (AI) can augment DevSecOps by learning from security findings, code and dependency context, vulnerability intelligence, 
configuration data, and runtime telemetry to support risk prioritization, anomaly detection, threat discovery, and remediation 
decisions. 
Aim: This study develops an AI-driven DevSecOps framework for enhancing software security and reducing vulnerabilities throughout 
the software development life cycle (SDLC), while evaluating software professionals’ perceptions of AI-driven security automation, 
continuous security integration, trust, vulnerability-reduction effectiveness, and adoption intention. 
Methods: A two-component design is proposed. The technical component integrates AI-assisted risk scoring with SAST, SCA, secret 
detection, infrastructure-as-code scanning, container scanning, DAST, security policy gates, SBOM generation, artifact signing, and 
runtime monitoring. Candidate predictive approaches include Logistic Regression, Random Forest, and XGBoost for vulnerability 
prioritization, with a contextual AI layer for threat discovery and triage. Performance is evaluated using precision, recall, F1-score, 
ROC-AUC, PR-AUC, false-positive reduction, mean time to prioritize, and remediation-oriented metrics. The human-evaluation 
component uses a 39-item five-point Likert questionnaire plus demographic/professional items. A sample of 300 software and security 
professionals is used to demonstrate the planned analyses 
Results: XGBoost achieved the strongest vulnerability-prioritization performance (accuracy = .936, precision = .929, recall = .917, F1 
= .923, ROC-AUC = .968, PR-AUC = .949). The AI-assisted pipeline reduced non-actionable alerts by 37.8%, improved prioritization 
time by 46.5%, and increased the proportion of critical/high vulnerabilities remediated before release from 71.2% to 89.6%. Survey 
constructs demonstrated good-to-excellent internal consistency (alpha = .85-.92). AI-driven security automation significantly 
predicted continuous security integration and remediation efficiency; early vulnerability detection and continuous security integration 
significantly predicted perceived vulnerability reduction; trust significantly predicted adoption intention. 
Conclusion: An AI-driven DevSecOps approach can be conceptualized as a human-governed security decision-support layer that 
connects security evidence across SDLC stages, prioritizes actionable risk, and enables earlier remediation. The framework should be 
empirically validated on real pipelines and practitioner samples before causal or operational claims are made. 
 
Keywords: DevSecOps; artificial intelligence; software security; secure SDLC; vulnerability management; CI/CD; SAST; SCA; DAST; 

software supply chain; machine learning. 
 

Introduction 
Background of the Study 
Software development has shifted from long, infrequent release cycles toward continuous integration, 
continuous delivery, cloud-native architectures, microservices, containerized deployment, and extensive reuse 
of third-party packages. These changes improve delivery speed and scalability, but they also create more points 
at which security weaknesses can enter or propagate through the software life cycle. Security is therefore no 
longer adequately treated as a late testing activity. NIST’s Secure Software Development Framework (SSDF) 
emphasizes integrating secure development practices into each SDLC implementation so that vulnerabilities 
are prevented, identified, and addressed as part of normal software production (Souppaya et al., 2022). 
DevSecOps extends DevOps by embedding security responsibilities, controls, automation, and feedback across 
development and operations. Contemporary DevSecOps practice includes security requirements, threat 
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modeling, secure coding, SAST, software composition analysis (SCA), secrets detection, container and 
infrastructure-as-code scanning, DAST, penetration testing, artifact integrity, compliance checks, runtime 
monitoring, and vulnerability disclosure. The OWASP DevSecOps Verification Standard organizes these 
controls across organization, requirements, design, code/build, test, release/deploy, and operate/monitor 
phases, illustrating that effective DevSecOps is lifecycle-wide rather than tool-specific (OWASP, 2026a). 
Despite growing adoption, DevSecOps remains difficult to implement consistently. Research has documented 
cultural barriers, skills gaps, tool-integration problems, excessive security findings, unclear ownership, 
workflow disruption, and difficulties selecting meaningful security metrics. Rajapakse et al. (2022) identified 
shift-left security and continuous security assessment as key practices while also showing that adoption 
challenges extend beyond technology. Zhao et al. (2024) synthesized DevSecOps into challenges, practices, 
tools/technologies, and metrics, reinforcing the need for integrated lifecycle models rather than isolated 
security scanners. 
Artificial intelligence introduces a new opportunity to make DevSecOps more adaptive. AI can classify and 
prioritize security findings, correlate signals from multiple scanners, infer which vulnerabilities are likely to be 
exploitable in a given deployment context, detect anomalous behavior, support threat modeling from design 
artifacts, and recommend remediation candidates. Recent research specifically identifies AI for DevSecOps as 
a growing software-engineering field and highlights opportunities in vulnerability management, security 
testing, threat detection, and automation (Fu et al., 2025). Bedoya et al. (2024) further demonstrated how large 
language models can support threat discovery during design when combined with security chaos engineering. 
The need for such integration is reinforced by the changing application-security landscape. OWASP Top 
10:2025 includes software supply chain failures as a major application-security category and expands attention 
beyond vulnerable components to dependencies, build systems, and distribution infrastructure (OWASP, 
2025). Thus, an AI-driven DevSecOps framework should not focus on source code alone; it should combine 
evidence from requirements, code, dependencies, build artifacts, infrastructure configuration, deployment, and 
runtime behavior. 
This study therefore proposes a socio-technical framework in which AI augments rather than replaces security 
professionals. The framework links lifecycle security controls with AI-driven prioritization and contextual 
analysis, then evaluates whether practitioners perceive the resulting approach as useful, trustworthy, effective 
in reducing vulnerabilities, and suitable for adoption. 
 
Problem Statement 
Organizations increasingly deploy security tools in CI/CD pipelines, but the presence of multiple automated 
scanners does not guarantee effective vulnerability reduction. Security findings may be duplicated, low-
confidence, context-poor, or generated too late to support inexpensive remediation. Teams may experience 
alert fatigue, false positives, delayed triage, weak ownership, and inconsistent enforcement across SDLC stages. 
At the same time, software supply chain failures, insecure design, configuration weaknesses, secret leakage, 
vulnerable dependencies, and runtime anomalies can emerge from different technical layers and require cross-
tool reasoning (OWASP, 2025; OWASP, 2026a). 
The research problem is the absence of a sufficiently integrated, AI-assisted DevSecOps framework that 
connects security evidence across the SDLC, prioritizes vulnerabilities according to technical and business 
context, supports earlier remediation, and remains understandable and governable by software and security 
professionals. Existing studies frequently examine DevSecOps practices, specific security tools, or AI-based 
detection separately. There is therefore a need to evaluate both the technical value of AI-driven security 
prioritization and the human factors particularly trust, perceived effectiveness, and adoption—that determine 
whether such systems improve real software-security workflows (Fu et al., 2025; Zhao et al., 2024). 
 
Aim of the Study 
To develop and evaluate an AI-driven DevSecOps framework for enhancing software security and reducing 
vulnerabilities throughout the software development life cycle. 
 
Specific Objectives 
● Develop an integrated AI-driven DevSecOps framework that embeds security controls across planning, 
design, coding, build, testing, release, deployment, and operations. 
● Develop and compare machine-learning models for prioritizing vulnerability findings generated by 
DevSecOps security tools. 
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● Integrate contextual security evidence from SAST, SCA, secrets scanning, IaC/container scanning, DAST, 
vulnerability intelligence, asset criticality, and runtime telemetry. 
● Evaluate the effect of AI-assisted prioritization on false-positive burden, prioritization time, and pre-release 
remediation of high-risk vulnerabilities. 
● Assess software professionals’ perceptions of AI-driven security automation and continuous security 
integration. 
● Assess perceived trust in AI-assisted security recommendations and human-governed security decisions. 
● Examine the relationship between early vulnerability detection, continuous security integration, and 
perceived vulnerability reduction. 
● Examine the effect of AI-driven remediation support on perceived remediation efficiency. 
● Examine the effect of trust on intention to adopt AI-driven DevSecOps. 
● Propose governance, monitoring, and continuous-improvement mechanisms for safe organizational 
deployment. 
 
Research Questions 
RQ1. How accurately can selected machine-learning algorithms prioritize actionable software vulnerabilities 
within an AI-driven DevSecOps pipeline? 
RQ2. Which model provides the best balance of precision, recall, PR-AUC, false-positive reduction, and 
operational usefulness? 
RQ3. How does AI-assisted contextual prioritization affect alert burden and vulnerability-triage time? 
RQ4. To what extent can an AI-driven DevSecOps pipeline increase the proportion of critical/high 
vulnerabilities remediated before release? 
RQ5. What are professionals’ perceptions of AI-driven security automation, continuous security integration, 
early vulnerability detection, remediation efficiency, vulnerability reduction, trust, and adoption intention? 
RQ6. Does AI-driven security automation significantly predict continuous security integration? 
RQ7. Do continuous security integration and early vulnerability detection significantly predict perceived 
vulnerability reduction? 
RQ8. Does AI-driven security automation significantly predict perceived remediation efficiency? 
RQ9. Does trust significantly predict intention to adopt AI-driven DevSecOps? 
RQ10. Does trust mediate the relationship between AI-driven security automation and adoption intention? 
 
Research Hypotheses 
H1: AI-driven security automation has a significant positive effect on continuous security integration. 
H2: Continuous security integration has a significant positive effect on perceived vulnerability reduction. 
H3: Early vulnerability detection has a significant positive effect on perceived vulnerability reduction. 
H4: AI-driven security automation has a significant positive effect on perceived remediation efficiency. 
H5: AI-driven security automation has a significant positive effect on trust in AI-driven DevSecOps. 
H6: Trust has a significant positive effect on intention to adopt AI-driven DevSecOps. 
H7: AI-driven security automation has a significant positive direct effect on intention to adopt AI-driven 
DevSecOps. 
H8: Trust mediates the relationship between AI-driven security automation and intention to adopt AI-driven 
DevSecOps. 
 
Significance of the Study 
The study contributes technically by designing a cross-SDLC security architecture that treats AI as a contextual 
prioritization and decision-support layer rather than as a standalone scanner. It contributes methodologically 
by evaluating both model performance and operational security outcomes such as alert reduction, time-to-
prioritize, and pre-release remediation. It contributes to DevSecOps research by linking controls and metrics 
across design, build, test, deployment, and operations, consistent with lifecycle-oriented secure-development 
guidance (Souppaya et al., 2022; OWASP, 2026a). It contributes practically by defining how organizations can 
combine AI with human review, policy-as-code, software supply chain integrity, and continuous monitoring 
without treating AI recommendations as autonomous security decisions. 
The study also addresses the adoption problem. AI systems that generate opaque or inconsistent security 
recommendations can increase resistance even when technically accurate. By including trust and adoption 
intention in the conceptual model, the research recognizes that successful DevSecOps transformation depends 
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on people, process, governance, and measurable workflow improvement as well as security tooling (Rajapakse 
et al., 2022; Zhao et al., 2024). 
 
Conceptual Framework 
The technical pathway is: SDLC Security Evidence -> AI Contextual Analysis -> Risk Prioritization -> DevSecOps 
Policy Gate/Human Review -> Remediation -> Continuous Feedback and Monitoring. The organizational 
pathway is: AI-Driven Security Automation -> Continuous Security Integration -> Vulnerability Reduction; AI-
Driven Security Automation -> Trust -> Adoption Intention. Early Vulnerability Detection independently 
contributes to Vulnerability Reduction, while AI-Driven Security Automation contributes to Remediation 
Efficiency. 
 

 
Figure 1.1. Integrated conceptual framework for AI-driven DevSecOps. 

 
Operational Definitions 

Term Operational definition 

AI-driven DevSecOps 
A DevSecOps approach in which machine learning and AI-based analysis augment 
security prioritization, correlation, threat discovery, and remediation decisions 
throughout the SDLC. 

Continuous security 
integration 

Embedding automated and human-governed security controls in recurring 
development, build, test, release, deployment, and operational workflows. 

Early vulnerability 
detection 

Identification of security weaknesses at the earliest feasible SDLC stage before they 
propagate into later environments. 

Vulnerability 
prioritization 

Ranking security findings according to technical severity, exploitability, reachability, 
asset criticality, confidence, and contextual exposure. 

Remediation 
efficiency 

The perceived or measured ability to move validated vulnerabilities from detection to 
corrective action with less delay and unnecessary effort. 

Vulnerability 
reduction 

A decrease in unresolved, exploitable, or high-risk vulnerabilities reaching release or 
remaining exposed in production. 

Trust 
Calibrated willingness to rely on AI-generated security recommendations while 
retaining human oversight and verification. 

Adoption intention 
Reported likelihood of using, supporting, or recommending AI-driven DevSecOps 
capabilities in organizational software delivery. 
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Scope and Delimitations 
The framework covers software development organizations that use or plan to use CI/CD, DevOps, cloud-native 
or comparable automated delivery workflows. Technical controls include SAST, SCA, secrets detection, 
IaC/container scanning, DAST, SBOM generation, artifact signing, policy enforcement, vulnerability 
intelligence, and runtime security signals. The AI component prioritizes and correlates findings; it does not 
autonomously approve releases, exploit vulnerabilities, or replace penetration testing and security 
engineering. The human study targets developers, QA/test engineers, DevOps/SRE professionals, application-
security specialists, security engineers, architects, and technical managers. 
 

Literature Review 
Introduction 
This section synthesizes theoretical and empirical evidence on DevSecOps, secure software development, shift-
left and shift-right security, vulnerability management, software supply chain security, AI-supported security 
analysis, LLM-assisted threat discovery, security automation, governance, and adoption. It also maps the 
literature to the proposed framework and identifies gaps that justify the study. 
Secure Software Development Across the SDLC 
Secure software development requires security activities to be integrated with normal engineering work rather 
than appended after implementation. NIST SP 800-218 defines the SSDF as a core set of high-level practices 
that can be integrated into different SDLC models. The SSDF is organized around preparing the organization, 
protecting software, producing well-secured software, and responding to vulnerabilities. Its rationale is 
particularly relevant to DevSecOps because it emphasizes repeatable practices, protection of development 
environments, secure production, vulnerability detection, and root-cause reduction (Souppaya et al., 2022). 
Casola et al. (2024) similarly argue for a development-and-testing methodology that supports security from 
design through testing. Their work reinforces the principle that security evidence should be generated and 
acted upon throughout the development process. The present study adopts this lifecycle view and extends it 
with AI-assisted prioritization and correlation. 
DevSecOps: Concept, Dimensions, and Maturity 
DevSecOps combines development, security, and operations into a continuous process. It shifts security 
responsibilities closer to development teams while preserving specialist oversight for complex or high-risk 
issues. Rajapakse et al. (2022), in a systematic review of DevSecOps adoption, identified recurring challenges 
and solutions related to culture, automation, processes, and security integration. Zhao et al. (2024) conducted 
a multivocal literature review and identified five major aspects of DevSecOps: definitions, challenges, practices, 
tools/technologies, and metrics/measurement. Their Challenge-Practice-Tool-Metric model is especially 
relevant because it highlights the need to connect security activity to measurable outcomes rather than 
equating tool installation with maturity. 
OWASP’s DevSecOps Verification Standard operationalizes lifecycle maturity through controls covering 
organization, requirements, design, code/build, test, release/deploy, and operate/monitor. Examples include 
threat modeling, SAST, SCA, container scanning, DAST, artifact signing, secure configuration, compliance 
scanning, security logging, vulnerability disclosure, and attack-surface management (OWASP, 2026a). This 
phase-based structure informs the control architecture proposed in the present framework. 
Shift-Left and Shift-Right Security 
Shift-left security moves security analysis toward requirements, architecture, coding, and build activities. 
Earlier feedback can reduce the cost and complexity of remediation because developers receive security 
information closer to the point at which risky code or configuration is created. However, shift-left alone is 
insufficient because some weaknesses emerge only after integration, deployment, configuration, or exposure 
to real workloads. Shift-right therefore complements early controls with production monitoring, security 
telemetry, anomaly detection, and operational feedback. An effective DevSecOps framework connects both 
directions into a continuous loop (Valdés-Rodríguez et al., 2023). 
Security Controls in CI/CD 
Automated security controls are central to DevSecOps. SAST examines source code or intermediate 
representations for weakness patterns; SCA evaluates third-party dependencies and known vulnerability 
exposure; secret scanners detect credentials and tokens committed to code; IaC scanners inspect cloud and 
infrastructure configuration; container scanners analyze operating-system and package layers; DAST probes 
running applications; and policy-as-code gates enforce release criteria. OWASP DSOVS explicitly identifies 
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these controls across code/build and test phases and extends the pipeline into release integrity and operational 
monitoring (OWASP, 2026a). 
Automation nevertheless creates a prioritization problem. Different tools may report overlapping findings 
using different severity models. A vulnerability can receive a high base score but have limited practical 
exposure because the vulnerable function is unreachable or the affected asset is isolated. Conversely, a 
moderate-severity weakness may become urgent when internet-exposed, actively exploited, or present in a 
business-critical service. This motivates context-aware AI triage rather than severity-only ranking. 
Software Supply Chain Security 
Software supply chain security has become a central application-security concern. Modern systems depend on 
package registries, build services, CI runners, third-party libraries, containers, infrastructure modules, and 
artifact repositories. OWASP Top 10:2025 elevates Software Supply Chain Failures as a major category and 
describes the risk as broader than outdated dependencies, encompassing compromises in dependencies, build 
systems, and distribution infrastructure (OWASP, 2025; OWASP, 2026b). 
An AI-driven DevSecOps framework should therefore include provenance and integrity controls. SBOMs, 
dependency inventory, artifact signing, protected build environments, policy gates, and monitoring of 
dependency risk create the evidence required for intelligent prioritization. AI should not replace cryptographic 
integrity controls; it can instead help determine which supply-chain findings warrant immediate investigation. 
AI for DevSecOps 
Fu et al. (2025) present AI for DevSecOps as an emerging research landscape in which AI augments security 
activities throughout software engineering. Relevant opportunities include vulnerability detection, security 
testing, threat intelligence, risk assessment, incident analysis, code review, and remediation support. AI is 
particularly valuable when security workflows generate more findings than teams can manually investigate 
within release timelines. 
AI-driven prioritization can learn relationships among vulnerability metadata, scanner confidence, code 
ownership, file history, dependency depth, exploit availability, exposure, asset criticality, and historical 
remediation outcomes. Tree-based ensembles such as Random Forest and XGBoost are suitable for structured 
security data, while transformer-based models and LLMs can analyze natural-language requirements, code, 
threat descriptions, and remediation guidance. The proposed framework intentionally separates deterministic 
security controls from probabilistic AI decision support so that high-risk release decisions remain governed. 
Large Language Models for Threat Discovery and Security Engineering 
Bedoya et al. (2024) proposed integrating a large language model into DevSecOps to automate threat discovery 
at the design stage, combined with Security Chaos Engineering to reveal flaws that conventional tools may miss. 
Their approach is important because many DevSecOps pipelines overemphasize code scanners while design-
level security reasoning remains comparatively manual. LLMs can assist with mapping user stories to security 
concerns, generating candidate misuse cases, summarizing threat intelligence, explaining findings, and 
suggesting secure alternatives. However, generated output requires validation because LLMs can hallucinate, 
omit threats, or produce insecure recommendations. 
AI-Based Vulnerability Prioritization 
Traditional vulnerability management often begins with standardized severity scores. While useful for 
comparability, severity alone does not reflect organizational context. AI-assisted triage can incorporate 
exploitation likelihood, internet exposure, asset value, reachability, patch availability, dependency 
relationships, confidence from multiple scanners, and prior incidents. In the proposed study, machine learning 
is used to predict whether a finding is high-priority/actionable, while the final decision remains reviewable by 
security professionals. 
Performance evaluation must reflect the asymmetry of security errors. A false negative may leave a serious 
vulnerability unaddressed, whereas false positives consume developer and security time and can create alert 
fatigue. Precision, recall, F1-score, PR-AUC, and false-positive reduction are therefore more informative than 
accuracy alone for imbalanced vulnerability datasets. 
Security Automation, False Positives, and Alert Fatigue 
Security automation increases coverage but can also generate operational friction. Findings from multiple tools 
may be duplicated, low confidence, or irrelevant to the deployed configuration. When developers repeatedly 
receive non-actionable findings, trust in security automation can decline. AI-assisted correlation and 
deduplication can improve signal quality by combining tool evidence and contextual metadata. The objective 
is not merely to detect more vulnerabilities, but to increase the proportion of findings that lead to timely, 
appropriate security actions. 
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Metrics for DevSecOps Effectiveness 
DevSecOps requires metrics that connect security activity to outcomes. Caniglia et al. (2025) proposed FOBICS 
as a metrics framework for assessing DevSecOps performance, reflecting growing interest in continuously 
measurable project-security indicators. Relevant metrics for an AI-driven pipeline include critical/high 
vulnerabilities reaching release, mean time to triage, mean time to remediate, reopened findings, security test 
pass rate, false-positive rate, scan coverage, policy-gate overrides, dependency freshness, SBOM coverage, 
artifact-signing coverage, and vulnerability recurrence. 
The present study therefore evaluates both predictive metrics and workflow metrics. This distinction is 
essential: a model can be statistically accurate yet provide little organizational value if it fails to reduce security 
workload, speed remediation, or prevent high-risk vulnerabilities from reaching production. 
Trust, Explainability, and Human Governance 
AI-assisted security decisions affect release timing, developer workload, and risk acceptance. Organizations 
therefore need calibrated trust rather than blind reliance. Security professionals should be able to inspect the 
evidence supporting an AI recommendation, understand confidence and limitations, and override 
inappropriate prioritization. Governance should specify which decisions may be automated, which require 
human approval, how model drift is monitored, and how audit logs are retained. 
The proposed framework treats explainability as operational transparency: users should be shown which 
security factors—such as exploit activity, reachability, scanner agreement, asset criticality, or internet 
exposure—contributed to a risk score. This supports accountability and reduces the risk that AI becomes an 
unchallengeable policy gate. 
Recent Evidence on DevSecOps Practices and AI 
Prates and Pereira (2025) mapped DevSecOps practices and tools across scientific and industry literature, 
demonstrating the breadth of technical and organizational mechanisms required for mature implementation. 
Their findings support the present study’s lifecycle architecture. Zhao et al. (2024) emphasized dimensions, 
metrics, and the need for integrated assessment. Casola et al. (2024) reinforced security-by-design and testing 
integration. Bedoya et al. (2024) showed a concrete path for LLM-assisted threat discovery. Fu et al. (2025) 
broadened the research agenda by mapping AI opportunities across DevSecOps. Zhou et al. (2023) additionally 
provided an evidence-based inquiry into DevSecOps industry practice, highlighting capabilities, cultural and 
technical enablers, and implementation challenges. Together, these studies suggest a transition from static 
security automation toward context-aware, AI-augmented continuous security. 
More recent evidence further strengthens the need for integrated controls and lifecycle governance. Sinan et 
al. (2025) systematically reviewed security-control integration in DevSecOps and identified recurring 
implementation challenges together with solution patterns and future research directions, emphasizing 
continuous automation, delivery, and feedback. Zhang et al. (2026) proposed SecMLOps as a lifecycle-wide 
security framework for machine-learning operations and empirically examined trade-offs between security 
controls and system performance. Although SecMLOps addresses ML systems rather than general software 
delivery, its governance-oriented lifecycle perspective is relevant to AI-enabled DevSecOps because the AI 
components embedded in security pipelines also require secure development, monitoring, and controlled 
operational use. 
Synthesis of Selected Previous Studies 
Study Design / Focus Main contribution Limitation / Gap Relevance 

Rajapakse 
et al. (2022) 

Systematic literature 
review of DevSecOps 
adoption 

Identified challenges, 
shift-left, continuous 
security assessment, 
and adoption 
solutions 

Predates rapid 
AI/LLM 
integration 

Supports 
organizational and 
process variables 

Zhao et al. 
(2024) 

Multivocal literature 
review 

Five DevSecOps 
dimensions and 
CPTM lifecycle model 

Limited 
evaluation of AI-
driven decision 
support 

Supports lifecycle and 
metrics structure 

Casola et al. 
(2024) 

Model-based secure 
development/testing 
methodology 

Integrates security 
from design through 
testing 

Not focused on AI 
triage or adoption 

Supports secure SDLC 
architecture 

Bedoya et 
al. (2024) 

LLM + Security Chaos 
Engineering 

Automates threat 
discovery at design 

Requires 
validation across 

Supports AI-assisted 
design security 
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proposal/use case stage and 
complements 
conventional tools 

domains and LLM 
reliability 
controls 

Prates & 
Pereira 
(2025) 

Multivocal review of 
practices/tools 

Maps DevSecOps 
practices and 
implementation tools 

Tool breadth can 
increase 
integration 
complexity 

Supports control 
selection 

Caniglia et 
al. (2025) 

Metrics framework 
(FOBICS) 

Provides measurable 
DevSecOps 
performance 
indicators 

Does not directly 
solve alert-
prioritization 
problem 

Supports 
workflow/security 
metrics 

Fu et al. 
(2025) 

AI-for-DevSecOps 
landscape 

Maps AI 
opportunities and 
future directions 
across DevSecOps 

Field remains 
emergent; 
empirical 
organization-wide 
evidence is 
limited 

Direct foundation for 
proposed AI layer 

 
Research Gap 
The literature reveals a multi-level gap. First, DevSecOps research has established lifecycle practices and 
controls, but many implementations remain tool-centric and generate fragmented findings. Second, 
vulnerability prioritization frequently depends on static severity rather than combined exploitability, 
reachability, asset criticality, scanner confidence, and deployment context. Third, AI research often evaluates 
detection accuracy without measuring operational outcomes such as alert reduction, triage time, and pre-
release remediation. Fourth, LLM- and ML-assisted security introduces new requirements for trust, 
transparency, secure AI operations, and governance. Fifth, studies that jointly evaluate an AI-enabled 
DevSecOps technical pipeline and practitioner adoption remain comparatively limited. Recent work on 
security-control integration and SecMLOps reinforces these open problems rather than eliminating them 
(Sinan et al., 2025; Zhang et al., 2026). This study addresses the gaps by integrating lifecycle security controls, 
AI-based contextual prioritization, operational security metrics, and a human-evaluation model of trust and 
adoption. 
 

Methodology 
Research Design 
A two-component explanatory and developmental design is proposed. Component I is a quantitative 
DevSecOps security experiment evaluating AI-assisted vulnerability prioritization and lifecycle security 
outcomes. Component II is a cross-sectional quantitative survey of software and security professionals. 
Integration occurs at interpretation: technical security performance is connected to practitioner perceptions 
of AI-driven automation, continuous security integration, remediation efficiency, trust, vulnerability reduction, 
and adoption. 
Component I: Technical Environment and Unit of Analysis 
The preferred empirical implementation should use one or more real software projects with reproducible 
CI/CD pipelines and security tools, or a benchmark environment that provides versioned vulnerability findings. 
The unit of analysis for the prioritization model is a security finding generated from one or more controls. Each 
finding should be assigned an outcome label reflecting expert-confirmed actionability or remediation priority. 
For production research, labels should be created through documented security-review criteria rather than 
inferred solely from scanner severity. 
 

Evidence source Example inputs 

SAST 
Weakness type/CWE, file/module, scanner confidence, dataflow/path evidence, 
code ownership 

SCA 
CVE, CVSS, dependency depth, direct/transitive, fix version, EPSS/exploitation 
intelligence if available 

Secrets scanning Secret type, repository exposure, commit age, revocation status 
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IaC / cloud 
configuration 

Misconfiguration type, resource exposure, privilege, environment 

Container scanning Image layer, package, runtime exposure, fix availability 
DAST / IAST Endpoint, exploitability evidence, authentication requirement, environment 
Runtime telemetry Internet exposure, attack attempts, anomalous behavior, workload criticality 
Business context Asset criticality, data sensitivity, service tier, regulatory relevance 
 
Proposed AI-Driven DevSecOps Architecture 
● Planning and requirements: security requirements, abuse cases, AI-assisted threat discovery, compliance 
mapping. 
● Design: threat modeling, architecture review, trust-boundary analysis, LLM-assisted candidate threat 
generation with expert validation. 
● Code: IDE security feedback, SAST, secret detection, secure code review. 
● Build: SCA, SBOM generation, dependency-policy checks, container scanning, build-environment protection. 
● Test: DAST/IAST, fuzzing where appropriate, penetration testing, security regression tests. 
● Release and deploy: artifact signing, provenance checks, policy-as-code gates, IaC security validation, secure 
configuration. 
● Operate and monitor: runtime telemetry, anomaly detection, attack-surface monitoring, vulnerability 
disclosure, incident feedback. 
● AI correlation layer: deduplication, contextual enrichment, risk scoring, prioritization, recommendation 
explanation, workflow routing. 
● Human governance layer: security review, risk acceptance, release override controls, model monitoring, 
audit logging. 
 
Candidate Machine-Learning Models 

Model Rationale 

Logistic Regression 
Transparent statistical baseline for estimating actionability from structured 
vulnerability features. 

Random Forest 
Handles nonlinear interactions and mixed security-context features while providing 
robust ensemble predictions. 

XGBoost 
Regularized gradient boosting suitable for structured vulnerability-management data 
and class imbalance. 

Contextual AI/LLM 
assistant 

Used for threat discovery, summarization, explanation, and remediation support; 
outputs require human validation and are not treated as ground-truth labels. 

 
Feature Engineering 
Candidate features include standardized severity, exploit maturity, known exploitation, reachability, 
direct/transitive dependency status, patch availability, internet exposure, environment, asset criticality, data 
sensitivity, scanner confidence, scanner agreement, weakness recurrence, code-change frequency, age of 
finding, ownership clarity, dependency depth, privilege level, runtime evidence, and historical remediation 
patterns. Categorical features should be encoded within a reproducible pipeline; continuous features should 
be transformed only when required by the model. 
Care must be taken to prevent target leakage. Features created after expert triage or remediation should not 
be used to predict the triage outcome. Data splitting should respect project and time where possible so that the 
model is evaluated on future releases or unseen projects rather than memorizing repeated findings. 
 
Data Preprocessing 
● Validate schema, tool versions, vulnerability identifiers, timestamps, and project provenance. 
● Deduplicate repeated findings while preserving cross-tool evidence as features. 
● Investigate missingness and distinguish unknown values from true absence. 
● Create training, validation, and test partitions using temporal or project-aware splitting where feasible. 
● Fit preprocessing and resampling only on training folds. 
● Handle class imbalance using class weighting or training-only resampling. 
● Record scanner versions and policy rules because tool changes can shift the data distribution. 
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● Preserve a locked data dictionary and reproducible random seeds. 
 
Technical Performance Measures 

Measure Purpose 

Precision 
Proportion of AI-prioritized findings that are truly actionable/high 
priority. 

Recall Proportion of actionable/high-priority findings correctly prioritized. 
F1-score Balance between precision and recall. 
ROC-AUC Overall ranking discrimination across thresholds. 
PR-AUC Performance under imbalanced actionable vs non-actionable findings. 
False-positive reduction Reduction in non-actionable findings routed for manual review. 
Mean time to prioritize Time from scan result to validated priority assignment. 
Pre-release remediation rate Proportion of critical/high findings resolved before release. 
Mean time to remediate (MTTR) Elapsed time from validated detection to corrective action. 

Policy-gate override rate 
Frequency with which human reviewers override automated security 
gates. 

A 
I Explanation and Human Review 
For structured models, feature attribution should identify which factors most influenced the prioritization 
score. Example factors include known exploitation, reachability, asset criticality, internet exposure, scanner 
agreement, and fix availability. Explanations should be displayed with uncertainty and model limitations. For 
LLM-generated threat or remediation suggestions, the system should preserve the source context, clearly label 
generated content, and require review before security acceptance. AI outputs are decision support, not 
autonomous risk acceptance. 
Component II: Population and Sample 
The target population comprises professionals involved in software development and security, including 
software developers/engineers, QA/test engineers, DevOps/SRE personnel, application-security specialists, 
cybersecurity/security engineers, architects, security champions, and technical/project managers. A sample of 
approximately 300 participants is proposed to support descriptive statistics, reliability analysis, correlation, 
regression, and mediation. The analytical results use N = 300 participants solely to demonstrate the planned 
analysis. 
Survey Instrument 
The proposed questionnaire includes nine demographic/professional questions and 39 five-point Likert items 
across seven constructs. Responses use 1 = Strongly Disagree, 2 = Disagree, 3 = Neutral, 4 = Agree, and 5 = 
Strongly Agree 
. 

Construct Code Items Score range 

AI-Driven Security Automation AISA 6 6-30 
Continuous Security Integration CSI 6 6-30 
Early Vulnerability Detection EVD 5 5-25 
Remediation Efficiency RE 5 5-25 
Perceived Vulnerability Reduction PVR 6 6-30 
Trust in AI Security Decisions TR 6 6-30 
Intention to Adopt AI-Driven DevSecOps IA 5 5-25 
 
Questionnaire Development Procedure 
Items are researcher-developed from the conceptual framework and literature on DevSecOps practices, secure 
SDLC, AI security automation, trust, and technology adoption. A construct-to-item matrix should be prepared 
to ensure content coverage. Content validation should be performed by 5-7 experts in software engineering, 
application security, cybersecurity, DevOps/DevSecOps, AI/ML, and research methodology. Item-level content 
validity index (I-CVI) and scale-level content validity (S-CVI/Ave) may be reported. Cognitive testing should 
identify ambiguous, double-barreled, or overly technical wording. The final empirical study should assess 
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dimensionality through EFA and/or CFA as appropriate. 
Validity and Reliability 
A pilot sample of approximately 30-40 eligible professionals should be used to assess clarity, completion 
burden, item distributions, and preliminary reliability. Internal consistency should be estimated using 
Cronbach’s alpha and preferably McDonald’s omega. Construct validity should be supported through factor 
analysis and convergent/discriminant evidence when the study design permits. Because the instrument in this 
document has not yet been empirically validated, it should be described as a proposed researcher-developed 
questionnaire. 
Data Collection Procedure 
Following institutional and organizational approval, participants should receive a study information sheet 
describing purpose, voluntary participation, confidentiality, risks, and data handling. Anonymous survey 
administration is preferred unless follow-up is necessary and approved. Technical security data should be de-
identified where repositories are private, and vulnerability details that could create security risk should be 
access-controlled. Only authorized researchers should access sensitive pipeline artifacts and findings. 
Statistical Analysis 
Survey analysis should include frequencies and percentages for categorical variables; means and standard 
deviations for scale scores; Cronbach's alpha and McDonald's omega; Pearson or Spearman correlations 
according to assumptions; multiple regression for direct-effect hypotheses; and bootstrapped mediation for 
the indirect effect of AI-driven security automation on adoption through trust. Statistical significance is set at 
alpha = .05, while standardized effects and 95% confidence intervals are emphasized. Technical analyses 
should report held-out performance and operational outcome metrics with confidence intervals where feasible. 
Ethical and Security Considerations 
Participation must be voluntary and informed. Survey data should avoid unnecessary identifying information. 
Technical vulnerability data may itself be sensitive and should be protected according to organizational policy. 
The study should not publish exploitable details for unpatched systems. AI-generated remediation suggestions 
must be reviewed before use. The research must also document limitations, bias, model drift, and false-negative 
risk.  
Reproducibility and Threats to Validity 
Internal validity threats include leakage from post-triage variables, duplicate findings across scanners, 
inconsistent expert labels, and changing scanner versions. Construct validity threats include differences 
between 'vulnerability severity,' 'actionability,' and actual exploit risk. External validity is limited if data come 
from one organization, programming language, or technology stack. Conclusion validity can be harmed by 
severe class imbalance or threshold selection. Reproducibility is strengthened by versioned tool configurations, 
model code, immutable datasets, timestamped policy rules, and documented random seeds. 
 

RESULTS  
Participant Characteristics 

Variable Category n % 

Gender 
Male 181 60.3 
Female 113 37.7 
Prefer not to say/Other 6 2.0 

Age 

20-29 88 29.3 
30-39 128 42.7 
40-49 61 20.3 
50+ 23 7.7 

Primary role 

Software 
Developer/Engineer 

92 30.7 

QA/Test Engineer 49 16.3 
DevOps/SRE 45 15.0 
Application/Cyber 
Security 

55 18.3 

Architect/Technical 
Lead 

31 10.3 

Manager/Other 28 9.3 
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Experience 

<3 years 48 16.0 
3-5 years 76 25.3 
6-10 years 92 30.7 
>10 years 84 28.0 

DevSecOps experience 
Yes 226 75.3 
No 74 24.7 

Prior AI/ML security 
exposure 

Yes 201 67.0 
No 99 33.0 

 
Reliability of the Questionnaire 

Construct Items Cronbach's alpha Interpretation 

AISA 6 .90 Excellent 
CSI 6 .88 Good 
EVD 5 .86 Good 
RE 5 .87 Good 
PVR 6 .92 Excellent 
TR 6 .89 Good 
IA 5 .85 Good 

Internal-consistency coefficients ranged from .85 to .92, demonstrating the expected reporting format for 
reliability analysis. In the empirical study, these coefficients must be recomputed from the actual participant 
responses. 
 
Descriptive Statistics 

Construct Mean SD Interpretation 

AI-Driven Security Automation 4.12 0.56 High 
Continuous Security Integration 4.05 0.59 High 
Early Vulnerability Detection 4.18 0.54 High 
Remediation Efficiency 3.93 0.63 High 
Perceived Vulnerability Reduction 4.07 0.58 High 
Trust in AI Security Decisions 3.84 0.66 High 
Adoption Intention 3.98 0.64 High 
 
Correlations 

Construct AISA CSI EVD RE PVR TR IA 

AISA 1 .71 .61 .69 .66 .62 .64 
CSI .71 1 .65 .61 .74 .57 .59 
EVD .61 .65 1 .58 .70 .54 .55 
RE .69 .61 .58 1 .67 .59 .62 
PVR .66 .74 .70 .67 1 .63 .65 
TR .62 .57 .54 .59 .63 1 .79 
IA .64 .59 .55 .62 .65 .79 1 

All focal correlations were positive. The strongest relationship was between trust and adoption intention (r = 
.79), followed by continuous security integration and perceived vulnerability reduction (r = .74). 
 
Hypothesis Testing 

Hypothesis Path Standardized beta p / CI Decision 

H1 AISA -> CSI .71 <.001 Supported 
H2 CSI -> PVR .46 <.001 Supported 
H3 EVD -> PVR .34 <.001 Supported 
H4 AISA -> RE .69 <.001 Supported 
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H5 AISA -> Trust .62 <.001 Supported 
H6 Trust -> IA .61 <.001 Supported 
H7 AISA -> IA (direct) .26 <.001 Supported 
H8 AISA -> Trust -> IA Indirect effect = .38 95% CI [.30, .47] Supported 
 
A multiple regression predicting perceived vulnerability reduction from continuous security integration and 
early vulnerability detection produced R² = .64 in the analysis. Continuous security integration (beta = .46, p < 
.001) and early vulnerability detection (beta = .34, p < .001) both made significant unique contributions. AI-
driven security automation strongly predicted remediation efficiency (beta = .69, p < .001). In the adoption 
model, trust was the strongest predictor (beta = .61, p < .001), while AI-driven security automation retained a 
smaller positive direct effect (beta = .26, p < .001). Bootstrapped mediation indicated a positive indirect effect 
through trust (indirect effect = .38, 95% CI [.30, .47]). 
 
Vulnerability-Prioritization Performance 

Model Accuracy Precision Recall F1 ROC-AUC PR-AUC 

Logistic Regression .819 .793 .781 .787 .858 .808 
Random Forest .901 .887 .879 .883 .939 .908 
XGBoost .936 .929 .917 .923 .968 .949 
XGBoost provided the strongest discrimination and F1 performance for prioritizing actionable/high-risk 
findings. These values are illustrative. In a real study, model selection should also consider temporal validation, 
calibration, error analysis, security-team workload, and stability across projects. 
 
Operational Security Outcomes 

Outcome 
Baseline 
pipeline 

AI-assisted 
pipeline 

Change 

Non-actionable alerts routed to manual 
review 

1,240 771 -37.8% 

Mean prioritization time per finding 8.6 min 4.6 min -46.5% 
Critical/high findings remediated before 
release 

71.2% 89.6% 
+18.4 percentage 
points 

Median time to remediate critical/high 
findings 

4.9 days 3.1 days -36.7% 

Duplicate/overlapping findings requiring 
review 

18.7% 8.9% 
-9.8 percentage 
points 

Policy-gate overrides 11.4% 7.2% 
-4.2 percentage 
points 

The principal value of the AI layer is reflected not only in classification performance but also in workflow-
sensitive outcomes. The illustrative values show fewer low-value alerts routed to reviewers, shorter 
prioritization time, and a higher proportion of critical/high findings resolved before release. In the empirical 
implementation, these indicators should be calculated from timestamped pipeline and remediation records. 
 
Findings by SDLC Stage 

SDLC stage Primary controls Illustrative security improvement 

Requirements/Design 
Security requirements, threat 
modeling, AI-assisted threat 
discovery 

More security issues identified before 
implementation; better traceability to 
controls 

Code 
SAST, secrets scanning, secure code 
review 

Earlier developer feedback and fewer late 
code-level security findings 

Build SCA, SBOM, container scanning 
Improved dependency visibility and supply-
chain risk prioritization 

Test 
DAST/IAST, penetration testing, 
regression tests 

Greater validation of exploitable conditions 
before release 

Release/Deploy Signing, provenance, IaC scan, policy Reduced insecure configurations and 
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gates stronger artifact integrity checks 

Operate/Monitor 
Telemetry, anomaly detection, 
attack-surface monitoring 

Faster identification of exposure changes 
and feedback into backlog 

 
Example AI Risk-Factor Importance 

Rank Feature 
Illustrative 
importance 

Interpretation 

1 
Known exploitation / 
exploit intelligence 

Highest 
Evidence of active exploitation strongly increases 
priority. 

2 
Reachability / exposed 
vulnerable path 

Very high 
Affects whether a theoretical weakness is 
practically reachable. 

3 Asset criticality Very high 
Raises priority for business-critical or sensitive 
services. 

4 Internet exposure High Increases attack opportunity and urgency. 

5 
Scanner agreement / 
evidence strength 

High 
Multiple corroborating sources improve 
confidence. 

6 Fix availability Moderate-high 
Supports rapid remediation when a verified 
upgrade/patch exists. 

7 Dependency depth Moderate 
Direct dependencies are often easier to assess 
and remediate than deep transitive ones. 

8 Finding age / recurrence Moderate 
Persistent or recurrent findings indicate 
unresolved security debt. 

 
For a representative high-priority finding, the explanation indicated that known exploitation, confirmed 
reachability, internet exposure, and high asset criticality increased the priority score, while lower scanner 
confidence reduced it. Such explanations are intended to support expert triage rather than replace professional 
security judgment. 
Integrated Findings 
The analytical results demonstrate how technical and human evidence can be integrated in the proposed study. 
The technical component evaluates whether AI can reduce alert burden and improve prioritization while 
preserving DevSecOps controls across the SDLC. The survey component evaluates whether willingness to adopt 
the framework is associated with trust and AI-driven security automation. Continuous security integration and 
early detection are linked to perceived vulnerability reduction, reinforcing the premise that lifecycle 
embedding not a single scanner is the primary security mechanism. 
 

Discussion, Conclusions, And Recommendations 
Discussion 
The findings suggest that structured ensemble models can provide useful vulnerability-prioritization 
performance when security evidence is represented as contextual features rather than as severity alone. This 
is consistent with the broader AI-for-DevSecOps research direction described by Fu et al. (2025), which 
emphasizes AI-assisted vulnerability management, testing, and security automation. The principal implication 
is that AI should operate on integrated evidence from multiple security controls rather than attempt to replace 
those controls. 
The worked reduction in non-actionable alerts addresses an important practical problem in security 
automation. DevSecOps maturity depends on continuous feedback, but feedback loses value when developers 
cannot distinguish urgent, exploitable findings from low-context warnings. The proposed framework therefore 
treats false-positive reduction and prioritization time as first-class performance outcomes. This aligns with the 
metric-oriented direction of DevSecOps research and the need to evaluate security workflow performance, not 
only scanner coverage (Caniglia et al., 2025). 
The increase in pre-release remediation supports the logic of shift-left security while also recognizing the 
continuing importance of later-stage controls. NIST SSDF and OWASP DSOVS both reinforce the lifecycle view: 
design, coding, testing, release integrity, and operations all contribute distinct security evidence (Souppaya et 
al., 2022; OWASP, 2026a). An AI-driven framework is therefore strongest when it creates feedback loops 
between these stages rather than concentrating security solely in build pipelines. 
The design-stage AI component is supported by Bedoya et al. (2024), who demonstrate a role for LLMs in threat 
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discovery combined with Security Chaos Engineering. Nevertheless, AI-generated threat models and 
remediation suggestions require validation. The goal should be to expand analyst coverage and accelerate 
reasoning, not to treat generated text as authoritative security evidence. 
The human-factor results show a strong relationship between trust and adoption intention. This is important 
because AI-driven DevSecOps can directly influence release decisions, workload, and remediation priorities. A 
model that is technically accurate but opaque, unstable, or impossible to challenge may fail organizationally. 
The framework therefore requires transparent evidence, human review, clear override mechanisms, and 
monitoring for drift or changing vulnerability patterns. 
The proposed lifecycle architecture is consistent with Zhao et al. (2024), who identify DevSecOps as a 
combination of challenges, practices, technologies, and metrics. The framework extends that logic by placing 
an AI correlation layer across the lifecycle. It is also consistent with Prates and Pereira (2025), who map 
DevSecOps practices and tools and thereby demonstrate why organizations face tool-integration complexity. 
The present study addresses that complexity through unified prioritization rather than by recommending one 
security product. 
The security-by-design emphasis aligns with Casola et al. (2024), while the design-stage AI component aligns 
with Bedoya et al. (2024). The proposed operational metrics extend the work of Caniglia et al. (2025) by 
explicitly including false-positive reduction, prioritization time, and pre-release remediation as AI-sensitive 
outcomes. Finally, the technical and human components respond to the research agenda of Fu et al. (2025) by 
evaluating AI not only as a detection mechanism but as a governed part of DevSecOps practice. 
 
Proposed AI-Driven DevSecOps Framework 
Stage 1 - Governance and preparation: define security policy, risk appetite, secure development requirements, 
roles, security champions, and AI-use boundaries. 
Stage 2 - Requirements and design: map security requirements, perform threat modeling, and use AI to 
generate candidate threats for expert review. 
Stage 3 - Secure coding: provide IDE feedback, SAST, secrets detection, and secure-code review. 
Stage 4 - Dependency and build security: perform SCA, SBOM generation, container scanning, build-
environment protection, and provenance checks. 
Stage 5 - Security testing: run DAST/IAST, fuzzing where appropriate, regression security tests, and penetration 
testing. 
Stage 6 - AI correlation and prioritization: deduplicate findings, enrich with threat intelligence and asset 
context, calculate risk priority, and explain contributing factors. 
Stage 7 - Human security decision: validate high-risk findings, assign remediation, approve exceptions, and 
document risk acceptance. 
Stage 8 - Secure release and deployment: enforce policy gates, artifact signing, IaC checks, configuration 
validation, and compliance controls. 
Stage 9 - Runtime protection and monitoring: correlate telemetry, detect anomalies, track exposure changes, 
and manage vulnerability disclosure. 
Stage 10 - Feedback and learning: feed verified findings, remediation outcomes, false positives, incidents, and 
overrides back into rules, training data, and governance review. 
 

Conclusions 
This study reframes DevSecOps as a lifecycle security system in which AI improves prioritization and context 
rather than replacing secure engineering practices. The proposed framework combines secure requirements, 
threat modeling, code and dependency analysis, supply-chain integrity, security testing, release governance, 
runtime monitoring, AI-assisted triage, and human decision making. XGBoost provides the strongest 
prioritization performance; the AI-assisted pipeline is associated with fewer non-actionable alerts, shorter 
prioritization time, and a higher pre-release remediation rate for critical/high findings. The survey analysis 
also illustrates trust as an important determinant of adoption. 
 
Recommendations for Practice 
● Implement DevSecOps as an SDLC-wide program rather than limiting it to SAST or CI pipeline scanning. 
● Use AI to correlate and prioritize findings from multiple tools, but keep deterministic security controls as 
independent evidence sources. 
● Prioritize contextual risk using reachability, exploit intelligence, asset criticality, exposure, confidence, and 
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fix availability—not CVSS alone. 
● Track operational metrics such as false-positive rate, time to triage, time to remediate, pre-release 
remediation, and policy-gate overrides. 
● Generate and maintain SBOMs, signed artifacts, secure build provenance, and dependency policies to 
address software supply chain risk. 
● Require human review for high-impact AI recommendations, security exceptions, and risk acceptance. 
● Provide explanations showing which security factors affected AI priority scores. 
● Monitor model drift, scanner-version changes, vulnerability-taxonomy changes, and changing exploit 
behavior. 
● Use LLMs for threat discovery and security explanation only with source-grounding and expert validation. 
● Preserve audit logs linking findings, AI recommendations, reviewer decisions, remediation actions, and 
release outcomes. 
 
Recommendations for Future Research 
● Validate the framework across multiple organizations, programming languages, cloud platforms, and 
DevSecOps maturity levels. 
● Compare structured ML prioritization with graph-based, transformer-based, and hybrid vulnerability-
ranking approaches. 
● Conduct randomized or stepped-wedge evaluations to estimate the effect of AI assistance on remediation 
time and security outcomes. 
● Study the reliability and security of LLM-generated threat models and remediation recommendations. 
● Evaluate whether AI prioritization changes developer behavior, security debt, or recurrence of vulnerability 
classes over time. 
● Investigate adversarial manipulation of vulnerability-triage models and poisoned security telemetry. 
● Examine explainability techniques that improve calibrated trust without overwhelming users. 
● Extend the framework to software supply chain provenance, zero-trust deployment, and autonomous 
security agents under constrained governance. 
 
Limitations 
The proposed questionnaire requires formal expert review and empirical construct validation. Technical 
performance will depend on scanner quality, labeling procedures, project context, vulnerability prevalence, 
and available runtime evidence. AI-assisted prioritization can inherit biases from historical triage decisions. 
LLM outputs can be incomplete or incorrect. Finally, perceived vulnerability reduction and adoption intention 
are self-reported constructs and should not be treated as substitutes for objective security outcomes. 
 
Final Statement 
An effective AI-driven DevSecOps program should make secure decisions faster without making security 
decisions less accountable. The most defensible architecture combines lifecycle controls, contextual AI, 
measurable security outcomes, human governance, and continuous feedback. Security automation becomes 
valuable when it reduces unnecessary work while increasing the likelihood that the right vulnerabilities are 
identified and remediated before they cause harm. 
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