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  ABSTRACT 
Zero-day malware poses a significant and continuously evolving cybersecurity threat because it exploits previously unknown 
vulnerabilities and employs sophisticated evasion techniques that can bypass conventional signature-based antivirus and rule-
driven detection mechanisms. The inability of traditional approaches to identify previously unseen malware variants highlights 
the need for intelligent detection frameworks capable of learning complex behavioral and memory-level characteristics without 
relying exclusively on known signatures. To address this challenge, this study proposes a cross-modal hybrid deep learning 
framework that integrates dynamic behavioral analysis with volatile memory forensics for comprehensive malware detection, 
classification, and zero-day threat identification. The proposed framework consists of two complementary deep learning branches 
designed to capture heterogeneous characteristics of malicious software. The first branch employs a Bidirectional Long Short-
Term Memory (BiLSTM) network enhanced with a self-attention mechanism to model temporal dependencies and identify 
discriminative patterns within API-call and system-call sequences collected during sandboxed malware execution. This branch 
enables the framework to capture behavioral characteristics associated with malicious activities, execution patterns, and system 
interactions. The second branch integrates a one-dimensional Convolutional Neural Network (1D-CNN) with a stacked 
autoencoder to learn representative patterns from volatile memory-resident features. While the CNN extracts localized and 
discriminative feature representations, the stacked autoencoder provides compact representations and reconstruction-based 
anomaly information that can assist in identifying samples exhibiting characteristics that deviate from previously observed 
malware families. 
To effectively combine these heterogeneous representations, a cross-modal attention mechanism is introduced to learn the 
relative importance of behavioral and memory-based features and generate a unified representation for malware-family 
classification. In parallel, the reconstruction error generated by the autoencoder is utilized as an additional anomaly indicator for 
identifying potentially unseen malware samples and zero-day threats. The proposed framework was evaluated using the CIC-
MalMem-2022 dataset in conjunction with a curated dynamic-behavior corpus. To provide a realistic evaluation of zero-day 
detection capability, a held-out malware-family protocol was adopted, ensuring that selected malware families were excluded 
from the training process and subsequently used to evaluate the model's ability to generalize to previously unseen threats. 
Experimental results demonstrate that the proposed framework achieves an accuracy of 99.3%, an F1-score of 0.986, and a zero-
day detection AUC of 0.981. Furthermore, comparative experiments show that the proposed approach consistently outperforms 
conventional machine learning and deep learning baselines, including Random Forest, XGBoost, LightGBM, CNN-BiLSTM, and 
MalHyStack. The results indicate that combining dynamic behavioral evidence with memory-forensic information provides 
complementary information that improves the robustness and generalization of malware detection. The incorporation of cross-
modal attention further enables effective fusion of heterogeneous security features, while reconstruction-based anomaly 
detection provides an additional capability for identifying previously unseen malware. Overall, the proposed framework 
demonstrates the potential of multimodal deep learning and forensic feature fusion as a proactive approach for detecting 
emerging and zero-day malware threats in modern cybersecurity environments. 
 
Keywords: Zero-Day, Malware Detection, Deep Learning, Memory Forensics, Behavioral Analysis, BiLSTM, Cross-Modal 
Attention, Novelty Detection  

 

Introduction 
Volatile memory forensics captures a snapshot of a system's RAM, either from a live suspected-compromised 
host or from a sandboxed detonation, and extracts structural artifacts such as process lists, loaded dynamic-
link libraries (DLLs), open handles, injected code regions, and kernel-level modifications, which are especially 
valuable for detecting fileless and in-memory malware that leaves little or no trace on disk. Each perspective 
captures information the other does not: behavioral traces capture what a process does over time, while 
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memory forensics captures the structural consequences of that behavior at the operating-system level, 
including artifacts of process hollowing, DLL injection, and other stealth techniques that may not be fully visible 
in an API-call log alone. 
Despite the complementary nature of these two modalities, the majority of existing deep learning-based 
malware detection systems specialize in only one. Behavioral sequence models built on recurrent architectures 
achieve strong results on API-call classification but are comparatively blind to memory-resident evidence of 
process injection or credential-dumping activity. Conversely, memory-forensics classifiers built on tree 
ensembles or convolutional networks over statistical memory features achieve very high accuracy on datasets 
such as CIC-MalMem-2022 but do not exploit the temporal dynamics of program execution that behavioral 
traces expose. This paper is motivated by the hypothesis that fusing both modalities within a single trainable 
architecture, rather than treating them as separate, independently deployed detectors, yields not only higher 
overall classification accuracy but, more importantly, more reliable generalization to genuinely novel, zero-day 
malware families that were never observed during training. 
The proposed framework employs a hybrid deep neural architecture that jointly analyzes two complementary 
sources of malware evidence: dynamic behavioral information and volatile memory-forensic characteristics. 
The behavioral branch is designed to process sequential information obtained during malware execution, such 
as API-call and system-call sequences. A Bidirectional Long Short-Term Memory (BiLSTM) network is 
employed to capture both forward and backward temporal dependencies within these sequences, enabling the 
model to learn complex execution patterns that may distinguish benign, known-malware, and potentially 
malicious activities. To further enhance the representation of the most informative behavioral events, a self-
attention mechanism is incorporated into the BiLSTM branch. Rather than treating all API or system calls with 
equal importance, the attention mechanism assigns higher weights to sequence elements that contribute more 
significantly to malware identification, thereby producing a more discriminative behavioral representation. 
In parallel, the memory-forensics branch processes features extracted from volatile memory, which can contain 
valuable evidence of malicious activity that may not be apparent from execution traces alone. A one-
dimensional Convolutional Neural Network (1D-CNN) is utilized to identify local and hierarchical patterns 
within the memory-based feature representation. The convolutional layers enable the model to automatically 
learn discriminative feature patterns without requiring extensive manual feature engineering. This branch is 
further coupled with a stacked autoencoder, which learns a compact representation of the underlying 
distribution of memory-forensic features. In addition to feature extraction, the autoencoder plays an important 
role in identifying deviations from the learned distribution of known malware families. 
The representations generated by the behavioral and memory-forensic branches are subsequently integrated 
through a cross-modal attention mechanism. This component enables the framework to learn relationships 
between the two modalities and dynamically determine the relative importance of behavioral and memory-
based evidence for a given malware sample. Instead of simply concatenating the two feature vectors, cross-
modal attention allows information from one modality to influence the interpretation of the other, resulting in 
a richer and more context-aware joint representation. This fused representation is then provided to a 
supervised malware-family classification head, which predicts the malware family associated with a sample 
based on patterns learned from the training data. 
In addition to the supervised classification component, the framework incorporates an unsupervised novelty-
detection head based on autoencoder reconstruction error. This component is particularly important for the 
zero-day malware detection scenario. The supervised classifier is inherently limited by the malware families 
available during training; therefore, when a previously unseen malware family is encountered, the classifier 
may assign it to the most similar known family even though the sample actually represents a novel threat. Such 
a prediction can result in a false sense of confidence because the classifier is forced to select from previously 
learned classes. The reconstruction-based novelty detector addresses this limitation by learning the underlying 
distribution of memory representations associated with known malware families during training. When a new 
sample is presented, its memory representation is passed through the trained autoencoder and reconstructed. 
Samples that closely resemble the learned distribution of known malware are expected to have relatively low 
reconstruction errors, whereas samples containing substantially different characteristics are expected to 
produce higher reconstruction errors. 
Consequently, a high reconstruction error serves as an anomaly signal indicating that the sample may not 
belong to the distribution of malware families observed during training. This provides an additional layer of 
decision-making beyond the supervised classifier. In the zero-day setting, where the actual malware family has 
not been observed during model training, the novelty-detection head can flag the sample as potentially unseen 
even if the classification head incorrectly assigns it to a visually or behaviorally similar known family. Thus, the 
proposed architecture does not rely solely on closed-set classification; instead, it combines known-family 
classification with open-set novelty detection, enabling the system to distinguish between samples that can be 
confidently associated with known malware families and samples that exhibit characteristics indicative of 
previously unseen threats. 
Overall, the architecture follows a dual-evidence and dual-decision strategy: the behavioral branch captures 
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how the malware behaves during execution, while the memory-forensic branch captures what traces and 
structural characteristics the malware leaves in volatile memory. Cross-modal attention integrates these 
complementary perspectives, the supervised classification head performs malware-family identification, and 
the reconstruction-error-based novelty detector provides an independent mechanism for identifying potential 
zero-day samples. This combination is particularly suitable for zero-day malware detection because it reduces 
dependence on predefined signatures and enables the model to exploit both discriminative patterns of known 
threats and deviations associated with emerging or previously unseen malware families. 
 

Related Work 
A. Behavioral (Dynamic) Malware Detection 
Behavior-based malware detection executes suspicious binaries in instrumented environments and models the 
resulting sequence of system interactions [15]. API-call and system-call sequences capture the temporal 
ordering of operations that characterizes malicious intent, with recent work framing behavior-based detection 
explicitly as a sequential modeling problem to better capture multi-stage attack chains [17]. 
 
B. Memory-Forensics-Based Malware Detection 
Ensemble and tree-based classifiers have achieved strong multi-class performance on this dataset after class-
balancing techniques such as SMOTE and ADASYN and structured feature-selection pipelines, with Random 
Forest reported to achieve an F1-score of 0.939 in a representative recent study [13]. A deep-stacked ensemble 
architecture (MalHyStack) combining convolutional weak learners with a multilayer-perceptron meta-learner, 
validated with explainable artificial intelligence (XAI) techniques, has demonstrated strong cross-dataset 
performance including on CIC-MalMem-2022 specifically [12]. Alert-driven, memory-artifact-based 
frameworks combining interpretable models such as TabNet with ensemble classification have likewise been 
proposed as a two-stage host-based detection pipeline explicitly targeting stealthy, zero-day threats [2]. 
 
C. Hybrid and Multimodal Approaches, and Positioning of the Proposed Framework 
A smaller body of work has begun to combine multiple malware analysis modalities. End-to-end multimodel 
deep learning architectures for malware classification have combined static, dynamic, and image-based 
representations of a single binary [16], while broader surveys of deep learning for zero-day malware detection 
and classification catalogue an expanding space of architectures [5], including heterogeneous dual-branch 
neural networks [6] and mixture-of-experts designs [7], that combine complementary feature views. Real-time 
hybrid deep learning systems have likewise been proposed for cloud-based malware detection [18], and 
dependable hybrid machine learning architectures have been explored in the adjacent domain of network 
intrusion detection [14]. However, the specific combination of dynamic behavioral sequence modeling with 
volatile memory-forensic structural features, fused through a learned cross-modal attention mechanism and 
coupled with an unsupervised novelty detection head purpose-built for the zero-day setting, has received 
comparatively little dedicated attention, and existing evaluations of memory-forensics classifiers are typically 
confined to standard train/test splits over known families rather than a held-out-family protocol that directly 
measures generalization to genuinely unseen malware. 
The framework proposed in this paper is positioned to close these three gaps: (i) it jointly reasons over 
behavioral and memory-forensic evidence within a single trained model rather than as separate, independently 
deployed detectors; (ii) it dedicates an explicit unsupervised novelty-detection pathway to the zero-day 
problem, rather than relying solely on a closed-set classifier's confidence score, which is known to be an 
unreliable indicator of out-of-distribution novelty; and (iii) it is evaluated under a held-out-family protocol that 
more faithfully simulates the operational reality of encountering a malware family with no historical precedent. 
 

Proposed Methodology 
A. System Overview 
The proposed framework, illustrated in Fig. 1, ingests two parallel evidence streams for a given suspicious 
executable or already-detonated sample: (i) a dynamic behavioral trace, consisting of the ordered sequence of 
API and system calls captured during sandboxed execution, and (ii) a volatile memory dump, from which a 
structured set of memory-resident statistical features is extracted following the CIC-MalMem-2022 feature-
engineering methodology. Each stream is processed by a dedicated encoder: a BiLSTM with self-attention for 
the temporal behavioral stream, and a 1D-CNN coupled with a stacked autoencoder for the structural memory 
stream. The two resulting latent representations are combined by a cross-modal attention fusion layer, whose 
output feeds a dense softmax classification head for supervised family-level classification. In parallel, the 
memory-branch autoencoder's reconstruction error is used, without any additional supervision, to compute a 
novelty score that flags samples inconsistent with the learned distribution of known malware and benign 
software as candidate zero-day threats. 
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Fig. 1.Hybrid dual-branch architecture fusing behavioral sequence modeling and memory-forensic 

structural analysis for zero-day malware detection. 
 
B. Behavioral Branch: BiLSTM with Self-Attention 
Dynamic analysis traces are collected by executing each sample within an isolated sandbox for a fixed 
monitoring window, recording the ordered sequence of API and system calls. Each distinct API call is mapped 
to a dense embedding vector via a learned embedding layer, analogous to word embeddings in natural language 
processing, and consecutive calls are grouped into overlapping n-gram windows to capture short-range call 
patterns (e.g., a characteristic sequence of process-creation followed by registry-modification calls). The 
resulting embedded sequence is passed through a two-layer bidirectional LSTM with 192 hidden units per 
direction [19], allowing the model to relate an early-stage behavior, for example a dropper process writing a 
payload to disk, to a later-stage behavior, for example that payload subsequently establishing a command-and-
control connection, regardless of the temporal distance between them within the trace. A self-attention layer 
over the BiLSTM output sequence then produces a single fixed-length behavioral embedding, weighted toward 
the API calls most indicative of malicious intent, mirroring the design rationale of recent attention-enhanced 
behavioral detectors [20]. 
 
C. Memory Branch: 1D-CNN and Stacked Autoencoder 
Memory-forensic features, comprising 55 statistical descriptors of process memory, including counts and 
characteristics of loaded DLLs, handles, threads, injected code regions, and kernel callback structures, following 
the CIC-MalMem-2022 feature schema, are first passed through a 1D convolutional feature extractor with three 
convolutional blocks (32, 64, and 128 filters respectively), which learns local co-occurrence patterns among 
memory-forensic indicators, for example the joint appearance of an anomalous handle count and a hidden 
thread, characteristic of process-hollowing style injection. The resulting feature map is flattened and passed 
into a symmetric stacked autoencoder (encoder dimensions 128-64-32, mirrored in the decoder), trained to 
reconstruct its own input. The 32-dimensional bottleneck representation serves two purposes: it is passed 
forward, alongside the CNN feature map, into the cross-modal fusion layer described in Section III-D for 
supervised classification, and it independently supports the reconstruction-error-based novelty detection head 
described in Section III-E. 
 
D. Cross-Modal Attention Fusion and Classification Head 
The behavioral embedding produced in Section III-B and the memory embedding produced in Section III-C are 
combined via a cross-modal attention fusion layer, in which each modality's representation attends over the 
other, producing a joint embedding that emphasizes agreement and complementary evidence between the two 
streams rather than simply concatenating them. This joint embedding is passed to a fully connected softmax 
classification head that predicts either a benign label or one of the known malware family labels (Ransomware, 
Spyware, Trojan Horse, and their constituent subfamilies, following the CIC-MalMem-2022 taxonomy). The 
network is trained end-to-end using a categorical cross-entropy loss for the classification head jointly with the 
autoencoder's mean-squared-error reconstruction loss (Section III-E), combined through a weighted multi-
task objective, together with L2 weight-decay regularization. 
 
E. Unsupervised Novelty Detection for Zero-Day Identification 
Because a supervised classifier can only assign probability mass to labels observed during training, it cannot, 
by construction, reliably flag a genuinely novel malware family; at best it will assign such a sample to whichever 
known family it superficially resembles, often with misleadingly high confidence. To address this, the memory-
branch autoencoder's per-sample reconstruction error is monitored directly: because the autoencoder is 
trained only to reconstruct the distribution of memory representations seen during training (spanning benign 
software and known malware families), a sample drawn from a genuinely novel family, with a memory-artifact 
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profile not well represented in that training distribution, is expected to yield an anomalously elevated 
reconstruction error. A novelty threshold is set as the 97.5th percentile of reconstruction error observed on 
the validation split of known classes; at inference time, any sample whose reconstruction error exceeds this 
threshold is flagged as a candidate zero-day sample regardless of the softmax classifier's output, and is routed 
to a forensic evidence report (Section III-F) for analyst review rather than being silently assigned to an existing 
family label. For every sample flagged as malicious or as a zero-day candidate, the framework assembles a 
structured forensic report combining the top-attended API calls from the behavioral branch, the memory-
forensic features contributing most to the elevated reconstruction error (via per-feature reconstruction 
residuals), and the model's calibrated confidence scores, intended to accelerate analyst triage and downstream 
incident response. 
 
Experimental Setup 
A. Datasets 
The proposed framework is evaluated using two complementary data sources, summarized in Table I, together 
with a held-out-family protocol specifically designed to simulate zero-day conditions. 
 

TABLE I. Summary of Datasets Used for Evaluation 
Dataset / 
Source 

Description 
Role in 
Evaluation 

CIC-
MalMem-
2022 

58,596 memory dump 
samples 

Memory-
forensic 
branch 
training and 
evaluation 

Curated 
dynamic-
behavior 
corpus 

Sandboxed execution 
traces (API/system-
call sequences) 
collected for the same 
malware family set, 
following standard 
dynamic-analysis 
instrumentation 
practice. 

Behavioral 
branch 
training and 
evaluation 

Held-out-
family zero-
day protocol 

One complete malware 
subfamily is entirely 
withheld from training 
and validation and 
used only at test time 
to simulate a genuinely 
unseen, zero-day 
threat. 

Zero-day 
generalizati
on / 
novelty-
detection 
evaluation 

 
 
For both CIC-MalMem-2022 and the behavioral corpus, standard 70/15/15 train/validation/test splits are 
used for in-distribution evaluation, with 5-fold cross-validation applied for robustness. For the zero-day 
evaluation, the experiment is repeated five times, each time withholding a different malware subfamily entirely 
from training, and reported zero-day metrics are averaged across these five held-out runs. 
 
B. Implementation Details 
 

TABLE II. Implementation Details and Hyperparameter Configuration 
Component Configuration 

Behavioral 
encoder 

2-layer Bidirectional LSTM, 192 
hidden units/direction, self-
attention (dim. 192) 

Memory 
encoder 

1D-CNN (32→64→128 filters) + 
stacked autoencoder (128-64-32-
64-128) 

Fusion 
Cross-modal attention fusion layer 
(joint embedding dim. 256) 
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Component Configuration 
Novelty 
threshold 

97.5th percentile of validation 
reconstruction error 

Optimizer 
Adam, initial LR = 5×10⁻⁴, cosine 
annealing 

Batch size 32 
Epochs (max / 
early-stop 
patience) 

50 / 8 

 
C. Evaluation Metrics 
In-distribution classification performance is reported using Accuracy, Precision, Recall, F1-score, and AUC 
across the benign/malware-family classification task. Zero-day generalization performance is reported 
separately using AUC, Precision, and Recall computed specifically over the held-out-family novelty-detection 
task, since standard multi-class accuracy is not a meaningful measure of a model's ability to recognize a class 
it was never trained on. Computational overhead is reported as end-to-end inference latency per sample, 
relevant to real-time endpoint deployment. 
 

Results and Discussion 
A. In-Distribution Classification Performance 
Table III reports overall in-distribution classification performance on the combined 
benign/Ransomware/Spyware/Trojan classification task. The proposed framework attains an accuracy of 
99.3% and an AUC of 0.996, indicating very strong separability among known classes when both behavioral 
and memory-forensic evidence are available. 
 

TABLE III. Overall, In-Distribution Classification Performance 
Metric Value 
Accuracy 99.3% 
Precision 0.988 
Recall 0.984 
F1-score 0.986 
AUC (ROC) 0.996 

 

 
Fig. 2.Training and validation accuracy and loss curves over 50 epochs, showing stable convergence of 

the joint classification-reconstruction objective. 
 
Fig. 3 presents the normalized confusion matrix across Benign, Ransomware, Spyware, and Trojan classes, 
together with the held-out zero-day family evaluated in novelty-detection mode. The framework maintains 
strong diagonal dominance for all known classes, with the comparatively lower value on the zero-day row 
reflecting the intended behavior: rather than being confidently misclassified into an existing family, held-out-
family samples are predominantly routed to the novelty-detection pathway described in Section III-E. 
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Fig. 3. Normalized confusion matrix across known classes and the held-out zero-day family. 

 
B. Comparison with State-of-the-Art Methods 
Table IV and Fig. 4 compare the proposed framework's in-distribution accuracy against a signature-based 
antivirus baseline, memory-only ensemble classifiers (Random Forest, XGBoost/LightGBM) consistent with 
recently reported CIC-MalMem-2022 results, a CNN-BiLSTM behavioral baseline drawn from recent IoT zero-
day detection literature, and a deep-stacked ensemble (MalHyStack-style) baseline. The proposed framework 
achieves the highest accuracy overall (99.3%), modestly exceeding the strongest single-modality baseline 
(memory-only XGBoost/LightGBM, 98.9%), while, as shown in Section V-C, providing a substantially larger 
margin specifically on the zero-day detection task. 
 

TABLE IV. Comparison of the Proposed Framework with Baseline and State-of-the-Art Methods 
Method Acc. (%) F1 AUC 
Signature-based 
antivirus (baseline) 

61.3 0.512 0.603 

Random Forest 
(memory-only) 

96.8 0.939 0.971 

XGBoost / 
LightGBM 
(memory-only) 

98.9 0.978 0.992 

CNN-BiLSTM 
(behavioral, IoT 
zero-day) 

97.4 0.958 0.981 

Deep-Stacked 
Ensemble 
(MalHyStack-style) 

98.6 0.971 0.989 

Proposed Hybrid 
Framework 

99.3 0.986 0.996 

 

 
Fig. 4. Accuracy comparison of the proposed framework against baseline and recent state-of-the-art 

methods on CIC-MalMem-2022. 
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C. Zero-Day (Held-Out Family) Detection Performance 
Table V and Fig. 5 report performance specifically on the held-out-family zero-day protocol, in which an entire 
malware subfamily is withheld from training. This is the setting in which the value of the proposed hybrid, 
dual-pathway design is most evident: the proposed framework achieves a zero-day detection AUC of 0.981, 
compared to 0.912 for an autoencoder-only ablation (memory branch alone, no behavioral fusion) and 0.824 
for a conventional Isolation Forest novelty baseline [21] applied to the same memory features, an improvement 
of 6.9 and 15.7 AUC points respectively. 
 
TABLE V. Zero-Day (Held-Out Malware Family) Novelty-Detection Performance 

Method AUC 
Precisi
on 

Recall 

Isolation Forest 
(memory features only) 

0.824 0.771 0.803 

Autoencoder-only 
(memory branch, no 
fusion) 

0.912 0.869 0.887 

Proposed Hybrid 
Framework (behavioral 
+ memory fusion) 

0.981 0.951 0.947 

 

 
Fig. 5.ROC curves for zero-day (held-out family) novelty detection, comparing the proposed hybrid 

framework against memory-only ablations and a conventional novelty-detection baseline. 
 
D. Discussion 
Table VI isolates the contribution of each architectural component to overall in-distribution performance. 
Removing the cross-modal attention fusion layer (concatenating the two modality embeddings directly 
instead) reduces accuracy by 1.4 points, while removing either modality entirely (behavioral-only or memory-
only variants) produces a substantially larger drop, confirming that the two modalities are genuinely 
complementary rather than redundant. 
 

TABLE VI. Ablation Study Isolating the Contribution of Each Architectural Component 

Model Variant 
Acc. 
(%) 

F1 
Zero-
Day 
AUC 

Full proposed 
framework 

99.3 0.986 0.981 

− cross-modal 
attention → simple 
concatenation 

97.9 0.964 0.943 

− memory branch 
removed (behavioral-
only) 

94.1 0.918 0.867 
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Model Variant 
Acc. 
(%) 

F1 
Zero-
Day 
AUC 

− behavioral branch 
removed (memory-
only) 

96.5 0.947 0.912 

− novelty head 
removed (softmax 
confidence only) 

99.1 0.983 0.758 

 
The final row is particularly informative: removing the dedicated novelty-detection head, while relying only on 
the softmax classifier's confidence score to flag unfamiliar samples, barely affects in-distribution accuracy 
(99.1% vs. 99.3%) but causes zero-day AUC to collapse from 0.981 to 0.758, empirically confirming the well-
known limitation that closed-set classifier confidence is an unreliable signal for out-of-distribution detection, 
and underscoring the necessity of the dedicated unsupervised pathway proposed in Section III-E. 
End-to-end inference, including behavioral feature extraction (assuming a sandbox trace is already available), 
memory feature vectorization, dual-branch encoding, fusion, classification, and novelty scoring, requires 
approximately 38 milliseconds per sample on a single RTX 4090 GPU, and remains under 210 milliseconds on 
a representative CPU-only endpoint configuration, both well within the latency budget typically available for 
endpoint detection and response (EDR) triage, where behavioral sandbox execution itself (typically tens of 
seconds) rather than model inference is the dominant latency contributor. This suggests the proposed 
framework is practical to integrate as a post-sandbox scoring stage within existing dynamic-analysis pipelines 
without introducing a meaningful additional bottleneck. 
The proposed work supports the central hypothesis motivating this paper: fusing behavioral and memory-
forensic evidence, and dedicating an explicit unsupervised pathway to novelty detection, yields substantially 
more reliable zero-day generalization than either a single-modality model or a closed-set classifier's confidence 
score alone. Several limitations nonetheless merit discussion. First, the held-out-family protocol, while 
considerably more realistic than a standard train/test split, still draws all evaluated families from a common 
dataset construction methodology (CIC-MalMem-2022); genuinely in-the-wild zero-day malware may exhibit 
memory-forensic and behavioral characteristics not well represented even in the training distribution's overall 
diversity, and continuous retraining or online adaptation would likely be necessary in production. Second, the 
framework assumes availability of both a sandboxed behavioral trace and a memory dump for each sample; in 
deployments where only one modality is available, for example live memory triage on a production host 
without a corresponding sandbox detonation, the single-modality ablations in Table VI provide a more realistic 
performance expectation. Third, sophisticated evasive malware may specifically attempt to detect sandbox 
instrumentation and suppress malicious behavior during analysis, a general limitation of dynamic-analysis-
based detection that is not unique to this framework and would require complementary anti-evasion sandbox 
hardening. Finally, as with any automated forensic triage system, deployment in operational security contexts 
should retain human analyst review in the loop, particularly for the zero-day alert pathway, given the higher 
inherent uncertainty of novelty-based detection relative to closed-set classification. 
 

Conclusion and Future Work 
This paper presented a hybrid deep learning architecture for intelligent malware detection that combines 
dynamic behavioral sequence analysis with volatile memory-forensic analysis to address the challenges 
associated with both known and previously unseen malware. Unlike conventional malware detection 
approaches that primarily depend on static signatures or a single source of evidence, the proposed framework 
exploits complementary information from multiple stages of malware execution. The behavioral branch 
employs a Bidirectional Long Short-Term Memory (BiLSTM) network with self-attention to model temporal 
dependencies within API-call and system-call sequences obtained from sandboxed executions. This enables the 
framework to capture sequential execution patterns and assign greater importance to behaviorally significant 
events. In parallel, the memory-forensic branch integrates a one-dimensional Convolutional Neural Network 
(1D-CNN) with a stacked autoencoder to learn discriminative representations from memory-resident features 
and identify deviations from the learned distribution of known malware. 
A key contribution of the proposed architecture is the integration of these heterogeneous representations 
through a cross-modal attention mechanism. Rather than relying on simple feature concatenation, the cross-
modal attention layer enables the model to learn the relative importance and interaction between behavioral 
and memory-based evidence. This produces a unified representation that incorporates complementary 
characteristics of a malware sample and improves the reliability of downstream malware-family classification. 
The resulting architecture therefore provides a more comprehensive view of malicious activity by considering 
both what a malware sample does during execution and what forensic traces it leaves within volatile memory. 
The framework further extends conventional supervised malware classification by incorporating a dedicated 
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unsupervised novelty-detection pathway based on autoencoder reconstruction error. This component is 
particularly important for the zero-day malware detection scenario. A conventional supervised classifier is 
trained using a predefined set of malware families and consequently operates primarily within a closed-set 
classification setting. When a malware sample belonging to a previously unseen family is encountered, the 
classifier may incorrectly associate it with the most similar known family. The reconstruction-based novelty 
detector provides an additional decision mechanism by measuring how closely the memory representation of 
an incoming sample corresponds to the distribution learned from known malware. A substantially elevated 
reconstruction error indicates that the sample contains characteristics that deviate from the learned 
distribution and can therefore be flagged as a potential novel or zero-day threat. The combination of supervised 
family classification and unsupervised anomaly detection allows the proposed framework to move beyond 
simple malware categorization toward a more proactive open-set detection capability. 
The experimental evaluation was conducted using the CIC-MalMem-2022 dataset together with a curated 
dynamic-behavior corpus. To provide a more realistic assessment of zero-day detection capability, the 
evaluation adopted a held-out malware-family protocol, in which selected malware families were excluded 
from the training process and subsequently used to evaluate the model's ability to generalize to previously 
unseen threats. This evaluation strategy provides a stronger indication of the framework's ability to identify 
emerging malware compared with conventional random sample-level train-test splits, where samples from the 
same malware family may occur in both training and testing sets. Under this evaluation setting, the proposed 
framework achieved an accuracy of 99.3%, an F1-score of 0.986, and a zero-day detection AUC of 0.981. These 
results demonstrate that the proposed combination of multimodal feature learning, attention-based fusion, and 
reconstruction-based novelty detection can effectively discriminate between malware families while retaining 
the ability to identify samples that differ substantially from previously observed threats. 
Comparative evaluation further demonstrated that the proposed framework outperformed several established 
machine learning and deep learning baselines, including Random Forest, XGBoost, LightGBM, CNN-BiLSTM, and 
MalHyStack. The improvement over these approaches suggests that exploiting multiple complementary 
evidence sources can provide advantages over models that rely primarily on conventional handcrafted features 
or a single deep learning representation. In particular, the integration of behavioral and memory-forensic 
information enables the framework to capture different manifestations of malicious activity, while cross-modal 
attention facilitates more effective interaction between these modalities. The inclusion of the novelty-detection 
pathway further strengthens the framework's suitability for zero-day scenarios by providing an anomaly signal 
that is independent of the final closed-set family prediction. 
Despite these encouraging results, several limitations remain and provide opportunities for future 
investigation. First, although the held-out malware-family evaluation provides a more realistic simulation of 
zero-day conditions, prospective validation using in-the-wild malware samples is required to establish the 
practical effectiveness and generalizability of the proposed framework. Real-world malware may exhibit 
substantially greater behavioral diversity, packing, obfuscation, environmental awareness, and execution 
variability than samples represented in controlled benchmark datasets. Future studies will therefore evaluate 
the framework using continuously collected and independently sourced malware samples to assess its 
robustness under operational cybersecurity conditions. 
Second, future work will investigate single-modality deployment scenarios in which only behavioral or 
memory-forensic information is available. Although multimodal analysis provides richer evidence, practical 
deployment environments may not always provide access to both sources simultaneously because of 
computational, operational, privacy, or sandboxing constraints. Developing optimized single-branch variants 
while preserving acceptable detection performance could increase the applicability of the proposed approach 
in resource-constrained and heterogeneous security environments. 
Third, malware authors may deliberately employ anti-analysis and anti-sandbox techniques to manipulate or 
conceal their behavior during dynamic analysis. Future research will therefore focus on strengthening the 
sandboxing infrastructure against evasion techniques, including environment-aware execution, delayed 
activation, API-level obfuscation, and behavior-triggering mechanisms. Incorporating adversarially robust 
behavioral representations and evasion-aware training strategies may further improve the reliability of the 
behavioral branch against sophisticated malware. 
Another important direction is the development of a human-analyst-in-the-loop workflow for zero-day alerts. 
Automated anomaly detection can identify samples that deviate from known distributions, but a high anomaly 
score does not necessarily imply maliciousness in every case. Therefore, future versions of the framework can 
provide analysts with interpretable evidence explaining why a sample was flagged, including influential 
behavioral sequences, memory characteristics, attention weights, reconstruction errors, and similarities to 
known malware families. Such explanations can assist security analysts in validating alerts, reducing false 
positives, and prioritizing potentially critical threats. 
Future work will also explore continuous and incremental learning mechanisms so that newly confirmed 
malware families can be incorporated into the model without requiring complete retraining from scratch. This 
would allow the framework to evolve with the changing malware landscape while maintaining previously 
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learned representations. In addition, threshold calibration for reconstruction-error-based novelty detection, 
concept-drift monitoring, explainable AI techniques, and computational optimization will be investigated to 
improve the framework's suitability for real-time or near-real-time deployment. 
In summary, the proposed framework demonstrates that the combination of dynamic behavioral intelligence, 
memory-forensic analysis, cross-modal attention, supervised malware-family classification, and unsupervised 
novelty detection can provide a comprehensive strategy for malware detection in zero-day scenarios. The 
achieved performance and comparative results indicate that multimodal deep learning can effectively exploit 
complementary security evidence and improve the identification of both known and previously unseen threats. 
While further validation in real-world environments is necessary, the proposed architecture provides a 
promising foundation for developing proactive malware detection systems capable of adapting to the 
continuously evolving cybersecurity threat landscape. 
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