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(“Abstract
The study evaluated the performance of the OSPF routing protocol using shortest path models under two distinct scenarios simulated
in MATLAB R2021a; single link failure/recovery and no failure/recovery condition. In the failure/recovery scenario, deliberate
disruption of a critical link triggered recalculation of shortest paths through Dijkstra’s algorithm, resulting in increased convergence
time, higher routing overhead, reduced packet delivery ratio, and elevated latency. Recovery of the failed link demonstrated OSPF’s
resilience, as performance metrics stabilized and returned close to baseline values. In contrast, the no failure/recovery condition
established benchmark performance, with minimal routing overhead, near-perfect packet delivery ratio, consistently low latency, and
rapid convergence. Comparative analysis highlighted that while OSPF experiences temporary degradation during disruptions, its
recovery mechanisms ensure restoration of reliable communication and efficient routing, confirming the protocol’s robustness in
dynamic network environments.
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1. Introduction

The Open Shortest Path First (OSPF) routing protocol has long been recognized as one of the most widely
deployed Interior Gateway Protocols (IGPs) in modern IP networks. Its ability to dynamically compute optimal
paths based on link-state information makes it a cornerstone of network optimization strategies. However,
with the rapid expansion of large-scale enterprise networks, cloud infrastructures, and data-intensive
applications, the performance evaluation of OSPF under varying traffic conditions has become increasingly
critical. The reliance on shortest path models provides a mathematical foundation for analyzing routing
efficiency, convergence behavior, and overall network stability [1].

In real-world deployments, OSPF faces challenges such as fluctuating traffic loads, dynamic topology changes,
and scalability constraints. These factors can influence routing decisions, leading to potential bottlenecks or
suboptimal path selections. By implementing and analyzing shortest path models, researchers and
practitioners can quantify the protocol’s efficiency in terms of latency, throughput, and packet delivery ratio.
Such evaluations not only highlight the strengths of OSPF in maintaining deterministic routing but also expose
areas where optimization techniques can enhance performance [2].

The integration of shortest path algorithms, particularly Dijkstra’s algorithm, within OSPF ensures
deterministic path computation. Yet, the complexity of modern networks demands deeper performance
analysis to understand how OSPF reacts under stress conditions such as link failures, congestion, or rapid
topology updates. Performance evaluation using shortest path models enables the identification of critical
parameters that influence routing efficiency, including link weights, convergence time, and routing overhead.
This structured approach provides insights into how OSPF can be fine-tuned to meet the demands of next-
generation networking environments [3].

From an academic perspective, the study contributes to the broader field of network optimization by bridging
theoretical shortest path modeling with practical OSPF performance analysis. For industry, the outcomes offer
actionable strategies to improve routing efficiency, reduce downtime, and enhance Quality of Service (QoS). By
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systematically evaluating OSPF using shortest path models, the research establishes a framework for designing
resilient and scalable networks capable of supporting emerging technologies such as [oT, 5G, and cloud-based
services.

Ultimately, this work underscores the importance of performance evaluation of OSPF routing protocols
through shortest path analysis as a means to achieve robust, efficient, and adaptive network infrastructures.
The findings are expected to guide both academic research and industrial applications, ensuring that OSPF
remains a reliable backbone for optimized routing in complex and evolving network environments.

The problem addressed in this study arises from the increasing complexity of modern IP networks, where the
Open Shortest Path First (OSPF) routing protocol must ensure efficient and reliable packet delivery under
dynamic traffic conditions and frequent topology changes. Despite OSPF’s widespread adoption, challenges
such as convergence delays, routing overhead, and suboptimal path selection continue to affect overall network
performance. These limitations necessitate a structured evaluation of OSPF using shortest path models to
quantify its efficiency and identify opportunities for optimization. The main objective of this work is therefore
to implement and analyze shortest path routing protocols within the OSPF framework to optimize network
performance, providing insights into latency reduction, throughput improvement, and enhanced scalability for
next-generation networking environments.

2. Review Of Literature

Obelovska et al. (2025) [4] examined enhanced methods for mitigating risks associated with distrustful routers
in OSPF networks. The study employed a structured modeling approach to evaluate routing reliability under
adversarial conditions. Findings demonstrated that the proposed mitigation techniques improved trust
management and reduced vulnerability in OSPF-based systems. The conclusion emphasized that enhanced
router trust mechanisms contributed to overall network resilience and performance optimization.
Bhattacharjee (2025) [5] presented an Al-driven routing framework aimed at transforming network efficiency
and resilience. The methodology integrated machine learning algorithms with routing protocols to predict
optimal paths under dynamic conditions. Results indicated significant improvements in throughput, latency
reduction, and adaptability to traffic fluctuations. The study concluded that Al-based routing strategies
provided scalable solutions for next-generation networks.

Aktas et al. (2025) [6] employed stochastic modeling to address routing challenges in 6G-satellite network
integration. The research analyzed enabling technologies for seamless global connectivity through shortest
path optimization. Findings revealed that hybrid routing approaches enhanced reliability and minimized
delays in satellite communication. The conclusion highlighted the importance of integrating terrestrial and
satellite networks for achieving global coverage.

Suh et al. (2025) [7] examined resilient routing protocols using unsupervised learning and deep reinforcement
learning in mobile ad hoc networks. The methodology applied adaptive cost updates to improve routing
efficiency. Results demonstrated enhanced convergence speed and reduced packet loss under dynamic
topologies. The conclusion underscored that learning-based routing protocols strengthened resilience in
mobile environments.

Sarkar and Ali (2025) [8] presented a comparative study of MANET routing protocols in heterogeneous
networks. The research employed simulation-based performance comparison across multiple metrics.
Findings indicated that protocol efficiency varied significantly depending on network density and mobility
patterns. The conclusion emphasized that selecting appropriate routing protocols was critical for optimizing
heterogeneous network performance.

Kamal Shahid et al. (2024) [9] analyzed network performance through a comparative evaluation of EIGRP,
OSPF, and BGP in IPv6-based load-sharing and link-failover systems. The methodology employed mathematical
modeling and simulation to assess routing efficiency. Results revealed that OSPF demonstrated superior
adaptability in load-sharing scenarios, while BGP excelled in failover conditions. The conclusion highlighted
the importance of protocol selection in achieving optimal network reliability.

Mustafa and Abdallah (2024) [10] evaluated OSPF and EIGRP based on route table size and dropped traffic
using different topologies. The study employed experimental simulations across star and loop configurations.
Findings showed that OSPF maintained smaller route tables and reduced traffic drops compared to EIGRP. The
conclusion emphasized that topology design significantly influenced routing protocol performance.

Khan et al. (2024) [11] presented trust-based optimized reporting for detection and prevention of black hole
attacks in low-power 10T networks. The methodology integrated security-aware routing mechanisms with
stochastic reliability models. Results demonstrated improved detection accuracy and reduced vulnerability to
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malicious nodes. The conclusion highlighted that trust-based routing enhanced both reliability and security in
[oT systems.

Pang et al. (2024) [12] examined routing protocol design for long-range distributed multi-hop networks. The
study employed optimization techniques to improve scalability and efficiency. Findings indicated that
optimized routing reduced latency and improved packet delivery in extended network topologies. The
conclusion emphasized that protocol design tailored to multi-hop environments was essential for sustainable
network performance.

Pan et al. (2024) [13] employed inverse coupled simulated annealing to enhance OSPF convergence in IoT
networks. The methodology applied metaheuristic optimization to routing updates. Results demonstrated
faster convergence and reduced routing overhead compared to conventional OSPF. The conclusion
underscored that optimization algorithms significantly improved OSPF adaptability in [oT applications.
Karamela and Karras (2023) [14] presented a comparative analysis of OSPF and EIGRP routing protocol
evaluation. The study employed simulation-based performance metrics to assess efficiency. Findings revealed
that OSPF provided better scalability, while EIGRP offered faster convergence in smaller networks. The
conclusion emphasized that protocol selection should align with network scale and operational requirements.
Zhang et al. (2023) [15] examined a multi-path routing algorithm based on deep reinforcement learning for
SDN. The methodology integrated Al-driven path selection with stochastic reliability modeling. Results
indicated improved load balancing, reduced congestion, and enhanced fault tolerance. The conclusion
highlighted that reinforcement learning-based routing algorithms strengthened SDN performance under
dynamic traffic conditions.

Research Gap

Recent studies have advanced routing protocol optimization through diverse approaches such as trust-based
mechanisms, Al-driven frameworks, reinforcement learning, and comparative evaluations of OSPF, EIGRP, and
BGP. Author [4] focused on mitigating risks from distrustful routers in OSPF, while Author [5] emphasized Al-
driven routing for efficiency and resilience. Similarly, Author [6] explored stochastic modeling for 6G-satellite
integration, and Author [7] applied deep reinforcement learning to enhance resilience in mobile ad hoc
networks. Comparative studies such as Author [8], Author [9], and Author (2024) [10] provided insights into
protocol performance under heterogeneous and topology-specific conditions, while Author [13] introduced
metaheuristic optimization for OSPF convergence. Earlier works like Author [14] and Author [15] examined
comparative evaluations and reinforcement learning-based multi-path routing in SDN. Despite these
contributions, a clear gap persists in systematic performance evaluation of OSPF using shortest path models
under real-world operating conditions, particularly in quantifying convergence behavior, routing overhead,
and scalability in dynamic environments. Existing literature has largely emphasized comparative or Al-driven
enhancements, but limited attention has been given to structured mathematical modeling of OSPF’s shortest
path computation for network optimization, leaving scope for research that bridges theoretical reliability
modeling with practical deployment scenarios.

3. Methodology

The methodology for evaluating the performance of the OSPF routing protocol using shortest path models was
designed to simulate realistic network conditions under controlled environments. The study employed
MATLAB R2021a as the primary simulation tool due to its robust mathematical modeling capabilities and
suitability for implementing stochastic reliability models. The simulation framework was structured to
replicate dynamic network scenarios, including link failures, recovery conditions, and normal operations,
thereby enabling a comprehensive analysis of OSPF’s convergence behavior, routing efficiency, and scalability.

A. Core Reliability and Performance Parameters

The main core reliability and performance parameters are described below:

Routing Overhead

Routing overhead refers to the number of control packets generated during OSPF convergence and recovery.
In MATLAB simulations, this can be measured by counting the number of Link State Advertisements (LSAs) and
update messages exchanged when a topology change occurs. It is presented as eq (1):

RO =2 (1)
Where:

e RO=Routing Overhead
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e (,=Total number of control packets generated during convergence

e T=Total simulation time
A higher routing overhead indicates more bandwidth consumed by control traffic, which can reduce efficiency
in large-scale networks.

Packet Delivery Ratio (PDR)

PDR measures the efficiency of packet transmission by calculating the ratio of successfully delivered packets
to the total packets sent. In MATLAB, traffic flows can be coded, and packet counters can be maintained to
compute this ratio. It is presented as eq (2):

PDR = “received x 10 (2)

sent
Where:
®  Pr.ceivea= Number of packets successfully delivered to the destination
e P....= Total number of packets transmitted
A higher PDR reflects better reliability and robustness of the OSPF routing protocol under different scenarios.

Latency

Latency represents the average end-to-end delay experienced by packets during transmission across shortest
paths. In MATLAB, latency can be measured by recording the time difference between packet generation at the
source and packet reception at the destination. It is presented as eq (3):

Latency — Z;Ll(Tarrii;al,i_Tsend,i) (3)

Where:
o Tarriva;= Arrival time of packet i
o  Tsena,= Send time of packet i
o n=Total number of packets transmitted
Lower latency indicates faster convergence and efficient routing, which is critical for real-time applications.

Convergence Time

Convergence time measures the duration required for the OSPF routing protocol to stabilize after a topology
change, such as a link failure or recovery. In MATLAB simulations, convergence time is calculated by recording
the difference between the moment a failure occurs and the moment all routers have updated their routing
tables with the new shortest paths. This parameter is critical because it reflects how quickly the network can
adapt to disruptions and restore reliable communication. It is presented as Equation (4):

Convergence Time = Typaate — Traiture (4)
Where:

®  Tupaate= Time when all routers finish updating their routing tables

®  Trgiure= Time when the link failure event occurred
A shorter convergence time indicates faster adaptability of OSPF, ensuring minimal service interruption, while
a longer convergence time suggests delays in routing table stabilization, which can lead to packet loss and
degraded performance. In MATLAB, convergence time can be measured by coding event-driven simulations
where the failure event is injected, routing updates are tracked, and the stabilization point is logged. This
parameter, alongside routing overhead, packet delivery ratio, and latency, provides a comprehensive view of
OSPF’s resilience under dynamic conditions.

B. Network Scenarios in MATLAB

B.1 Single Link Failure/Recovery Scenario

In this scenario, a critical communication link within the simulated network topology was deliberately failed
to replicate real-world disruptions. The failure triggered OSPF’s shortest path recalculation mechanism,
implemented in MATLAB using Dijkstra’s algorithm, to identify alternative routes for packet forwarding.
During this process, convergence time was measured as the duration required for the routing tables across all
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nodes to stabilize after the failure. Additionally, routing overhead was quantified by counting the number of
control packets exchanged during the convergence phase, while downtime was recorded to capture the period
of service interruption. Once the failed link was restored, MATLAB simulated the recovery process, allowing
analysis of OSPF’s ability to revert to the original optimal path. This scenario provided insights into the
resilience of OSPF under dynamic conditions and highlighted the efficiency of its recovery mechanisms in
maintaining network stability. The main algorithm steps are:
e Initialize Network Topology
o Define nodes and links in MATLAB using adjacency matrices or graph objects.
o  Assign link weights (costs) for shortest path computation.
e  Run OSPF Shortest Path Calculation
o Apply Dijkstra’s algorithm to compute initial shortest paths from source to destination.
o Store routing tables for all nodes.
e Inject Link Failure
o Select a critical link and set its weight to infinity (representing failure).
o Trigger OSPF recalculation of shortest paths.
e Measure Convergence Time
o Record the time taken for all nodes to update routing tables after failure.
e (Calculate Routing Overhead
o Count the number of control packets (LSAs) exchanged during convergence.
e Record Downtime
o Measure the duration during which packets could not be delivered due to failure.
e Simulate Link Recovery
o Restore the failed link by resetting its weight to original value.
o Trigger OSPF recalculation to revert to optimal paths.
e LogPerformance Metrics
o Convergence time after recovery.
o Routing overhead during recovery.
o Packet delivery ratio and throughput comparison before and after recovery.

B.2 No Failure / Recovery Condition
This baseline scenario represented a stable network topology with no disruptions or link failures. Under these
conditions, OSPF operated normally, and MATLAB simulations focused on measuring latency, throughput, and
routing table stability. Latency was calculated as the average end-to-end delay experienced by packets
transmitted across shortest paths, while throughput was measured as the total amount of data successfully
delivered per unit time under varying traffic loads. Routing table stability was analyzed to ensure that OSPF
maintained consistent path selections without unnecessary updates. This scenario established benchmark
values for comparison with the failure/recovery case, enabling a clear understanding of how disruptions
impact OSPF’s performance. By contrasting the two scenarios, the study provided a comprehensive evaluation
of OSPF’s reliability, efficiency, and adaptability in both ideal and stressed operating conditions. The main
algorithm steps are:
e Initialize Network Topology
o Define nodes and links with stable weights.
o Ensure no disruptions are introduced.
e Run OSPF Shortest Path Calculation
o Apply Dijkstra’s algorithm to compute shortest paths.
o Store routing tables for all nodes.
e Simulate Traffic Flow
o Generate packets between source and destination nodes.
o Record transmission times and packet delivery counts.
e Measure Latency
o Calculate average end-to-end delay for all packets.
e  Measure Throughput
o Compute total data successfully delivered per unit time.
e Check Routing Table Stability
o Verify that routing tables remain unchanged during simulation.
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e LogBenchmark Metrics
o Latency, throughput, and packet delivery ratio under stable conditions.
Together, these algorithms provide a structured MATLAB simulation framework for evaluating OSPF routing
protocol performance under both stressed and stable conditions.

4. Results

The results of the simulation study provided a comprehensive evaluation of the OSPF routing protocol using
shortest path models under two distinct scenarios: single link failure/recovery and no failure/recovery
condition. In the failure/recovery case, the deliberate disruption of a critical link triggered recalculation of
shortest paths through Dijkstra’s algorithm, leading to measurable increases in convergence time, routing
overhead, and latency, alongside a temporary drop in packet delivery ratio and throughput. Recovery of the
failed link demonstrated OSPF’s resilience, as performance metrics quickly stabilized and returned close to
baseline values. In contrast, the no failure/recovery condition established benchmark performance, with
minimal routing overhead, near-perfect packet delivery ratio, consistently low latency, and high throughput.
Comparative analysis between the two scenarios highlighted the robustness of OSPF in maintaining reliable
communication, while also revealing the performance trade-offs introduced during network disruptions and
subsequent recovery.

A. Single Link Failure/Recovery Scenario

In the single link failure /recovery scenario, a critical communication link was deliberately failed to observe the
behavior of the OSPF routing protocol. The failure triggered recalculation of shortest paths using Dijkstra’s
algorithm, and the convergence time was measured as the duration required for all routers to update their
routing tables. Results indicated that convergence time increased significantly during failure events due to the
exchange of multiple Link State Advertisements (LSAs). The routing overhead was quantified by counting these
control packets, which showed a noticeable spike during the convergence phase.

Downtime was recorded as the period during which packets could not be delivered until the network stabilized.
The recovery process, simulated by restoring the failed link, demonstrated OSPF’s ability to revert to the
original optimal path. Performance metrics revealed that Packet Delivery Ratio (PDR) dropped during failure
but improved rapidly after recovery, while throughput decreased temporarily due to rerouting delays. Latency
values increased during the failure phase but normalized once the link was restored. Overall, the scenario
highlighted OSPF’s resilience, showing that although failures caused temporary degradation, recovery
mechanisms ensured restoration of optimal performance.

Table 1: Performance Analysis for Single Link Failure/Recovery Scenario

Parameter Observed Value Unit
Convergence Time 2.8 seconds
Routing Overhead 120 packets
Packet Delivery Ratio (PDR) 92 %
Latency 18.5 ms

The performance analysis for the Single Link Failure/Recovery Scenario revealed clear evidence of OSPF’s
resilience under stressed conditions. As shown in Table 1, the convergence time was observed at 2.8 seconds,
indicating that OSPF required additional time to stabilize routing tables after the failure event. The routing
overhead spiked to 120 packets, reflecting the surge in control traffic due to multiple Link State Advertisements
(LSAs) exchanged during recalculation. The Packet Delivery Ratio (PDR) dropped to 92%, highlighting packet
losses during the disruption phase, while the latency increased to 18.5 ms, showing the impact of rerouting
delays on end-to-end communication. These findings demonstrate that although OSPF experienced temporary
degradation in performance during link failure, the recovery process successfully restored routing efficiency,
thereby confirming the protocol’s robustness and adaptability in dynamic network environments.

B. No Failure / Recovery Condition

In the baseline scenario with no link failures or recovery events, the network operated under stable conditions.
OSPF maintained consistent routing tables, and shortest path calculations remained unchanged throughout the
simulation. Results demonstrated minimal routing overhead, as no additional LSAs were required beyond
initial path establishment.
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Performance metrics under this condition provided benchmark values. Latency was consistently low, reflecting
efficient end-to-end packet delivery across shortest paths. Throughput remained high, indicating that data
transmission was uninterrupted and network resources were optimally utilized. The Packet Delivery Ratio
(PDR) was close to 100%, showing that nearly all transmitted packets reached their destination successfully.
Routing table stability was confirmed, with no unnecessary updates or recalculations observed.

This scenario established baseline performance values against which the failure/recovery scenario was
compared. The contrast revealed that while OSPF performed optimally under stable conditions, disruptions
introduced measurable increases in convergence time, routing overhead, and latency. However, the recovery
process demonstrated OSPF’s robustness in restoring performance close to baseline levels.

Table 2: Performance Analysis for No Failure / Recovery Condition

Parameter Observed Value Unit
Convergence Time 0.5 seconds
Routing Overhead 15 packets
Packet Delivery Ratio (PDR) 99.5 %
Latency 5.2 ms

The performance analysis for the No Failure / Recovery Condition demonstrated OSPF’s efficiency under stable
network operations. As shown in the table 2, the convergence time was only 0.5 seconds, reflecting rapid
stabilization of routing tables without any disruptions. The routing overhead remained minimal at 15 packets,
since only initial Link State Advertisements (LSAs) were exchanged and no additional updates were required.
The Packet Delivery Ratio (PDR) reached 99.5%, indicating nearly perfect reliability with almost all transmitted
packets successfully delivered to their destinations. The latency was measured at 5.2 ms, confirming
consistently low end-to-end delay across shortest paths. These findings established benchmark values for OSPF
performance, highlighting its ability to maintain high throughput, low delay, and stable routing under normal
conditions, which served as a baseline for comparison against the stressed failure/recovery scenario.

C. Performance Comparison

The comparative performance analysis between the No Failure/Recovery Condition and the Single Link
Failure/Recovery Scenario revealed distinct differences in OSPF behavior under stable and stressed conditions.
As shown in Table 3, the convergence time in the baseline scenario was only 0.5 seconds, reflecting rapid
stabilization of routing tables, whereas in the failure/recovery case it increased to 2.8 seconds due to
recalculation triggered by link disruption. Similarly, routing overhead was minimal at 15 packets under stable
conditions but spiked to 120 packets during failure, highlighting the surge in control traffic caused by multiple
Link State Advertisements (LSAs). The Packet Delivery Ratio (PDR) was nearly perfect at 99.5% in the baseline
scenario, while it dropped to 92% during failure, indicating packet losses during the disruption phase. Latency
remained low at 5.2 ms under normal conditions but rose to 18.5 ms during failure, reflecting rerouting delays.

Table 3: Performance Comparison of Network Scenarios in MATLAB

Observed Value O.bserve_d Value for
. Single Link
Parameter for No Failure / Recovery .
. Failure/Recovery
Condition :
Scenario

Convergence Time (sec) 0.5 2.8
Routing Overhead (packet) 15 120
Packet Delivery Ratio (PDR-%) 99.5 92
Latency (ms) 5.2 18.5

These findings confirm that OSPF performs optimally under stable conditions, maintaining high reliability, low
delay, and minimal overhead. However, when subjected to link failures, the protocol experiences temporary
degradation in performance, with increased convergence time, higher control traffic, reduced packet delivery,
and elevated latency. Despite these challenges, the recovery process demonstrated OSPF’s robustness, as
performance metrics quickly stabilized and returned close to baseline values once the failed link was restored.
This comparative evaluation underscores the adaptability of OSPF, showing that while disruptions introduce
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measurable performance trade-offs, the protocol’s recovery mechanisms ensure restoration of reliable
communication and efficient routing in dynamic network environments.

5. Conclusion

The study concludes that the OSPF routing protocol, when evaluated using shortest path models in MATLAB
R2021a, demonstrates both efficiency under stable conditions and resilience under stressed network
scenarios. In the no failure/recovery condition, OSPF maintained near-optimal performance with rapid
convergence, minimal routing overhead, high packet delivery ratio, and consistently low latency. Conversely,
in the single link failure/recovery scenario, performance temporarily degraded due to increased convergence
time, higher control traffic, reduced packet delivery, and elevated latency. However, the recovery process
highlighted OSPF’s robustness, as the protocol quickly stabilized and restored performance close to baseline
values. Overall, the findings confirm that OSPF is a reliable and adaptable routing protocol capable of
maintaining communication integrity even in dynamic environments.

6. FUTURE IMPLICATIONS

The implications of this research extend toward both academic and practical domains. From a theoretical
perspective, the study provides a structured framework for analyzing routing protocols using mathematical
reliability models and simulation tools, which can be further expanded to include multi-link failures,
heterogeneous topologies, and hybrid optimization techniques. Future work may explore integrating Al-driven
predictive mechanisms to reduce convergence time, applying metaheuristic optimization for routing overhead
minimization, and extending simulations to large-scale dynamic networks.
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