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Abstract 
Internet of things (IoT) refers to an innovative concept used to link physical items through communication networks. IoT comprises of 
devices that contain sensors, embedded computational power, software and networking ability that allows collection, exchange and 
processing of data for provision of intelligent services. Though the name seems to indicate the dependency of IoT on the public internet, IoT 
devices can also function through private networks and communication infrastructures. IoT enables automation, monitoring and informed 
decision making through use of sensors, cloud computing, edge computing and artificial intelligence in fields such as health care, smart 
homes, industries, agriculture and transportation. Issues concerning security, privacy, interoperability and scalability should be taken into 
account while developing IoT systems. 
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1. Introduction 

The advent of the Internet of Things (IoT) can be considered one of the greatest technological innovations in the 
current era [1], [2]. The basic principle of the Internet of Things involves the interconnection of physical objects or 
devices with each other via communication networks to facilitate data gathering, analysis, monitoring, and smart 
decision-making [1], [3]. In contrast to conventional computing systems which need a physical human intervention 
for their operation, IoT allows the devices to communicate in an autonomous manner and carry out certain 
functions using the gathered data [3], [4]. The result of this innovation has been the emergence of a new 
environment where the physical objects have become smart entities able to sense and react to the environment [2], 
[4]. 
The idea behind the Internet of Things and hence the term was initially brought up by Peter T. Lewis during a 
speech made at the 15th Annual Congressional Black Caucus Legislative Weekend in Washington D.C. in 1985 [5]. 
According to Lewis, IoT is about the combination of people, process, and technologies with devices and sensors in 
order to remotely monitor, identify, control, manipulate, and evaluate interconnected objects [5]. In his concept, he 
envisioned interconnected environments in which communication between devices and provision of useful data 
without any human involvement would be possible [5]. Although the technological infrastructure to support wide-
spread use of IoT technology did not exist back then, the concept served as the basis for further development in the 
sphere of connected technologies [5]. 
Later in 1999, the notion of Internet of Things (IoT) was developed independently by Kevin Ashton who was 
involved in research at that time for Procter & Gamble and MIT Auto-ID Centre [6]. The concept involved utilization 
of Radio Frequency Identification (RFID) technology that would enable computers to automatically identify objects 
in order to gather information on them [6], [7]. The point was that computers must get the ability to collect 
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information not only from the virtual world but also from the real world without any human assistance [6]. The 
development of Internet of Things concept marked a breakthrough from the classical notion of Internet that mainly 
focused on connecting people and computers to a new concept of Internet that allows hundreds of millions of 
devices to communicate with each other [1], [3]. The quick development of IoT is linked to the moment when the 
number of devices connected to the Internet surpassed the amount of people connected to it [8]. 
As a result of constant developments in the field of mobile computing and mobile devices, IoT technology has been 
successfully implemented in our daily activities [2], [4]. Modern mobile devices offer many features of sensing and 
communication, such as GPS tracking, gyroscope, accelerometer, brightness adjuster, voice recognition system, face 
recognition technology, and location services [2], [9]. All these devices serve unique functions, but when working 
together, they help create intelligent and customized user experience [2], [9]. For instance, the brightness of your 
smartphone screen can be automatically adjusted according to your location, environmental lighting conditions, or 
phone orientation. The same applies to location and motion sensors used in navigation apps, fitness tracking 
systems, and other context-aware applications [9]. 
The IoT ecosystem comprises numerous physical objects which are equipped with connectivity technologies, 
electronics, software applications, and sensors that help them collect and exchange data without requiring constant 
manual intervention [1], [3]. The objects in the context of IoT include numerous physical items such as household 
devices, industrial machinery, automobiles, health-related devices, wearables, agricultural equipment, and smart 
infrastructure components [2], [4]. These objects have unique identities and are able to communicate either by 
means of wired or wireless connections [1], [3]. Through connectivity, IoT allows for data exchange and automation 
opportunities [2], [4]. 
IoT is an automation and analysis model made up of several emerging technologies like artificial intelligence (AI), 
sensor technology, embedded systems, wireless communication, electronics, cloud computing, and data analytics 
[2], [4], [10]. All these technologies collaborate in such a way as to develop smart systems that monitor the physical 
environment, analyse data and make automatic decisions [2], [10]. Systems based on the Internet of Things (IoT) 
offer transparency, operational control, efficiency, and less human involvement through access to real-time 
information and management of connected devices [5]. The incorporation of the Internet of Things and artificial 
intelligence provides smartness to the system by learning from past data, forecasting future trends and doing 
autonomous activities [10]. 
 
The notable aspect about the Internet of Things is that it enables users to have a single platform for interconnecting 
and managing several devices or services [2], [4]. Much like the cloud system, the Internet of Things platform helps 
in collecting and analysing the information created by these devices [2]. The users can then control several systems 
via this single platform [2]. To take the example of a smart home system, it consists of various household appliances 
such as air conditioners, lights, security cameras, smart televisions, and home assistants [2], [4]. These devices can 
be managed from a distance by using smartphones and even voice commands [4]. 
Another significant application of IoT technology can be seen in the field of automobiles, wherein the vehicles use 
sensors and communication systems along with cloud-based computing to offer improved driving experiences [2], 
[4]. The modern-day vehicles that use IoT technology have the capability to monitor various parameters such as 
the fuel consumed, speed of the vehicle, performance of the engine, tire pressure, and location of the vehicle [2]. 
The driver has the facility of remotely accessing all this information related to the vehicle along with other 
advantages like better safety and fuel consumption [2]. 
 
Apart from being used for consumers, Internet of Things has shown substantial potential in several other areas 
such as industry, healthcare, agriculture, and urban development [2], [4]. In the industrial setting, the use of IoT 
has made it possible to achieve smart manufacturing by way of monitoring equipment, conducting predictive 
maintenance, and automating manufacturing processes [4], [11]. The application of Internet of Things in healthcare 
sector includes remote patient monitoring, smart wearable medical devices, and intelligent healthcare systems that 
increase access to healthcare services and enhance their quality [12], [13]. In agriculture, the use of sensors has 
helped monitor the condition of soil, weather, and crops [14]. 
Although there are many benefits to IoT, there are also some disadvantages associated with the quick growth of 
the Internet of Things that include security concerns, privacy issues, interoperability concerns, scalability 
challenges, and other problems [3], [4], [15]. As IoT devices generate vast amounts of data on an ongoing basis, it 
is important to ensure that the information cannot be stolen or tampered by hackers [15]. Moreover, the variety of 
devices and protocols used results in incompatibility problems for various platforms and vendors [3], [4]. Thus, 
creating secure communication channels and efficient architectures is crucial for future IoT ecosystems [15]. 
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2. Literature Survey on Fundamental Architecture of IoT 

The concept of IoT has become the focus of many research efforts because of the possibility of merging physical 
objects, communication infrastructures, computing environments, and intelligent processing systems within a 
single technological environment [16], [17]. The architecture of IoT is defined by the structure of the technological 
environment required for sensing, communication, data processing, and application services [16], [18]. Many 
architectures of IoT have been suggested to meet the needs for scalability, interoperability, security, and resource 
efficiency [17], [19]. While many architectures have been proposed, most of the IoT architectures include three 
basic layers: perception, network, and application layers [16], [20]. The advanced architectures also incorporate 
the layers of processing, middleware, security, and business [18], [20]. 
The initial basis of IoT architecture was laid down through the combination of sensor technologies, embedded 
systems, and communication networks [16], [17]. According to the initial ideas about IoT that were developed by 
Peter T. Lewis, the IoT was seen as an integrated space where people, processes, and technologies were interacting 
using intelligent devices and sensors [21]. The IoT architecture at that stage was centred around providing 
capabilities to remotely monitor, identify, and control physical objects [21]. In his turn, Kevin Ashton put emphasis 
on the use of RFID technology in IoT development by suggesting that computers could gather information from 
physical objects independently from the involvement of human beings [22]. These contributions defined the initial 
basis of IoT architectures based on the concept of uniquely identifiable objects that can communicate and share 
information [22], [23]. 
 
Generally, an architecture of the Internet of Things (IoT) starts from the perception layer, which is considered the 
physical layer for acquiring data from the environment [16], [20]. The perception layer comprises a variety of 
sensors, RFIDs, actuators, cameras, embedded controllers, smart objects, and other devices that acquire real-time 
information regarding temperature, humidity, position, motion, pressure, and other environment parameters [17], 
[20]. It serves as a connection link between the physical and digital worlds [16]. From research works conducted, 
it became clear that the efficiency and effectiveness of IoT systems greatly rely on the performance of the sensors 
since their malfunctioning may result in wrong and incomplete data acquisition [17], [24]. 
The second important element of the architecture of IoT is the network layer that acts as a communication layer 
responsible for the transmission of gathered data from the sensors to processing systems and application layers 
[16], [20]. The network layer consists of wired and wireless communication technologies, including Wi-Fi, 
Bluetooth, Zigbee, RFID, cellular networks, and advanced 5G communication technologies [17], [25]. Many scholars 
have highlighted the importance of communication protocols in the field of IoT due to the fact that the connected 
devices usually have low processing, memory, and energy capacities [17], [25]. Thus, lightweight communication 
techniques should be used for reliable data transmission [25], [26]. 
 
The processing layer, which is also referred to as the middleware layer, has been developed in sophisticated IoT 
architecture designs in order to deal with the shortcomings of the old three-layer design model [18], [27]. The 
processing layer is tasked with the responsibility of handling data storage, data analysis, device management, and 
service coordination [18], [27]. Cloud computing systems have been extensively applied in IoT architectures in 
order to offer large-scale computation and storage facilities that will help in dealing with the huge amount of data 
that is being generated by IoT systems [17], [28]. It has been found out that there are several challenges related to 
the use of cloud computing technologies in IoT systems; some of the challenges include the presence of high 
latencies, need for more bandwidth and reliance on central infrastructure [28], [29]. In order to address this 
challenge, IoT architectures can use edge computing and fog computing solutions [29], [30]. 
The application layer is referred to as the end-user layer, where the processed data is converted into services or 
applications [16], [20]. The application layer offers interfaces through which users can observe, control, and 
interact with the IoT systems [16], [17]. The different areas of applications include smart home, smart city, 
healthcare, industrial automation, agriculture, transportation among others [17], [20]. Several studies have shown 
that the specific IoT architectures for each application offer a great improvement in efficiency and the user 
experience through automated control mechanism [17], [31]. 
A number of scientists have suggested extending IoT architectures by adding extra layers to increase efficiency and 
improve security [20], [32]. One of the popular IoT architectures consists of five layers and involves the perception 
layer, the transport layer, the processing layer, the application layer, and the business layer [20], [32]. The business 
layer is responsible for managing the entire system, analytics, policy formulation, and business decisions [20], [32]. 
The business layer makes it possible for companies to analyse information received from IoT devices [32]. 
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There has been increased emphasis on security and privacy issues in IoT architecture design since there is an 
increase in numbers of connected devices as well as sensitive data collected [19], [33]. There are studies from 
literature that show that traditional security methods cannot be used in IoT due to several reasons including the 
fact that most of these devices have processing limitations and are energy constrained [19], [33]. Different security 
approaches have been recommended which include encryption algorithms, authentication, access control, 
blockchain architecture, and AI-based intrusion detection system among others [19], [33], [34]. 
Another important issue in the context of IoT architecture which requires research attention is interoperability. 
The reason behind this problem lies in the heterogeneity of the components in IoT environment where 
communication standards used by various components differ [17], [18]. Several research efforts have attempted to 
design communication frameworks that can ensure communication between components from different vendors 
[18], [25]. These include MQTT, CoAP, and REST-based communication frameworks [25], [35]. 
Advances in the areas of artificial intelligence and machine learning have greatly contributed towards boosting the 
abilities of IoT architectures [36], [37]. AI-based IoT architectures are able to analyze massive amounts of data 
gathered through sensors, recognize patterns, detect abnormalities, and make predictive decisions [36], [37]. 
Increasingly machine learning algorithms are being used as part of the IoT process layer in order to implement 
functions like predictive maintenance, health diagnosis, smart surveillance, and energy management [36], [38]. 
With the help of IoT and AI, autonomous systems have been developed which can adapt to changing environments 
[36], [37]. 
 
In conclusion, from what is found in the literature, it can be seen that there have been developments in the IoT 
architecture model from basic three layers to multi-layer architectures including cloud computing, edge 
intelligence, artificial intelligence, and security aspects [16], [17], [29]. The basic IoT architecture forms the basis 
for the connection of the physical devices and communications, processing, and intelligent services provided [16], 
[18]. Despite the considerable advancements made, issues surrounding security, scalability, interoperability, and 
energy efficiency still affect research on IoT [19], [33]. The future IoT architectures will involve decentralized 
intelligence, secure communication, autonomous decisions, and compatibility with new technologies like 5G/6G 
networks, blockchain, and digital twin technologies [29], [34], [39]. 
 

3.  IoT Architecture Components of IoT Architecture 

The IoT architecture refers to the basic structure that enables the organization of a diverse range of hardware and 
software needed for facilitating communication between physical objects, networks, data processing system, and 
user applications. Through its architecture, IoT allows for a coherent approach to integrating heterogeneous 
devices, communication methods, and computing facilities in order to provide efficient intelligent services. The 
architecture enables IoT systems to be scalable, interoperable, and secured while providing automation and 
decision-making capabilities. As the complexity of IoT systems increases, it is important to have an established 
architecture [40], [41]. 
An IoT architecture is usually comprised of several layers where each layer carries out certain functions. Even 
though various architectural approaches have been suggested by scholars, four layers can be identified for any 
common IoT framework: Sensors/Devices Layer, Gateways and Network Layer, Cloud/Management Service Layer, 
and Application Layer. It is through the interaction of these layers that data collection, communication, data 
processing, analysis, and service provision take place [40], [42]. 
 
3.1 Sensors and Devices Layer 
The Sensors and Devices Layer refer to the physical backbone of the IoT. The Sensors and Devices Layer comprise 
smart objects, sensors, actuators, embedded devices, and technologies for identifying devices to gather data from 
the environment. Sensors refer to electronic gadgets that measure physical phenomena such as temperature, 
humidity, pressure, movement, position, vibration, and chemical reactions and convert them to digital signals. 
However, actuators take action depending on the commands they receive, which involve physical activities such as 
turning devices on and off or changing temperature levels [40], [43]. 
For an IoT environment, the sensors and actuators can communicate and exchange data through communication 
techniques that use either wired or wireless connection. The technologies available for sensors include GPS 
technology, RFID, gyroscope, accelerometers, electrochemical sensors, biometric sensors, and environmental 
sensors. The sensors can work individually or exchange information through sensor networks. Due to the limitation 
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on energy, processing power, and memory available to some IoT sensors, proper communication and power 
management methods are necessary for their proper functioning [41], [44]. 
Sensors are usually interfaced with other IoT components using sensor gateways or local networks. Sensors may 
be included in various communication environments such as WSNs, LANs, PANs, and industrial communication 
networks. Accuracy of sensor data plays an important role in the efficiency of overall IoT system since all further 
processes and decision-making procedures depend on the data obtained at this level [43], [44]. 
 
3.2 Gateways and Data Acquisition Layer 
Gateway and Data Acquisition Layer serve as a communication bridge between sensors or devices and processing 
layer. Due to the continuous generation of huge amounts of data by Internet of Things devices, it becomes inefficient 
to have direct communication between the sensors and the cloud platform. Gateways help in performing operations 
like data aggregation, protocol translation, data filtering, security management, and temporary storage of data [42], 
[45]. 
An IoT gateway acts as an interface between different types of devices and transforms protocols of different devices 
to standard protocols that can be transmitted on larger networks. IoT gateways minimize network traffic through 
filtering of unnecessary data and transmitting necessary data for further processing. IoT gateways also offer extra 
computing power for local computation [45]. 
The networks that can be used for communication within this layer could include both local networks as well as 
wide area networks. Short-range communication techniques include technologies like Wi-Fi, Ethernet, Bluetooth, 
and Zigbee, whereas long-range communication involves technologies like GSM, LTE, 5G, and upcoming 6G 
technologies. The choice of network technology is based on the application needs, which include communication 
range, bandwidth, energy usage, and latency [41], [46]. 
One of the major components related to this layer is Edge Computing, which is characterized by intelligence being 
brought close to the site of data generation. In edge computing, there are hardware and software solutions for the 
analysis and preprocessing of data prior to sending it into the cloud-based systems [14]. In case when the data 
collected by sensors is no different from the data received earlier, then an edge computing device can conclude that 
such information does not need to be sent to the cloud [47]. 
 
3.3 Cloud and Management Service Layer 
Cloud and Management Services Layer enable powerful computation, storage, analysis, and management of IoT 
systems. Because IoT systems produce vast volumes of data, cloud platforms are able to provide scalable 
infrastructure that is capable of storing, processing, and analysing this data. Cloud IoT platforms enable significant 
operations, such as data management, device management, security management, service management, and 
intelligent analytics [42], [48]. 
The cloud layer analyses the collected data from the sensors by using sophisticated analysis techniques such as 
artificial intelligence, machine learning, and big data analytics. The insights from the analysis will assist 
organizations in making decision and automating many processes. In the case of the healthcare application, the 
cloud analysis the patient monitor data to aid in diagnosis and delivery of remote healthcare service, while in 
industrial applications it predicts equipment failures [48]. 
Another important task is security and device management. Cloud services have capabilities of providing 
authentication, authorization, access control, software updates, and monitoring mechanisms, thereby ensuring 
secure device operations. In addition, the cloud layer offers integration capabilities with a variety of domains of 
application such as retail, health care, emergency management, environment management, energy management, 
transportation, and smart cities [42], [48]. 
 
3.4 Application Layer 
The Application Layer is the highest layer in IoT architecture and is used to provide services to users. It transforms 
processed data into usable applications that enable users to manage and control IoT systems. Services provided by 
this layer differ based on the specific domain and the needs of the user [40], [41]. 
Some of the areas where the application of IoT technology has been realized include smart homes, smart health 
care, smart farming, industry automation, smart transportation, and environmental monitoring. Some examples of 
smart home applications include control of lighting systems, home security systems, and household appliances 
using remote devices. Health care applications include remote patient monitoring through wearable devices. 
Industrial IoT applications entail the automation of industry processes [40], [42], [48]. 
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In conclusion, IoT architecture involves interwoven layers that contribute towards making the sensing, 
communication, processing, and service delivery possible in the IoT system. The Sensors/Devices layer acquires 
data from the physical world while the Gateway & Network layer contributes towards facilitating communication. 
The Cloud/Management layer is responsible for data processing and security while the Application layer makes the 
intelligent solutions available to the end user [40], [41], [42]. 
 

4. Features of IOT 

Internet of Things (IoT) has distinct features that differentiate it from the traditional networked technology. These 
features allow IoT systems to create intelligent communications among tangible items, gather and process huge 
amounts of data and provide automation services with little human involvement. The key features of IoT include 
connectivity, data analysis, integration, artificial intelligence, sensing, active participation and endpoint 
management. These features together help build intelligent systems that monitor, learn, adapt and make intelligent 
decisions [49], [50]. 
 
4.1 Connectivity 
Connectivity is one of the basic characteristics of IoT because it facilitates the communication between physical 
devices, IoT platforms, cloud, and end-users. The key aim of connectivity is to ensure a reliable channel of 
communication between different IoT elements in order to allow an efficient exchange of data. IoT devices should 
be constantly connected to cloud services or servers in order to transfer their gathered data and get control 
commands [49], [51]. 
The current IoT systems employ different forms of communication technology like Wi-Fi, Bluetooth, Zigbee, RFID, 
Ethernet, cellular communications, LTE, and 5G. Once the IoT systems have been set up to be connected, they need 
to ensure secure and reliable two-way communications between the device and cloud services. Proper connectivity 
makes sure that information gathered from the sensors is relayed efficiently for analysis while enabling remote 
monitoring and management of the connected devices. Without proper connectivity, the IoT system will not be able 
to operate in real-time and automation [49], [52]. 
 
4.2 Data Analysis 
Data analysis is yet another crucial aspect of IoT since data is constantly being generated from various sources due 
to the interconnection of the devices. However, it is not enough just to collect the data, since the essence of IoT lies 
in analysis of the collected data and gathering relevant information from it. IoT platforms employ different methods 
of data analysis such as machine learning, artificial intelligence, big data analytics, and predictive analysis [50], [53]. 
Analysis in real time of data collected provides means for organizations and their users to become more efficient 
as well as create smart services. Industrial IoT system analyses the performance data of machines to forecast any 
failure that is likely to take place, thereby saving cost on maintenance and increasing production. In the same 
manner, Healthcare IoT analyses the health data of patients and gives early warnings for medical care. As long as 
IoT system manages to comprehend and interpret the collected data, it becomes an intelligent system [53], [54]. 
 
4.3 Integration 
Integration is a significant characteristic of IoT that enables different devices, platforms, applications, and 
technologies to work together as a unified system. IoT environments often involve heterogeneous devices 
manufactured by different organizations and operating through different communication protocols. Therefore, 
effective integration is required to ensure seamless communication and interoperability among various 
components [49], [55]. 
The combination of IoT along with other technologies such as cloud computing, artificial intelligence, blockchain, 
edge computing, and mobile applications increases the capacity of the system and provides a better experience to 
the user. For instance, in an intelligent home setup, lighting systems, surveillance cameras, smart devices, and 
environmental sensing equipment can all be integrated into a single system. The user is then able to manage 
different devices using one system only. Industrial systems also combine the use of IoT sensors with enterprise 
software [50], [55]. 
 
4.4 Artificial Intelligence 
Artificial Intelligence (AI) is an important factor for the increase of intelligence and automation in IoT technologies. 
The integration of IoT with AI, termed as Artificial Intelligence of Things (AIoT), facilitates the devices in learning 
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through experience, making decisions and analysis of data. Through the use of AI algorithms, IoT devices can 
recognize patterns, predict events and react smartly to the environment [56], [57]. 
For instance, the intelligent coffee machine with IoT and AI functionality is able to keep track of the amount of 
coffee beans left in the machine, determine when they are going to run out, and place an order for their supply 
without human intervention. In addition, the AI-based smart cars are able to make decisions regarding the traffic 
conditions and routes to enhance safety while driving [56], [57]. 
 
4.5 Sensing Capability 
Sense is among the main characteristics of the Internet of Things since the sensors play the role of the main tool 
that enables information collection from the surrounding environment. The Internet of Things sensors are 
responsible for detecting any changes in the environmental conditions and measuring physical parameters and 
then sending collected information to processing units [49], [50]. 
The sensoring feature is responsible for turning the conventional inert objects into interactive ones. In the absence 
of sensors, the Internet of Things environment cannot be able to sense and analyse what happens in reality. This 
can be seen through the environmental sensors which can sense air quality, smart agriculture sensors that can 
analyse soil moisture, and health sensors that can sense the health of humans [49], [58]. 
 
4.6 Active Engagement 
The active interaction is yet another feature of the Internet of Things that facilitates constant interactions among 
the devices, services, and people. In contrast to traditional systems in which devices work independently, in the 
Internet of Things, devices actively interact with one another and adjust their actions to changes in situations [49], 
[50]. 
For instance, an intelligent thermostat can regulate room temperatures according to the preferences, environment, 
and energy consumption pattern. Similarly, smart cars can notify users about traffic, maintenance, and other safety 
issues in real time. The involvement of users makes the system more efficient as it eliminates the human 
intervention and allows the automation of connected devices [50], [59]. 
 
4.7 Endpoint Management 
Endpoint management is crucial for the reliability, security, and efficiency of IoT systems. Because IoT systems may 
have thousands or even millions of connected devices, there must be effective endpoint management in order to 
guarantee smooth operation. Some of the components of endpoint management are authentication, updating, 
configuration management, monitoring, error checking, and security protection [60], [61]. 
Mismanagement of IoT end points may lead to various operational issues like failure, security risks, and even wrong 
functioning. Take the case of an automated coffee machine that orders coffee beans when there is a shortage of 
beans. In case of wrong detection of inventory or ordering of unnecessary beans when there are no users in the 
area for a few days, it will create difficulties and even cost money. It is thus important to have intelligent endpoint 
management tools for efficient functioning of IoT systems [60], [61]. 
Finally, the properties of the Internet of Things allow the creation of intelligent, automated, and connected systems. 
The connectivity property ensures that there is communication between the devices, the data analysis property 
provides insight from the collected data, the integration property allows different technologies to work together, 
and the artificial intelligence property improves decision-making. Likewise, the sensing, active participation, and 
endpoint management properties guarantee the proper functioning of the IoT elements during interaction [49], 
[50], [56], [60] 
 

5. Applications of IoT 

This IoT development has clearly been implemented in the current world by many industries. Due to its flexibility, 
it is favored by a large number of businesses and governments, and there is no reason not to implement it. These 
are some IoT applications [62], [63]. 
1. IoT Applications in Agriculture 
The IoT system can help to measure the microclimatic conditions of the crops being grown indoors, resulting in 
increased production. As for outdoor cultivation, the IoT sensors, along with the weather details, will help to 
measure the required soil moisture and nutrients. With the help of smart irrigation systems, water is supplied to 
the required places and at the right time [64], [65]. 
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2. IoT Applications in Consumer Use 
Internet of Things gadgets available to citizens come in a portable variety and also the smart home varieties that 
make life convenient. These include wearable gadgets like Fitbit gadgets, smartphones, Apple Watches, health 
monitoring screens, and many others. These gadgets enhance entertainment, networking, health, and fitness [66]. 
Smart homes regulate functionalities that also have the capability of controlling the environment for comfort 
purposes once a person gets there. Functions like preparing food which uses the oven or the stove can be started 
remotely such that when one reaches there, the food is already prepared. This makes the security issue much easier 
as one will be in a position to start and stop the gadgets from afar and also start the smart lock system [63], [66]. 
 
3. IoT Applications in Healthcare 
The objective of IoT mobile devices is to enable hospitals to monitor the health of patients even at their homes by 
shortening their stays in hospitals while receiving information that is vital to save lives. The smart beds at hospitals 
assist in giving information about bed Availability, thus minimizing the time taken for a patient to wait until getting 
admitted owing to lack of bed Availability. IoT sensors installation on complex devices makes them less prone to 
crashes and reliable [67]. 
Taking care of the elderly becomes much easier using IoT. Apart from this monitoring facility, the sensors are also 
capable of sensing adverse occurrences like falling of the patients or heart attacks [67]. 
 
4. IoT Applications in Insurance 
The revolution of the Internet of Things will positively impact the insurance industry. Insurance companies can 
give discounts to their customers in accordance with the statistics provided by the Internet of Things, including the 
data generated by Fitbit devices. In such instances, by incorporating the idea of health tracking, insurance 
companies can offer customized insurance policies [68]. 
 
5. IoT Applications in Manufacturing 
Manufacturing and industrial automation industry becomes second biggest winner in the draws of IoT. Technology 
like RFID and GPS could help to monitor the whole supply chain from beginning to end on the factory floor, from 
installation till delivering the products in the destination store. subject to production of data, information could be 
obtained by the sensors concerning environmental conditions, state of the product and its delivery time [69]. 
The sensors installed to the equipment in the factory could help to identify the breakdowns in the process of 
product manufacturing, thus saving time and energy. Other sensors installed to the same machines could help to 
control the work of the machine and predict the moments when the unit would need repair [69]. 
 
6. IoT Applications in Retail 
IoT technology can be of great use in retail industry. The statistics of sales made both online and, in the shop, can 
evaluate the automation and robotics in the warehouse, the information collected from IoT sensors. All of it is done 
with the help of RFIDs, which are already used in many countries worldwide [70]. 
 
Trademark sites are things'; Companies are changing and the arrival of online shopping has decreased the number 
of brick-and-mortar sites. But IoT can provide analysis of the traffic in the shopping mall so that the shops could 
make the necessary changes to provide better customer experience and lower costs [70]. 
As far as customer engagement goes, based on the previous purchases, IoT helps to target customers. Provided with 
information gathered by IoT, retailers are able to make personalized offers for the customers, who do not require 
costly bulk marketing promotions, which bring less chances of success. The majority of such offers can be made 
using the smartphones of customers, even if they have the application of the right store [70]. 
 
7. IoT Applications in Transportation 
However, by this time, people are aware of achievements in the field of autonomous vehicles. Yet this is not even 
half of the possibilities in transport. GPS, as we think about it, is another example of the Internet of Things 
application, helping transport companies design faster and more efficient routes for their trucks, making deliveries 
faster [71]. 
 
Quite a lot of developments have already been achieved in the sphere of navigation, once again reminding us of GPS 
in our phones or cars. However, city planners could also take advantage of this information to improve traffic flow, 
parking and construction and road maintenance [71]. 
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If the driver finds himself in a situation similar to dunked, then apps can stop your car from moving, which is also 
possible in this situation. 
 
8. IoT Applications in Utilities/Energy 
The IoT sensors can be deployed for monitoring the environmental factors like humidity, temperature, and lighting 
levels. The information gathered from IoT sensors can be utilized for developing algorithms to regulate energy 
usage and make the required modifications without resorting to any human equations [72]. 
 
Utilization of IoT-based environmental regulation helps organizations and individuals save on energy costs and in 
turn contributes to the betterment of all, even the environment [72]. 
 
The data gathered through the Internet of Things can be analysed with the help of factors like usage and help in 
making the municipal power grid work effectively. The sensor can aid in identifying any malfunction and increase 
the response time of the repair shop and reduce the blackout period [72]. 
 

6. Conclusion  

The advent of the Internet of Things (IoT) is revolutionizing workplaces and personal lives with intelligent 
connectivity, automation, and effective decision-making through big data. The development in areas like sensors, 
communication, cloud computing, and artificial intelligence has made IoT an indispensable technology in industries 
like healthcare, industry, transport, agriculture, and even smart home devices. There are many IoT applications 
that have already become an integral part of our day-to-day activities providing efficiency, remote monitoring, and 
control. Despite limitations like security, privacy, and interoperability, technological developments are constantly 
overcoming these limitations. The growth in IoT is unstoppable and will continue to be an indispensable technology 
in the future. 
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